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gomm~e- . SECReT

‘UNITED STATES GOVERNMENT

.Memorandum

TO : Chief, Contact Division pate: 1 July 1963
Atta : Mc Connell/Czajkowski/Lincoln Staff

tROM :  Chtief, INew Yorx Office

SUBJFCT: Attempted R.I.8. Penctration of Dell Telephone Labs
Ref: NYX Reports 2988-3 and 2989-3

1. We thought the attached reports would be of interest to Lincoln-
8taff from & Soviet realities standpoint. Ve also felt that they should
be brought to the attention of Divislon management because the M.O. out-
lined therein is becoming & mmjor factor in dealing with sources who have ,
contact vith Sovbloc nationals. It has been our experieance that the type .
of activity outlined kas been on a mrked increase, particularly since
the establishment of the KOB 10th Directorate. Although such activity
by Sov legals is taking place throughout the continental U.3., undoubtedly
its greatest impact is being felt in the Nev York and Washington, D.C.
‘areas because of the largs Soviet Government establishoents in both of
thege cities. PFor this reason it vould seem imperdtive that both WAFO
and KYFO be extremely vigillant for such activity in companies and insti-
tutions with which they are dealing in order that it may be recognized
in 1ts earliest stages and appropriate CI/CE countermeasures instituted.

In order to assist other offices in this reopect, ve plan to write {n the
near futufe an article for the Division Newsletter, outlining some or our
experiences aloang these lines,

2. We wvere somevhat disappointed in CI SBtaff's reaction to our

) recent roquest for assistance in defensive briefing of the subject of

one of the attached reports. It seemg to be quite clear now that our
original assumption concerning his being R.I.S. targeted was quite correct
and that there 1s a strong likelibood that hias current trip behind the
Curtain will be utilized by the opposition for provocation and/or an
actual recruitment attempt. We wonder in future cases of this nature
exactly wvhat support ve may expect from Angleton's shop. Although we
“feel that we have a fair capability for handling such matters here in

Bev York, we do admit that, at least on this one, ve would have felt
slightly more comfortable had a CI specialist been along, if for no other
mnon thn to Focludn any possible Nonday morning quarterbacking by the
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Subject: Attempted R.I.S, Penetration of Bell Telephone Labs

3. Judging by the attached material, it would appéar that, despite
established Ball ‘policy (see our 16 May memorandun re Case 39,790), the
opposition bas seen fit to deflover at least tvo of Bell's scientifie
virgins. Ve serfously wonder at this point Just howv mmny other Bell
people might be in the same boat. Perhaps, as a result of all this,
scme representation by Bell management to the KGB will be forthcoming,
spelling out. to that organixzation, as was spelled out to our own, estad-
l1ished compeny policy pertaining to such matters. In any eveut, it would
appear that at least one or two Bell scientista, and there are probabdly
more, kave been giving the R.I.8, more cooperation and reporting than the
Agoncy. Let's hope that in the near future Bell management takes some
effective steps to rectify this rather ludicrous, and ptenth dangerous,

situation.
}v C wvvvs\,
Attacheents: NY Reports 2988-3
and 2989-3
GEagle/mg

SECRET

bi.ow

L Jeéra



14-00000

X oy e e T e

Y el '--..;4 . ) .‘:_): Do 3 : ‘\
< , i L
UNEIEIL SEATT (ot gsngd m e QL‘:'A}:“-"«’{

KR AL VT R B

Memoraidiom o

T : Chini, vonbmey Diviuiown DAIR. 20 Juwes i %0
Attn ¢ Support (Jhirley Stetscn) CooH L i
FROAL Culef, New fork G.ilce C o

. : e '
SURpCL: ﬁ)parcm. RIS Interect Ln (anfred P,zgzn. r.(zol-73 ‘1179 : !
11 Telephone Ln.:? , ‘
i
!

WL |

'I' ) d ;
Zt ] 117 0930-1230 bours 1 Jwie, Manired 1. Schroeder of Bf.-ll lang )

received a strong deflensive briefing in corocstion with his June-
July Lrip to the 33k and suiguria (zr.-f: oy T May Goorlinatlion Out-
line for subjeci) During Schroeder's briefin:, Nagl olicited
trom him thidt prior 4o o trip to toe USGR in 1959 he hwd been con-
tacted by an individual vho reprecented hinsell as u West German
Intelligence Officer, Morc Important, we also learned that, ut
about the same tiuze, RIS cultivation i Schrocder apparently began.

[ 2. Concerning the West German appreach, Lehrneder indieated
that his mother, who resides in Hambury, wa. iwclephoned in 1954 Ly
an lndividual who cleinsed to be un old ucquu.inuence 7t her son's
and who was interc¢sted In contacting hinm counceraing employment in
the US. The caller left a phone uwnoe~ wad rafd that he would ap-
rreclate 1L if Searoeder could call hin ncxe tuae he was in Hesbarg.
Schroeder's wmother relay~d the message .o hirr zoa, and, o5 requested,
he telephoned the caller just nrior to his 159, USSR juuct. The
individual he called ideuntitied himself ns 2 West Geraann intelligence
Officer and said that be would like to ne:. Jrtirocder as coon as
agible. Schroeder agreed. When thcy mrb, tac {ndividanl in question
Schrocder doec not recall his name) presz:-ated sultable ercdentiale
and expressed inters3t in Scnrocder's irip to tw: USSR, According to
Schroeder's account, tie West Gerasan Inwnclligence Officer gave him the
0ld "keep your cyes and «ars open’ pitch, and 1.i4 him that he would
contact him in the i'trst West German city i: wiich he touched down
after his USSR trip. GSchroeder was conuicted in Stuttgart promptly
after returning to Gerrany from the USsH wn hiz way pbuck to the U3,
Because of his U3 employmeat and the fach that Zell pald tor his trip,
Schroeder became vei apprehensive ubnut any further convact with the
West Germun service and et the time ol tne call (ndlccted tazt he had
nothing to say and wanted no rurther convact., her Lann the cucsory
examination ot ercdentials (us reported above), Lshrocder nade no
attempt Lo establish the bona i'ldes of the Germw:in who made Lhe aprroach.
We pointed out to Schroedcr the .ulikely pocsitility thaat the approach
might not have been wone fide and might, In fuct, have Lern a provo-
cation.
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! o Apparently felds. cultivation Ol 30 e n L g cga weo ' -
i rrioe Lo the ateve acidents Accordim: to his oot e haa soe :
: ) celved what appunred to ve o routine favitaiion W vlsct oo len :
: acoustics ™Meiillies ta Moseor il Weaugrad in Aot L. I c
i connectioa witi. Lhe invitesiin, w vrote- Lo EUN : '
f : taut Jduriag bls visit he @ uld Liie Lo awet " Molevtoc,) b
Sov acousties engineur Wiu Wiy vely htercstow ¥ @
and hnd dune sevelnl Russfan trancitvtions of can o H
a resuit of this eorpesponicnce, Sc.xv'cu_dc: r Wt sk . .
ut his howe o e iple of days prior t» 'uix deptrtew y
frow ar ludividiel slledtend Lo ‘.i N . 3
La Lew Yorlie '-;’.'.“ ba_u'_'}"?. a5 ‘J‘-\.L.t PRI ! _
oW TS delivery € Rinon opprolul vt tton TYomod. e uvio o L
o*‘ the Stat: comxittee o Joo Pwetdun o e oa UL L : K
H caller, WioSd . ool = . <
ke to dellivae s towing . 4 . :
Schrocler fnlitae. © 10 Lo wLh Vory .Gy W T taSY LT 0 a0t i :
: witich he had t. . o R T : Cae dai - i
§ tlor conddn't . x L vl Nl ol e R LRV GRATEY T
tastruet Daas were Lo liver tL casltat i o e - .
flnelly agroed So LBt hag .ufe e otk oL e 5
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Schroeder lavite: e v o delrver iy favitar oo Lo i hases L -
the latter decline . Lowever, sarling that schir i 83 '.; L ~an 1a
an area claoged wo 1rAVAl oy Sov Up.oadllc peiswrsT. U oany ovent, -
the Sov arrangsd o =weed Sehro Car's sl e a2 Qorte T fa ’
Chathaa, New Jerscey, nac al tlat Lie tuwr §oooos Lo ber S Iovitel o ‘
) for her husband. ° : con
. b, Schrosder seid that Nis LJu viclt to the TU3R wus gaits ~
! routine and that n: cotdd recull nothing sub 7 otns oswlanry haeppeniig '

during the triye xoelng the w4044, nls vov cualberpart, ™as m.-'.', W
speaks fluent Goraan, ucted ug Lis hont aud was at hls oI55 7 it ,
continmally. LTS fxom L USrk
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3. (‘acxetimv in 1% ?&\_h."’(\l'

‘ne evening from Viadinzi g,y Tentified ool e ono ;*:‘\--
Q')\ sentative ol Amtol \ar. . volgin enld that Swrneor's ola Mrlea.
: Murduev had Just cuzpleted a visit Lo oW Yore .. reloce icavi .!_; the
} city had asied hin to deliver & prosent wo Sebrgdar Lo S, -m-x H3
i the pnone call. Volgin irnsisted on deliverine th present to loorioder
; in person, and th- two .ade urrangements to have Lumthi tooother Thie
i following week in Manhatton., ‘fhis teghl o suiles 20 agproxicately sioe
i .
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ur wore noatuacts witn VoTglio vhilun nLbed il Lt Lt wRON Gundraeae

received « note Sroa Volpoin stASIy Lhat ne and i), e,y were Lt
ing to the USSE Lo -rder that e wole coald meer,  weansul Moot ons

there.  lucidentally, Cenrseder's suly other contact <%l FMird e Sue

in 1y02 waen he met lm tn Copmdagen st a profes o e boage

6. Schroed: r gsald that wwct, 1 not all, of Yolg.n's phon: )
to hia were to hic e ane usually appenraa o have bee, cde fron
pay phones. Schrucder se!d that nicv wreetivgs witn voipll Dncisled
lunches and dinners in Munbattnn, .oclalloilig at a fiow -0 0 ToRau.
Meeting, thouters, ol entertatwnent L0 cach other o thell paspact iy
homes. Schroeder claliags that hig wife aceuganied hinm urlng nost ot
his contuct with Volgin., Other twu Lo ale wn fanily, Valgli never

introduced Schrobder to any other Luuividuals.

Te Schryedor zluimo thab on n ecomple ol cccuclone e tilned ovep

engincer. Schroedr:r caan't r:call wuether Volgin speoitinilly voguented

the informmtion or whether he turo:d it over tc lm 26 hic own lnitliative.

At one point during their relationshiy, Volgit erked Schroeder to sl

unclassiric.l .ec:yucal papers b Vooodn, Wi, STRTIed LTRE R e e LT

an artisle on US ncouctlecs work for publfr'uti-m I SovleU TosnATeT
Journall BN Gueder declined.

3. In retrospect Schroeder admitted that he lod been quite nntve
about his relationenlp with Volgln and expressed Soqe cotcern that sl
security ladi't been more active in ndaouisning biz s calnst devel -
ment of re.ut‘onch..,. with Sov Guvercwent repreceatnstives. lils view
of his experiences i capietely colncldec with ~rs ns a reswdt of

our discussion.

9. Another, fector which Jbviously enters lato Searocde r‘ R.I.3,
Ec_tm_in_m_gugj_;_ ";,uyrian ecstenction.  Shrseder 2latiiihatT
neither he noy to the bLest oF hle GGl J’gn hio Wi pave evaer been
approached by Sovbl.o: ‘representatives in thi. ~auntry concerning hic
wife's faally L. Pulgarie. Hic wil 'c muther, lwunniie Mensckik,
imnigrated to the UD tn April 14 and llved with Schroeder wad hic
wife until lovember i €2 when she returaed to Jorta, apprrently because
she wag homesick and couldn't ndjust to the new language and !ifc in
the US5. Schrocder rzaid that hic motner-in-las's origianl exit vise
request was rejected ‘n 1958 Ly tae B.garicn Governmeat, tut after he

" and his vife wrote severs! jettarc to the Bulegiwrian :Jr_;‘_,x Miniotry

b

she was finally mtenl prrmizsion to Jeave in 1360,

l‘
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Subject: Apparent RIS Interest in Manfred R. Schroeder,
.o - Bell Telephone labs

P ‘ N
10. After Schrdeder visits the USSR on his current trip, he

- .plana to fly to Sofia to opend appraximately a veek with his wife's

Tamily there. Schroeder had not mentioned the Bulgarian visit in
outlining his original itinerary to Bob Martin of this office, there-
fore, it vas not mentioned in Schroeder's Coordimation Outline.

1l. All of the above would seém to indicate quite strongly that

' Schroeder, as we originally surmised, has been targeted by R.I1.8. In -

briefing Schroeder, ve ran through sames of the typical entrapment
situations fabricated dy the opposition, e.g., vomen, homosexuals,
purdhase of drugs for Sov citizens, black market activity, acceptance
of letters to mail outside the USSR, commitments to disaffected Sovs,
etc. In addition, we stringently admonished Schroeder against any
notetaking or photogrephy which could in any way be construed as come
promtsing. We also alerted Schroeder to the fact that some attempt
might be made to use his . 7ife's family as leverage in a recrultment
attempt. In this connection, we pointed out to Schroeder that there
wvas a strong likelihood that the R.I.S. and/or Bulgarian service would
make an approach to him during his forthcoming visit to Sofia. An
approach in Bulgaria would give the Sovs an opportunity for disavowal
and also would provide the proper setting for maximm utilization of

© relatives. When Schroeder mentioned that his sister-in-law, FNU

Monsckik, had indicated several times in the past that she vould like
X0’ leave Bulmrn, ve strongly admonished him against making any com-

mitments to her, pointing out that she may poosibly be co-opted by

the opposition. V¥e told Schroeder that any representations to gain
an:exit visa for his sister-in-lav should be channeled through the

US Legation in Sofia. Schroeder vas told that, if any pressure vere
applied concoxning hig vife's family, his best reaction would prodadly
be a noncommittal, "I'll think it over when I get hame:" All 1in all,
we alerted Schroeder as best we could to the opposition M.0. and pre-
pared him on how best to avoid some of the not so obvious pitfalls
which might be in store for him.

12. Prior to our briefing of Schroeder, Bodb Martin alerted Bell
management to all of the ramifications of Schroeder's travel behind
the Curtain. The management wvas informed by Martin that ve felt it

our obligation to point out to them the strong possibility that Schroedexr

bhad been targeted in order that they would have all of the facts avail-

able before signing off on his trip.

SECRET
neme | /D 04R
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8ubject: Apparent RIS Interest in Manfred R. Schroeder,
: Bell Telephone Labs

! . - 13. Assesament of Schreder: Subject, a very accompliched
P - scientist, heads up all acoustics research at Pell. He reads
33 . -Russian and is flucnt in Cermen, French, Spanish, Italian, Duteh,
and Ehgliah. He impresses us as being a rather savvy, discreet,
o coorprrative, mature, otable, well motivated individual. We attri-
b bute Schroeder's apparent lack of discretion in his dealings with
: the Bovs more to the subtlety of the Sov approach than to his own
H paivete. It has been our experience that most US businessmen and
! . scientists are very susceptible and vulnerable to the opposition
: " approach mainly due to scmewhat of & lack of realistic public
e_&;gcationcoﬂceming cantacts with Bovbloc nationals. We feel
that Bchroeder's degree of cooperativeness vith US services has
been enhanced conoiderably by his feeling that he has really been
taken for a ride by the oypouuon.

Incidentally, vhen we asked subject for permicsion to release this
information with gsource disclosure to thée FBI, he was at firat some-
what apprehensive and expressed the desire to talk 1t over with ooe

; of hig Bell superiors before he made any commitments. He finally

) agreed, hovever, vhen ve convinced him that it would certainly be in

{ hie best interest to get on record vith the FBI as soon as possible.

‘ ' Most off his apprehonsion about the FBI seemcd to be attributable to
the fact that he has just been gronted UB citizenship and, in addition,
18 pov somevhat concerned that hie activities with the Sovse in some
vay oay effect his security status vhich in turn could be very detri-

gental to his career.

Based on our limited comtact with Bchroedar, ve have every reason to
' believe that he would be suitabls for operational use, should the
, bureau choose to pursus such a course.

i 15. We would otrongly recommend that all of the above be passed

’ 40 the Bureau ASAP in order that that organization may effect contact
with Bchroeder and provide him vith proper guidance concerning any
further approaches by Sov or Bloc nationals in this cowntry.
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<7 UNITED STATES GOVERNMEN| SENS!T'VE
Memorandum
TO : Chief, Contact Division . DATR! 26 June 1963
Attn : Support (Shirley Stetson) 00-A- 290679
suosm ;. Chief, New York Office (/\J v o J(’i . ,3)
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1. During routine debriefing cf Donald E. Thomas of Bell Labora-
tories in connection with his recent USSR visit to attend the Popov ’
Boclety Meeting, 5-14 May, Moscow (gsee NYOR 8878 for Coordimation Out-
line)s subject mentioned having had recent contact vith a Soviet Govern-

ment representative in this coun tg The 8oviet in question identified
Lhimgel? to Thomas as Gleb Aleksf-Pavliov and gave his address as 1216

. First Avenus, Manhatt&h, s ‘

2. Accdrding to Thomas, his initial contact with Pavlov took

..place in late March following the International Convention and Ehow
“of the I.B.E.B., 25-29 March, New York City (see Case 39343). At the .

‘ - convention Thomas became friendly with two Soviet counterparts in

, attendance, A. V. Tiel and Anatole Trutka, both of vhom Thomas invited

) to his home for a sociaml viailt during ir US stay. When the Sovs
departed for-home rouowing the convention, Thomas saw them off at MNew

' York Intermational Airport. It wvas at the airport that he first met
Pavlov, who apparently was seeing off all of the S8ov I.E.E.E. delegates,
After the Sov delegation bad departed, Thowas and Pavlov returned to
Manhattan together and, on perting, exchanged addresses. *

3. A couple of wveeks after their initial meeting, Pavliov tele-
phoned Thomas at his howe and told him that Tiel and Trutka had asked
him to send their wvarmest regards to Thams and thank him for the
howpitality which he shoved them during their trip to this country.
During the conversation, Pavlov expressed an interest in renewing his
acquaintance vith Thomas, and suggested that he would enjoy visiting
him at his bhome in Madison, Nev Jersey. Thoamas said that he would
enjoy seeing Pavlov, dbut that he was currently preparing to leave on
a trip to the USSR and Furope and was not scheduled to return to the
UB until late May. Thomas suggested that, in viev of this, perhaps
early June vould be a good time for them to plan on getting together.
Pavlov replied that he, himself would be in the USSR then, but would
contact Thamas vhen he returned in early July Incidentally, Pavlov'’s
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SubjJect: Appearent RIS Interest in Donald E. Thomas,
Bell Laboratories

phone call to Thomas ﬁn made on & pay phone. In fact, wvhen the opera-

" tor cut ia for overtime, Thomas called Pavlov back at the pay phone.

Thomas mentioned that he pouibly might have the phone number written

'dovn scmevhere. .

b, after the phone call from Pavliov, Thamas called John
NcVicker of the State Department and inquired if any clearance of
Pavlov's proposed trip to his hame in Madison would be necessary.
HeVicker told Thowas that any such clearances vere Pavliov's vorry
and that be need not be concernmed about. same.

9. During Als recent trip to the USSR, it would appear that
Thomas was exposed to two incidents vhich possibly could have been
of opposition fabrication. One involved an epproach by a Soviet
inte'rjg'etor by the name of FNU Petrov, vho took Thomas asids and
agsked him 1f he could do him a persopal favor by getting him a sub-
scription to National Geographic Magazine for vhich he, Petrov, vould

reimburse Thamas in rubles. Thomas politely reﬁmed. D Moscesy VI
e.::,ALZEﬁ

“"6. The other anide.n&f;_nvolved Thomas beinqbﬁxotowphed with

attractive young female Interprefer, Ludmilla Oshkina. According
to Thomas, vhen one of the Boviets in their party vas about to take
a picture of bhim standing next to Ludmilla, another individual stand-
ing nearby vas pushed out of the vay apparently so that he would not
be included in the photograph. In addition, Ludmilla attempted to .
striks an affectionate pose with Theemms for the photograph by slipping
her arm through his. Thomas claims to have pushed ker arm avay Just

as the pkoto was being snapped.

7. Assessment of Thomas: Subject strikes us as being extremesly
naive and unrealistic. Hes appears to be more apprehensive about his

dealings with CIA than his dealings with Soviets. In fact, when Thomas
vas asked if he would mind if a tape recorder were used for debriefing,

he became very nervous and expressed a fear that, if such a tape vere

made, perhaps the Soviets might gain access to it and use it against

him in some wvay at a future date.

Tharmas had an outline in his own handwriting of the sessions of the !
Popor Soclety Meeting. When we asked for a photostat of same, he .
agaln expressed misgivings and indicated that he would prefer to have
a typevritten copy prepared for us instead of a copy in his owm hand-
vriting because he was fearful that it might fall into Soviet hands. .

\ CRET | ',
il /0 6/2
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o ~ We inquired of Thomas why he had not mentioned Pavlov to us during our

- defensive briefing of him before his trip. He replied rather nebulously
that it wvas his understanding that it was company policy that our oniy

; : function in seeing him before hts trip vas to give him a defensive brief-
- ing, and that, since no debriefing was involved at the time, he felt no

i "~ obldgation to volunteer the information concerning Pavlov.

k It 18 our opinion that Thamas's obvious naivite, apperent lack of sophisti-
: cation, and. extreme apprehension concerning dealings with our Agency would
: make him most unsuitable from the standpoint of operational utilization

: by the Bureau. -

g T ) 8. We would strongly reccamend that all of the above be passed to
! - the Bureau ASAP in order that that organization may effect contact vith
i ' Thomas in time to provide him with proper guidance concerning any further
approaches by Pavlorv or other Sov legals in US. .

g G
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DOURCE:  UB cititen, professor in a U6 university. ARl o U e 'i;“ i 2{:
' Oev e Al &
e Be is an authority on acoustics. , “ (,[" 1C. ?" S
’ ( "—‘ Le F 7o !, Lt ;'.‘ /e 5; '.‘:g
. }‘ R ?‘!
.} 1. I attended tbe TBird Intermational Congress on Accustics. 1-8 Sapt 5, i Sy
Btuttgart, West Germany. B ! |
) g 9.
& - !
2. ¥hile at this Congress I met a Soviet female scientist, L (hietovich, & g
vho is eomnected vith the Mavlov Inatitute of Mhysiclogy, leningrad. - 5 ;
One day during the Congress I took a walk tn the Black Forest with '"""‘f.' .
L Chistovich and another Soviet scientist. After a short time, the 2 e
other Boviet aclertist excused himself saying that he had t> rejein - -

his colleagues. - )

3. In June 1363 Manfred Schroeder, an acoustician with Ball Telephone
Laboratories, vae in ths USSR. On his return to the US he told me that

;
¢

T
el -l 22

AL
" b

ho had heard vhile in the USSR that L Chintovich, on her return {rom ,

the 1959 Stuttgart Congress, hald beer placed unler house armst. He g-..'

also said that he had seen L Chistovich while he was tn the USUR, and . » 4
. PR

ho had asked her whether it was true *that she ha! Leen placed unaer
house arrest on returning from the Stutiyart 7 ngress. e safd

i
RPN -

S ) Chistovich's: onl,pre‘ply vas to blush. . ‘
f o4, 1 suspect that the 1ndividm.. .m rep pLet L Chigtersieh oy 'u- Ll ritien , B i
< was Yurly Pavlovich Ilysenov.. iic i acnnected wi'h tue Arcietios Inofoute £ - n
i, in Moscov. He pudblishes very little ani hi: coniu.t has .:v:o::e! Lernage L i ~
. me. He was in the United Sta‘ecs {1, 15 €£-1247. 1 nurpec’ that tie ast k. S
that L Chistovich tovk a wnlk with rie alrane ma, wel. have been th~ reason g R

she vas placed \mder houre arrest. . O H
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