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Administrative Items

* Emergency procedures -
* Emergency exits EXIT
* Restrooms

* Break facilities

* Lunch facilities
 Cancellation policy

= Course attendance policy
* Please turn off mobile devices

Welcome-2

» Emergency procedures

* Emergency exits

* Restrooms

» Break facilities

* Lunch facilities

» Cancellation policy

» Course attendance policy

» Please turn off mobile devices*

*Mobile devices include, but are not limited to, portable computers, laptops or notebooks,
netbooks, tablet computers, electronic readers, PDAs, smartphones, BlackBerrys and
MP3 players.

NOTES
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Cancellation and Attendance Policies

NARA reserves the right to postpone or cancel a course at any time. We will make every effort
to contact registrants by email and telephone if that occurs. Courses WILL BE CANCELLED if
the Office of Personnel Management (OPM) announces a “closed,” “unscheduled leave,” “liberal
leave,” or “delay arrival” policy for Federal employees for that day or if there has been an
elevation to threat level RED in the Homeland Security status. Official government closure and
leave policy is located on the OPM website at http://www.opm.gov.

Attendance Policy for NARA Courses — Course completion requires that you attend all course
sessions. Instructors may deny a course completion certificate for unexcused absences which
may require retaking the course for additional fees.
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Getting to Know You:
People Bingo

= Starting with the people at your table and moving out to
participants throughout the room, introduce yourselves
and find people who match the categories on the
worksheet. Add the person’s first name to the square or
have him/her initial the square.

* When we return to the larger group, please introduce
yourself (name, organization, city) and share one fact
you learned about one of your classmates.

= Starting with the people at your table and moving out to participants throughout the
room, introduce yourselves and find people who match the categories on the worksheet.
Add the person’s first name to the square or have him/her initial the square.

« When we return to the larger group, please introduce yourself (name, organization, city)
and share one fact you learned about one of your classmates.
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Getting to Know You

People Bingo

Has used a Loves coffee Has at least one | Plays the piano | Serves (or

typewriter cat served) in the
military

Has at least one | Drives a hybrid | Enjoys reading Isa morning Has met a

dog vehicle person celebrity

Is a night owl Played (or plays) | Is new to records | Has a pet other Loves Pinterest

in a band management than a cat or dog

Has worked in Made the longest | Likes very spicy | Likes snow Volunteers in

records journey to get food his/her spare

management for | here time

more than 5

years

Has lived abroad | Loves to go Is left handed Has Enjoys
hiking or grandchildren gardening
running
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Your Records Management Experience
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Your Records Management Experience

How much records management experience do you have?
— Less than one year
— 1-4 years
— 5o0rmore years
How much time do you spend on records management
tasks every month?
— 80%-100% of my time
— 50%-79% of my time
— 25%-49% of my time
— 10%-24% of my time
Less than 10% of my time

How much records management experience do you have?

* Less than one year
* Oneto four years
* Five or more years
How much time do you spend on records management tasks every month?
e 80—100% of my time
*  50-79% of my time
*  25-49% of my time
*  10—24% of my time
» Less than 10% of my time

NOTES
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About NARA

National Archives and
Records Administration
(NARA) is an independent
agency that enables
citizens to access
records documenting;
= The rights of
American citizens
= The actions of Federal
officials or agencies
= The national experience

As you know, NARA stands for the National Archives and Records Administration. We are the

archivists and records management experts who provide guidance for managing Federal records
and other business information.

More formally, NARA holds a public trust that enables officials and agencies to review their
actions and helps citizens hold them accountable. NARA ensures continuing access to essential
evidence that documents:

* Therights of American citizens

* The actions of Federal officials

» The national experience

NOTES
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NARA and Recordkeeping Requirements

Issues records management guidance to agencies through the
Records Management Policy Team

Oversees the government's security classification program,
the Information Security Oversight Office (ISO0)

Serves as the Federal Freedom of Information Act (FOIA)
Ombudsman through the Office of Government Information
Services (OGIS)

Publishes the Federal Register, Statutes at Large, and other
public documents

In this course, we will look at a variety of recordkeeping requirements, policies, and guidance
that impacts how Federal agencies manage their records and recordkeeping systems.

The NARA programs relevant to this course include:

» The Records Management Policy Team within the Office of the Chief Records Officer.
This team issues records management guidance to agencies.

* The Information Security Oversight Office (ISOO), which oversees the Federal
government’s security classification program.

» The Office of Government Information Services (OGIS), which serves as the Federal
Freedom of Information Act (FOIA) Ombudsman.

» The Office of the Federal Register, which publishes the daily Federal Register, the Code

of Federal Regulations, the U.S. Government Manual, the U.S. Statutes at Large, and
other publications that document the actions of the executive branch and Congress.

You can learn more about all of NARA’s programs on our website at http://www.archives.gov.

NOTES
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Knowledge Area 2

Course Outline

NOTES
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NARA’s Knowledge Areas (KAs) and Certificate of Federal Records
Management Training
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NARA’s Knowledge Areas (KAs) and
Certificate of Federal Records
Management Training

* KA |: Records Management Overview

* KA 2: Creating and Maintaining Agency
Business Information

* KA 3: Records Scheduling

* KA 4: Records Schedule Implementation

* KA 5: Asset and Risk Management

* KA 6: Records Management Program Development

With the constant changes in information technology and Federal recordkeeping, NARA is
pursuing ways to ensure that records professionals have the knowledge and skills to do their jobs
effectively. NARA offers a program that certifies individuals after successful completion of
training in Federal records management. Knowledge Area 2: Creating and Maintaining
Agency Business Information is one of the five Knowledge Areas (KA 2 to KA 6) of the
Federal records management training certificate program.

After completing this course, you may elect to take an examination on the course material to
demonstrate both understanding and the ability to apply the information presented. The test is
conducted online via NARA'’s Learning Center at http://nara.csod.com.

For more information about the records management courses offered by NARA,
see http://www.archives.gov/records-mgmt/training/.

NOTES
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Course Objectives

At the completion of this course, you will be able to:

* Identify Federal records and how they are used to
document and support the business process

* Determine the recordkeeping requirements that ensure
adequate and proper documentation of agency
business operations

* Identify the information to gather about records as a
basis for efficient filing and storage solutions

s [dentify the strategies and challenges for maintaining
records, including those created by email, word
processing, and imaging systems

At the completion of this course, you will be able to:

» Identify Federal records and how they are used to document and support the
business process

» Determine the recordkeeping requirements that ensure adequate and proper
documentation of agency business operations

» Identify the information to gather about records as a basis for efficient filing and
storage solutions

» Identify the strategies and challenges for maintaining records, including those created
by email, word processing, and imaging systems

NOTES
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Course Agenda

Day1
* Welcome
* Course Outline
* Module 1: Creating and Identifying Federal Records
* Module 2: The 3 R’s: Requirements, Roles,
and Responsibilities
* Module 3: Records Inventory
* Day 1 Wrap-Up

*  Welcome

» Course Outline

e Module 1: Creating and Identifying Federal Records

* Module 2: The 3 R’s: Requirements, Roles, and Responsibilities
* Module 3: Records Inventory

» Day 1 Wrap-Up

NOTES
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Course Agenda (cont’'d.)

Day 2
* Day 2 Welcome Back
* Module 4: Information Maintenance and Organization

* Module 5: Maintenance for Electronic, Social Media,
and Special Media Records

* Course Wrap-Up

» Day 2 Welcome Back
* Module 4: Information Maintenance and Organization

* Module 5: Maintenance for Electronic, Social Media, and Special Media Records
* Course Wrap-Up

NOTES
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Course Materials

Knowledge Area 2: Creating and Maintaining Agency
Business Information Participant Guide (PG)

* KA 2 Modules | through 5

* KA 2 Handouts

* KA 2 References

» KA 2: Creating and Maintaining Agency Business Information Participant Guide (PG)
— KA 2 Modules 1 through 5
— KA 2 Handouts
— KA 2 References

NOTES
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Applying What You Learned
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Course Outline

Applying What You Learned

NOTES
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Action Items Worksheets

* At the end of each module you will be given the
opportunity to complete an Action Items Worksheet

* Use this worksheet to record what you have learned in
the module and how you will apply it to your job

a
¢

Welcome-14

Training is useful only if you can apply it to your everyday responsibilities. It is important that

you use the information and concepts you learn in this course to create a plan of action for when
you return to your office.

To facilitate development of your plan, you will be given a few minutes at the end of each module
to complete an Action Items Worksheet so you can reflect upon what you have learned in the
module and how you will apply it to your job. The worksheets will also give you a venue for
recording any “aha!” moments you may have had during the module, including moments you so
often forget upon leaving the training environment and returning to your office.

During this time, you will also be given the opportunity to share voluntarily items from your
Action Items Worksheet with the rest of the class.

NOTES
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Why Are We Here?
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Course Outline

Why Are We Here?

NOTES
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Why Are We Here?

* In KA 2, our focus is to answer the question “How do 1
best create and maintain records?”

* This course will provide you with a framework
for understanding:
= What information vou need to maintain a Federal record
- What requirements are associated with the information
~ Where information resides within your agency
— What is the best way to maintain your information

In KA 2, our focus is to answer the question “How do | best create and maintain records?”

This course will provide you with a framework for understanding what information you need to
maintain a Federal record; what requirements are associated with the information; where
information resides within your agency; and what is the best way to maintain your information,
from using traditional filing methods to implementing electronic document or records
management applications.

NOTES
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Review Activity: Records Familiarity
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Review Activity

Records Familiarity

NOTES
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Review Activity: Records Familiarity

Records Familiarity Worksheet
Put a check next to each term that you know, understand, and could discuss with the class.

Table Welcome-2: Review Activity: Records Familiarity Worksheet

TERM CHECK NOTES

1. Record series

2. Recordkeeping
requirements

3. Cutoff

4. General Records
Schedules

5. Records schedule
(disposition, authority,
disposition manual)

6. Administrative records

Knowledge Area 2: Creating and Maintaining Agency Business Information PG Welcome-21
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Review Activity: Records Familiarity

7.

TERM

Program records

CHECK ‘

NOTES

Electronic records

Retention period

10.

Active records

11.

Inactive records

12.

Permanent record

13.

Temporary record

14.

Unscheduled records

15.

Information system

16.

Records Management
Application (RMA)
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TERM ‘ CHECK ‘ NOTES

17. Essential records (vital
records)

18. Lifecycle

19. Record retentions

20. Disposition

Knowledge Area 2: Creating and Maintaining Agency Business Information PG Welcome-23
January 2017



Welcome
Review Activity: Records Familiarity

[This page intentionally left blank.]

Knowledge Area 2: Creating and Maintaining Agency Business Information PG Welcome-24
January 2017



R\ } THE NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
A =

Participant Guide
January 2017

Knowledge Area 2:
Creating and
Maintaining
Agency Business
Information

Module 1:
Creating and
Identifying
Federal Records

THE
NATIONAL
ARCHIVES

RECORDS
MANAGEMENT
TRAINING
PROGRAM




[This page intentionally left blank.]



Module 1: Creating and lIdentifying Federal Records
Table of Contents

Table of Contents

INtroduction and ODJECTIVES .......coiiiiiiiieiesee ettt nae s PG 1-1
OVEIVIBW ...ttt ettt et bbb e b e et e et e et e et e et et e b et et et et et ens e st enseneeneesaeneans PG 1-1

L@ o] =Tox (7SSOSR PG 1-2
Lesson 1: What Are Federal RECOITUS? ..ot PG 1-3
WHhat 1S @ RECOIU?.....eiiiiieieeses ettt sttt sttt ens PG 1-5
Key Terms, Phrases, and Concepts in the Definition ..........ccccoeevverniencicnninenene, PG 1-6

Media FOrmats Of RECOIS.........coviiieiiiieesieiesee e PG 1-7
RECOIA CALBYONIES ...ttt sttt ettt e b et et et e e et eneeneas PG 1-9
Temporary VS. PEIMENENT .........c.ooiiieiieee e PG 1-10
RECOIT VAIUES. ...ttt ettt et PG 1-12
LLESSON SUMIMAIY ..ottt sttt sttt et e st e st e b e s e nbesbeenbenbe et e PG 1-14
Lesson 2: Records, Nonrecord Materials, Personal Papers, and Tough Calls ............ PG 1-15
IS EVErything @ RECOIT? .....cviiiiiieieeee et PG 1-16
RECOIAS. ...ttt et et et et et et et et et et e neeneeneeneereeneere e PG 1-17
NONFECOId MALEIIAIS. ... .ot PG 1-19
Guidelines for Managing Nonrecord Materials............ccocovvieiiinieneneneseseseeee PG 1-24
PEISONAL PAPEIS ... eitiieiieieieiee ettt sttt e et e ere e PG 1-25
Managing Information: Records, Nonrecord Materials, and Personal Papers................ PG 1-29
PrOBIEM ATBAS ...ttt PG 1-31
WOTKING FIIBS ...ttt PG 1-32
VOICEMAIL. ..ottt PG 1-34

EMAIL ..ottt e et e e e ere s PG 1-35

Email Guidance — A NeW APPrOaCh.........ccooviiiiiiiiiiiiie e PG 1-36

INSTANT IMESSAGING .. veveveieieiieie et e sttt st et ste st et nte s e et e e eneens PG 1-37

TEXE IMESSAGING ...vevveveeriesiesietie ettt ettt e s be st et et e b e s e te e e s eneeseans PG 1-38

(0 (o]0 o I @0 111 11 11 T [T PG 1-39

(000 011 2= Tox (o] g =T ol ] o SRS PG 1-41
ACHVILY: TOUGN CallS....eiieiiiicee e PG 1-42
Tough Calls WOIKSNEEL .........oeeieeeee e PG 1-43
LLESSON SUMIMAIY ..eiviiiieitieiie sttt sttt sttt e st e sb e e s e sb e s et e s beenbesbeebesbe et e PG 1-46
Module 1 ReVIEW and WIap-Up ..ot ssens PG 1-47
MOTUIE REVIBW......oviiieiies ettt sttt PG 1-48
ApPlYINg What YOU LEAINEM........c.cvieieiiieesieieesiees e PG 1-49
Module 1 — Action ItemS WOIKSNEEL .........ccvvviiiiiicicecece e PG 1-51
Knowledge Area 2: Creating and Maintaining Agency Business Information PG 1-i

January 2017



Module 1: Creating and Identifying Federal Records
Table of Contents

[This page intentionally left blank.]

Knowledge Area 2: Creating and Maintaining Agency Business Information PG 1-ii
January 2017



Module 1: Creating and Identifying Federal Records
Introduction and Objectives

Introduction and Objectives
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[ THE NATIONAL ARCHIVES AND RECORDS ADMINISTRATION

Module 1: Creating and
Identifying Federal Records

Slidel 1 January 2017

Overview

In Module 1, we introduce the concept of records management, and lay the foundation for
understanding the definition of a Federal record and determine the significant differences among
records, nonrecord materials, and personal papers.
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Objectives
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Module 1 Learning Objectives

At the conclusion of this module, you will be able to:

» Define Federal records and review and apply Federal
records terms

« |dentify categories of records

» Determine the significant differences among records,
nonrecord materials, and personal papers

At the conclusion of this module, you will be able to:

» Define Federal records and review and apply Federal records terms
* Identify categories of records

» Determine the significant differences among records, nonrecord materials, and
personal papers
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Lesson 1: What Are Federal Records?
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Module 1: Creating and
Identifying Federal Records

Lesson 1: What Are Federal Records?

Slide 1 3
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Lesson 1: What Are Federal Records?
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Creating Records

What records do you create?
What information do you handle?

&

Slide 1 4

What records do you create? What information do you handle?
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Lesson 1: What Are Federal Records?

What is a Record?
Slide 1-5
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What is a Record?

...all recorded information, regardless of form or
characteristics, made or received by a Federal agency
under Federal law or in connection with the transaction of
public business and preserved or appropriate for
preservation by that agency or its legitimate successor as
evidence of the organization, functions, policies, decisions,
procedures, operations, or other activities of the United
States Government or because of the informational value
of data in them.” (44 U.S.C. 3301, Definition of Records)

The full definition of a Federal record, as presented in the Federal Records Act (FRA), is:

“...all recorded information, regardless of form or characteristics, made or received by a
Federal agency under Federal law or in connection with the transaction of public business
and preserved or appropriate for preservation by that agency or its legitimate successor as
evidence of the organization, functions, policies, decisions, procedures, operations, or other
activities of the United States Government or because of the informational value of data in
them.” (44 U.S.C. 3301, Definition of Records)

Electronic records, as defined in the National Archives and Records Administration (NARA)
regulations (36 CFR 1236), means any information that is recorded in a form that only a
computer can process.

Knowledge Area 2: Creating and Maintaining Agency Business Information PG 1-5
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Lesson 1: What Are Federal Records?

Key Terms, Phrases, and Concepts in the Definition

Several key terms, phrases, and concepts in the statutory definition of records are defined
as follows:

Recorded Information includes all traditional forms of records, regardless of physical
form or characteristics, including information created, manipulated, communicated, or
stored in digital or electronic form.

Form or characteristics means that the medium may be paper, and electronic, film, disk,
or another physical type or form, and that the method of recording may be manual,
mechanical, photographic, electronic, or any other combination of these or other
technologies

Made refers to the act of creating and recording information by agency personnel in the
course of their official duties, regardless of the method(s), medium, or media involved

Received means the acceptance or collection of documentary materials by agency
personnel in the course of their official duties, regardless of the origin of the document(s)

Preserved means filing, storage, or any other method used by an agency to maintain
documentary materials systematically, regardless of medium

Appropriate for preservation means documentary materials made or received which
should be filed, stored, or otherwise systematically maintained by an agency because of
the evidence of agency activities or information they contain, even though the materials
might not be covered by its current filing or maintenance procedures (36 CFR Part 1222,
Subpart A, Section 1222.10)

Knowledge Area 2: Creating and Maintaining Agency Business Information PG 1-6
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Lesson 1: What Are Federal Records?

Media Formats of Records

"¢
b

Microform Records

Photographic Records
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Media

Formats
of Records

Electronic and Scanned Records

[
,

fJ

Printed
Rl Yol

Cards

Cartographic Records

PN ————

Architectural Records

Audiovisual Records

Slide 1 6

Routine textual records such as correspondence, memos, manuscripts, and reports are usually
recognized as Federal records. Federal records can also exist in various formats and media:

» Electronic Records are records that are stored in a form that only a computer can
process. Electronic records may be the products of office automation or larger
transactional automated applications. As with all records systems, systems containing
electronic records must be designed so that adequate maintenance and disposition
procedures are planned during the system’s design phase.

* Microform Records are records in any form containing greatly reduced images, normally

on microfilm and microfiche

» Scanned Records are digital images of existing source documentary material. Textual
scanned records that have been processed with Optical Character Recognition technology
may also be searched (as opposed to simply viewed) by a computer.
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Lesson 1: What Are Federal Records?

* Printed Records are records that are published materials or serial issuances (such as
annual reports, directives, and press releases) produced by or for a particular agency, in
contrast to extra copies kept in stock or distributed inside or outside that agency. Each
agency should designate an office of record to maintain a “record set” of each series.
Agencies now post electronic copies of publication on their website and must maintain
both hard copies and electronic versions appropriately.

e Cartographic, Remote-Sensing Imagery, and Related Records are graphic
representations drawn to scale of selected features of the Earth’s surface and atmosphere,
and of other planets and planetary satellites. They include maps, charts, photomaps,
atlases, cartograms, globes, relief models, and related records, such as field survey notes,
map-history case files, and finding aids. Also included are digital cartographic records,
such as Geographic Information System (GIS) records. Cartographic, remote-sensing
imagery and related records may be in hard-copy or electronic form, and need to be
maintained appropriately.

» Architectural, Engineering, and Related Records-are hard-copy and electronic
drawings and related records depicting the concepts and precise measurements needed to
plan and build static structures, such as buildings, bridges, and monuments. They include
design, construction, and operations and maintenance drawings, and related records.
Architectural, engineering, and related records may be in hard-copy or electronic form,
and need to be maintained appropriately.

* Audiovisual Records are records in pictorial or audio form. They include still and
motion pictures, graphic materials (such as posters and original art), audio and
video recordings, multimedia presentations (such as slide-tape productions), digital
photography (still and motion), and negatives, all of which have special
handling requirements.

» Card and Other Odd-Sized Paper Records are records used as finding aids, such as
card catalogs or indexes. Where these records are found, ensure that they are maintained in
containers appropriate to their size. Do not mix them with other records. Databases have
now often supplanted these types of card records.
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Lesson 1: What Are Federal Records?

Record Categories
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Record Categories

e Program records are records documenting the agency’s
unique, mission-related activities

« Administrative records are records documenting the
agency’s routine housekeeping support activities

Records can be categorized as program records or administrative records.
Program records are records that document the program’s unique, mission-related activites.
Examples of program records from the Indian Health Service (IHS) include:

* Environmental health project files

» Contract health services patient case files
» Tribal health program files

For example, if you are in the IHS mental health program, the majority of the program records
maintained in your office will document mental health activities.

Administrative records relate to budget, personnel, supply, and similar housekeeping, or
facilitative functions common to most agencies. These records comprise an estimated one-third
of the total volume of records created by Federal agencies. Administrative records are an
agency’s housekeeping support records.
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Slidel 8

All records have a lifecycle that includes creation, maintenance and use, and disposition.
Disposition includes the approved destruction of temporary records and the transfer of permanent
records to NARA.
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Temporary vs. Permanent

e Temporary records are records approved by NARA for
destruction after a specified retention period

e Permanent records are records determined to have
sufficient value to be preserved by NARA

e Unscheduled records are records whose disposition has
yet to be established or approved by NARA

Records are determined to be temporary or permanent by the Archivist of the United States.

e Temporary records are records approved by NARA for destruction after a specified
retention period. The majority of Federal records are temporary. This means that, even if
they are kept for 30 years, they will eventually be destroyed.

* Permanent records are records determined by NARA as having sufficient historical or
other value to warrant continued preservation by the Federal Government beyond the
time they are needed for administrative, legal, or fiscal purposes. Permanent records will
eventually be transferred into the legal and physical custody of NARA. Government-
wide, about 1-3 percent of Federal records are permanent. For your agency, depending
on its function, the number might be higher or lower. For example, about 80 percent of
U.S. Department of Justice litigation case files are permanent, and about 25 percent of the
Federal Bureau of Investigation (FBI) investigation case files are permanent.

If NARA has not approved records as temporary or permanent, then they are unscheduled.

* Unscheduled records are records whose final disposition has not been approved by
NARA. You may find unscheduled records when new programs are created or new
systems are developed. Unscheduled records must be maintained as permanent records
until they are properly scheduled as either temporary or permanent.
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Record Values

Record value is based on the
agency’s business need and

NARA’s judgment of
historical value.
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Record value is based on the agency’s business needs and NARA’s judgment of historical value:
* Theagency’s viewpoint:
— Records are the basic administrative tool by which the agency conducts its business

— Records document the agency’s organization, functions, policies, decisions,
procedures, and essential transactions

— Records furnish the information necessary to protect the legal and financial rights of
the government and of persons directly affected by the agency’s activities

» Agency record values fall into three overlapping categories:
— Administrative
— Fiscal
— Legal
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* Understanding these values can help Agency Records Officers (AROs) propose to NARA
retention periods that will satisfy agency needs.
*  NARA'’s viewpoint:

— NARA designates records as permanent if they have sufficient historical or other
value to warrant their continued preservation by the government. Such records may
be kept mainly because they document an agency’s origins, organization, functions,
and significant transactions and activities. They may also be kept because they
document the persons, places, things, or matters dealt with by an agency — that is,
because they contain information with significant research or reference value.

Knowledge Area 2: Creating and Maintaining Agency Business Information PG 1-13
January 2017



Module 1: Creating and ldentifying Federal Records
Lesson 1: What Are Federal Records?

Lesson Summary

In this lesson, you learned:

The definition of a Federal record
That records exist in many different media and formats
That records are either program or administrative

That records are determined to be temporary or permanent by the Archivist of the
United States

That if records have not been approved as temporary or permanent, then they
are unscheduled

That record value is based on the agency’s business need and NARA’s judgment of
historical value
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Module 1: Creating and
Identifying Federal Records

Lesson 2: Records, Nonrecord Materials,
Personal Papers, and Tough Calls

Slidel 11

NOTES
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Is Everything a Record?

Not everything that crosses your desk is a Federal record. Records are only a subset of business
information created by Federal agencies.

The other two types of materials created and maintained by Federal agencies are nonrecord
materials and personal papers.

Why is this important?

You still need to manage these materials, because they are considered business information and
might be subject to Freedom of Information Act (FOIA) requests and to discovery.

NOTES
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Records

Some common examples of Federal records include:
* Time and attendance records

= Contracts

« Original drawings and specifications

* Project files

 Internal and external directives

= Personnel files

Some common examples of Federal records include:

e Time and attendance records

* Contracts

» Original drawings and specifications
* Project files

* Internal and external directives

e Personnel files

NOTES
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As workers employ new technologies to conduct business, today’s agencies are generating
records that are increasingly-complex. Here are various electronic records that most agencies
NOw use:

NOTES

Email integrated with digital voicemail

Electronic calendars

Instant messaging (1M)

Blogs and wikis

Videoconferencing and webinars

Remote communications, such as Personal Digital Assistants (PDAS)
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Nonrecord Materials

Nonrecord materials are excluded from the legal definition
of records by failing to meet record status as determined
by the Federal Records Act (FRA), or by falling into one
of three categories:

1. Extra copies of documents

2. Stocks of publications

3. Library and museum materials

Nonrecord materials are U.S. Government-owned documentary materials excluded from the
legal definition of records (44 U.S.C. 3301), either by failing to meet the general conditions of
record status already described, or by falling into one of three specific categories:

1. Extra copies of documents preserved only for convenience of reference. Depending on
access restrictions, agencies may permit personnel to keep extra copies for convenience
in their offices and on their personal computers. In some situations personnel must
receive the agency’s permission to retain any of these materials for personal use.

2. Stocks of publications and of processed and electronic documents. Each agency,
however, needs to create and maintain record sets of processed documents and of
publications, including annual and special reports, special studies, brochures, pamphlets,
books, handbooks, manuals, posters, and maps.

3. Library and museum materials made or acquired and preserved solely for reference or
exhibition purposes. An example might be a uniform worn in the early 1900s by the
Surgeon General.

NOTES
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Nonrecord Materials (cont’d.)

Nonrecord materials include:
= Information copies

* Documents received that provide information but are not
connected to the transaction of agency business

* Routing slips

» Tickler, follow-up, or suspense copies

» Duplicate and extra copies

= Catalogs, trade journals, and other publications
 Physical exhibits, artifacts, and other material objects

On the basis of these conditions and the categories specifically cited in the law, nonrecord
materials include:

» Information copies in both hard-copy and electronic formats of correspondence,
directives, forms, and other documents that no administrative action is recorded or taken;
information, courtesy, or other copies of agency documents that do not require action and
are not needed to document specific program activities of the receiving office

* Documents received that provide information but are not connected to the transaction of
agency business (for example, many email messages received from listservs, journals, or
other publications; training invitations; and catalogs and other mailings from vendors)

* Routing slips and transmittal sheets adding no substantial information to the
transmitted material

» Tickler, follow-up, or suspense copies of correspondence, provided they are extra copies
of the originals

NOTES
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» Duplicate copies of documents maintained in the same file and that exist in both hard-
copy and electronic formats

» Extra copies of printed, processed, or electronic materials where the recordkeeping copy
has been identified

» Catalogs, trade journals, other publications including electronic copies that are received
from other government agencies,commercial firms, or private institutions that require no
action and are not part of a case on which action is taken

» Physical exhibits, artifacts, and other material objects

NOTES
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Nonrecord Materials (cont’d.)

Figure 2-1. Multiple Record Copies of a Single
Form

Whether a particular document is a record does not depend on whether it is an original or a copy.
As illustrated in the slide, several copies of a single form may each have record status, because
each serves a separate administrative purpose and is maintained in a different filing system.

NOTES
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Is It a Record?

* “The current draft of a report you prepared on a
program-related project; the draft is being sent around to
others for comment.”

« “A full set of Sport Fishery abstracts published by the
U.S. Fish and Wildlife Service, dating from 1941 to
1975, maintained by a regional office’s reference
library.”

Refer to Handout 1.01 — Is It a Record? decision tree document (located in the Handouts section
of your PG) to work through the next few examples.

Example 1:

“The current draft of a report you prepared on a program-related project. The draft is being
sent around to others for comment.”

Is Example 1 a record?

Example 2:

“A full set of Sport Fishery abstracts published by the U.S. Fish and Wildlife Service, dating
from 1941 to 1975, maintained in a regional office’s reference library.”

Is Example 2 a record?

NOTES
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Guidelines for Managing Nonrecord Materials

Guidance on nonrecord materials should be part of an agency’s records management program.

Here are records management guidelines to use in managing nonrecord materials:

NOTES

Within the agency, only the ARO should determine record or nonrecord status, after
obtaining any necessary advice from the agency’s legal counsel. Giving such total
responsibility to officials at agency staff or operating levels could lead to misuse of the
“nonrecord” label, weaken the entire disposition program, and result in the loss of
valuable records.

The ARO should seek NARA'’s guidance regarding the record or nonrecord status of a
questionable file or type of document

When it is difficult to decide whether certain files are records or nonrecord materials, the
ARO should treat them as records

Nonrecord materials should not be interfiled with records

Nonrecord materials should be destroyed when no longer needed for reference. NARA’s
approval is not required to destroy such materials.

Nonrecord materials should be removed from U.S. Government custody only with the
agency’s approval. The agency should ensure adequate protection of any security-
classified or administratively controlled information contained in such materials.
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Personal Papers

» Personal papers are documentary materials of a private or
nonpublic character that do not relate to, or have an effect
on, the conduct of agency business

« Examples include:

- Materials accumulated by an official before joining government
service that are not used subsequently in the transaction of
government business

— Materials relating solely to an individual’s private affairs
— Diaries, journals, personal correspondence, or other personal notes

Personal papers are documentary materials of a private or nonpublic character that do not relate
to, or have an effect on, the conduct of agency business.

Personal papers are excluded from the definition of Federal records, and are not owned by the
government. However, the maintenance of personal papers in agency space and equipment
requires compliance with Federal and agency requirements.

NOTES
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Examples of personal papers include:
» Materials accumulated by an official before joining government service that are not used
subsequently in the transaction of government business

» Materials relating solely to an individual’s private affairs, such as outside business
pursuits, professional affiliations, or private political associations that do not relate to
agency business

— Personal, family, or social correspondence

— Insurance or medical papers

» Diaries, journals, personal correspondence, or other personal notes that are not
prepared or used for, or circulated or communicated in the course of, transacting
government business

— Personal copies of personnel-related documents

NOTES
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Personal Papers (cont’d.)

» Calendars are not considered personal papers

= Personal papers must be clearly designated and
maintained separately from records

< If information about private matters and agency business
appears in the same document, the document should be
copied, the personal information deleted, and the
document treated as a Federal record

Three key points:

1. Calendars are not considered personal papers, since they document agency business.
These are scheduled by the General Records Schedules (GRS) if they do not involve a
high-level official.

2. Some government employees, especially executives, senior staff, scientists, and other
specialists, accumulate and keep various personal papers at the office. These personal
papers must be clearly designated as such and maintained separately from records.

3. If information about private matters and agency business appears in the same document,
the document should be copied at the time of receipt, the personal information deleted,
and the document treated as a Federal record

NOTES
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Is It a Record?

“A file maintained by a typical Federal employee
containing copies of ‘Notification of Personnel Action’
Standard Form 50, and counseling and award letters from
management.”

Example:

“A file maintained by a typical Federal employee containing copies of ‘Notification
of Personnel Action’ Standard Form 50, and counseling and award letters
from management.”

Is this example a record?

NOTES
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Managing Information: Records, Nonrecord Materials, and
Personal Papers
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Managing Information: Records,
Nonrecord Materials, and
Personal Papers

SIGNIFICANT DISTINCTION BETWEEN
RECORDS AND NONRECORD MATERIALS

Records may be
destroyed only with
the written approval
of the Archivist of the
United States. J

Nonrecord materials
may be destroyed at
agency discretion.

What are Mecords?

The biggest difference in managing records, nonrecord materials, and personal papers is that
Federal records must be managed in accordance with the FRA, which means that the Archivist of
the United States has sole legal responsibility for determining which records are permanent
(must be preserved) and which records are temporary (can be destroyed). In other words, Federal
records differ from nonrecord materials and personal papers because they cannot be destroyed
without the approval of the Archivist in the form of a records schedule or Electronic Records
Archives (ERA) records schedule.

Nonrecord materials may be destroyed and deleted when no longer needed for reference, at the
discretion of the agency.

Personal papers may be destroyed at the discretion of the owner.

NOTES
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These distinctions notwithstanding, the Federal Rules of Civil Procedure force organizations to
be aware of the electronically stored information (ESI) in their custody, whether the
information constitutes a record or not. Litigation often demands that agencies preserve and
provide access to this ESI. Courts may impose sanctions for failing to preserve ESI once
litigation has begun.

Whether a record or not, whether paper or electronic, it is the agency’s responsibility to manage
all the information it uses to carry out its work.

NOTES

Knowledge Area 2: Creating and Maintaining Agency Business Information PG 1-30
January 2017



Module 1: Creating and Identifying Federal Records
Lesson 2: Records, Nonrecord Materials, Personal Papers, and Tough Calls

Problem Areas
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Problem Areas

* Working files

= Voicemail

e Email

« Instant messaging (IM)
» Text messaging

* Cloud computing
 Contractor records

The following items present some common problem areas for Federal employees trying to
identify what they have on hand:

* Working files

e Voicemail

e  Email

* Instant messaging (IM)

e Text messaging

* Cloud computing

» Contractor records
The truth is that each of these documents may or may not be a Federal record or business

information that needs to be managed. It depends on each specific situation. But if you recall the
criteria we discussed earlier, you can usually figure it out.

NOTES
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Working Files
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Working Files

« Active working files are records because they document
the work being done by the action officer during the
course of the agency activity

= In many cases, the “working” copy may be destroyed
when the finalized document is published

» Preliminary drafts, rough notes, and other similar
materials must be maintained for purposes of adequate
and proper documentation

Attention should be given to working files, or working papers, because of the difficulty of
determining record status. Active working files are records because they generally document the
work completed during the course of the agency activity.

Other likely record categories include working files used in preparing reports or studies, and
preliminary drafts of policy documents circulated for comment. In many cases, the “working”
copy may be destroyed when the finalized document is published or sent. In other words, Federal
records differ from nonrecord materials and personal papers because they cannot be destroyed

without approval of the Archivist in the form of a records schedule, GRS authority, or ERA
Recods Schedule.

(Refer to Handout 1.02 — Working Papers Quick Reference Guide, located in the Handouts
section of your PG, for tips on identifying and managing working papers that are records.)

NOTES
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Preliminary drafts, rough notes, and other similar materials are maintained for purposes of
adequate and proper documentation if:

» They were circulated or made available to employees other than the creator for official
purposes such as approval, comment, action, recommendation, or follow-up
» They were circulated to communicate with agency staff about agency business

» They contain unique information, such as substantive annotations or comments included
therein, which add to a proper understanding of the agency’s formulation and execution
of basic policies, decisions, actions, or responsibilities

NOTES
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Voicemail
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Voicemail

« Create transcripts of substantive voicemail messages
< File with related records

« If voicemail is digital, save into a records
management application

Some voicemail messages may be a record.

If your agency has a paper-based recordkeeping system, a transcript of substantive voicemail
messages should be created, added to the related subject file, and handled accordingly. If the
voicemail is digital and your agency has a Records Management Application (RMA), the digital
voicemail should be saved into the RMA and managed there.

NOTES
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Email
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Email

« An email message can be a Federal record
= Personal emails must be kept separate from official emails

* Email records must be maintained in a recordkeeping
system — either printed out and filed, or saved in an
electronic records management application

» Capstone is a new records management approach for
electronically managing Federal record emails

An email message can be a Federal record. It is in a different format than a paper document, but
in content, it is no different from any other letter, memo, report, or other document that you
receive in your daily work as a Federal employee.

Messages created or received on electronic mail systems may meet the definition of a record in
44 U.S.C. 3301. For electronic mail systems, agencies must ensure that all staff are informed of
the potential record status of messages, and of the requirement to save transmittal and receipt
metadata, as well as attachments, with the message and to maintain “historical” lists of
directories and distribution lists.

NOTES
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Email Guidance — A New Approach

Capstone is a new records management approach for electronically managing Federal record
emails. Using this approach, an agency can categorize and schedule email based on the work and
position of the email account owner. The Capstone approach allows for the capture of records
that should be preserved as permanent from the account of officials at or near the top of an
agency or an organizational subcomponent.

For more information on this approach please visit http://www.archives.gov/records-
mgmt/prmd.html.

Personal emails must be kept separate from official emails. It is a habit that everyone in your
agency must develop.

Email records must be maintained in a recordkeeping system — either printed out and filed, or
saved in an electronic RMA.

(Refer to Handout 1.03 — Email Quick Reference Guide, located in the Handouts section of your
PG, for tips on identifying and managing emails that are records.)

NOTES
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Instant Messaging
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Instant Messaging

= IM involves text messages sent to connected parties in
real time, possibly with attached images, audio, video,
and documents

« Agencies must implement policies on how to store and
manage the content

Instant messaging (IM) is an electronic messaging service that allows users to exchange text
messages with connected parties in real time. In addition to sending messages, users may
have the ability to attach and exchange electronic files such as images, audio, video, and
textual documents.

Although there are many types of IM clients, they all tend to function in a similar manner. Client
software logs into a central server to create connections with other clients logged in at that same
time. Users create and exchange messages through their local client application.

Agencies that allow IM traffic on their networks must recognize that such content may be a
Federal record under that definition and must manage the records accordingly. Two possible
ways are discussed below.

» Provide policies that inform users what steps to take to store and manage the content

» Configure the IM client or server to capture messages without user intervention. Nearly
all client software has the ability to capture the content as either a plain text file or ina
format native to that client. Generally, the location and maximum size of that file are
determined by a configuration setting. Typically, this process operates at the server level
and should be able to capture IM sessions regardless of the configuration of the
individual client.

NOTES
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Text Messaging
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Text Messaging

« Referred to as short message service (SMS)

= Service component of phone, web, or mobile
communication using standardized communications
protocols to exchange short messages

Text messaging is also referred to as short message service (SMS). SMS is a service component
of phone, web, or mobile communition system using standardized communications protocols that
allow the exchange of short text messages between fixed line or mobile devices. The service

allows for short text messages to be sent from one cell or digital phone to another or from the
web to another PDA.

NOTES
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Cloud Computing
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The following are guidelines for creating standards and policies for managing an agency’s
records created, used, or stored in cloud computing environments:

* Include the ARO and staff in the planning, development, deployment, and use of cloud
computing solutions

» Define which copy of records will be declared as the agency’s record copy and manage
these in accordance with 36 CFR Part 1222
(http://www.archives.gov/about/regulations/regulations.html)

* Remember, the value of records in the cloud may be greater than the value of any other
set because of indexing or other reasons. In such instances, this added value may require
designation of the copies as records.

* Include instructions for determining if Federal records in a cloud environment are
covered under an existing records retention schedule

NOTES
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