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Request for Records Dispos1t1on Authority 
(See Instructions on reverse) 

To National Archives and Records Adm1mstrat1on (NIR) 
8601 Adelphi Road, College Park, MD 20740-6001 

1 From (Agency or establishment) 
U S lmm1grat1on and Customs Enforcement (ICE) 

,-------------------- -------. - ------
2 MaJor Subd1v1s1on 

Office of Investigations (01) 
' - - -- - ------ ------~--- ---------------
3 Minor Subd1v1s1on 

4 Name of Person with whom to confer 
Joseph M Gerhart 

6 Agency Cert1f1cat1on 

5 Telephone (include area code) 

(202) 732-6337 

1 Leave Blank (NARA use only) 
r-- ---- ------ ---- ---- ------ - ---- -- -- --- ----
!Job Number ,II/ { _ .S 6 T _ I O _ I 1-
IDate Received 

! 
Not1f1cat1on to Agency 

In accordance with the provIsIons of 44 
U S C 3303a, the d1spos11ion request, 
IncludIng amendments, Is approved except 
for ,terns that may be marked "d1sposItIon 
not approved" or "withdrawn" in column 10 

I hereby certify that I am authorized to act for this agency In the matters pertaining to the d1spos1t1on of its records and that the records proposed 
for disposal on the attached _4_ page{s) are not needed for the business of this agency or will not be needed after the retention periods 
spec1f1ed, and that written concurrence from the General Accounting Office, under the provIsIons of Title 8 of the GAO Manuel for Guidance of 
Federal Agencies, 

□ Is not required, □ Is attached, or □ has been requested 

1 

115-109 

- -- ----- - --
Title 

lch1ef, Records Mana~e~ent Branch_ 

8 Description of Item and Proposed dIspos1t1on 

See attached sheet(s) for 

Exodus Accountability Referral System (EARS) 

NSN 7540-00-634-4064 
Previous EdItIon not Usable 
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9 GRS OR 
Superseded 
Job C1tatIon 

0 Action 
taken (NARA 

Use Onl 

Standard Form 115 (REV 3-91) 
Prescribed by NARA 36 CFR 1228 



U.S. Department of Homeland Security 

Headquarters Systems Schedules 
-- ------ - -- ---- - ---- -- -- ---- -- - --------------

Immigration and Customs Enforcement (ICE) 

Exodus Accountability Referral System (EARS) 

N1-567-10-17 

In order to enforce federal export control laws, U S lmm1grat1on and Customs Enforcement (ICE) and U S Customs and Border Protection (CSP) 
require infonnat1on from federal regulatory agencies that are responsible for granbng export licenses on controlled items, detennining whether a 
license 1s required, and whether a license has been granted 

The Exodus Accountab1hty Referral System (EARS) 1s an intranet-based tool that 1s used to support efforts by ICE and CSP to enforce Federal 
export control laws, including the Arms Export Control Act [22 U S C 2778] and the Export Adm1nistrat1on Act [50 U S C 241 O] 

ICE special agents in1t1ate cnminal invesbgat1ons into possible export v1olat1ons, as well as make arrests and obtain indictments for export-related 
cnminal violations In add1t1on, ICE and CSP conduct thousands of seizures of arms, m1htary weaponry, and other sens1t1ve commod1t1es related to 
illegal export act1v1bes 

ICE and CSP have no authonty to detennine what items or services are licensed or controlled, so they need to consult with the Federal agencies that 
have regulatory oversight (also referred to as hcensing agencies) to detennine what items are controlled, whether or not a hcense 1s required for an 
item, and whether or not a hcense has been granted to an ind1v1dual or entity to export or import specific items ICE and CSP make such requests 
for mfonnat1on using EARS to initiate, track, and manage the request These requests for infonnat1on are called "Referrals" 

The hcensmg agencies that may receive referrals through the Exodus Command Center for mfonnat1on are 

• Department of State (DOS) Directorate of Defense Trade Controls (DDTC) - Controls exports of single use m1htary components and services 
• Department of Treasury Office of Foreign Assets Control (OFAC) -Administers embargoes and sancbons (Iranian embargo) 
• Department of Commerce (DOC) Bureau of Industry and Secunty (BIS) - Controls exports of dual-use components (dual-use have both military 
and c1v1lian uses) 
• Department of Justice (DOJ) Bureau of Alcohol Tobacco, Firearms and Explosives (ATF) - Controls imports of fireanns (infrequent] 
• Department of Energy (DOE) Nuclear Regulatory Comm1ss1on (NRC) - Controls exports of goods used in nuclear reactors [infrequent] 

The most common types of referrals are 
• License Determination This 1s a request for a detenninabon by the hcensmg agency as to whether an export of a commodity or service would 
require a license 
• License History This 1s a request for information on whether a particular md1v1dual or company has registered or obtained any licenses from a 
hcensmg agency 
• License Venficat1on This 1s a request for a check on a particular hcense number to detennme 1f 1t 1s valid, expired, or counterfeit 

Exodus Accountab1hty Referral System (EARS) - attachment to SF 115 
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U.S. Department of Homeland Security 

Headquarters Systems Schedules 
- - - ------- -------- ----------- ----------

Immigration and Customs Enforcement (ICE) 
------- -- --

• Government Junsd1ction This in1tIates a review by ltcensing agencies of a commodity in question in cases where a commodity may be subject to 
the authonty of more than one hcensing agency A determination that a commodity 1s subject to the authonty of a hcensing agency provides a 
suitable basis for an ICE agent to obtain an indictment, search/arrest warrant, or probable cause arrest of an tnd1v1dual 
• Pre-tnal and Tnal Certification This 1s a request for an in-depth examination of a commodity, service, or brokenng act1v1ty by the hcens1ng agency 
to venfy its junsd1ctIon pnor to an indictment, plea agreement, or 1ud1c1al proceeding Pre-tnal certifications verify whether a commodity 1s within the 
Junsd1ct1on of the International Traffic in Arms Regulations and the Arms Export Control Act, while Tnal cert1ficat1ons involve a Department of State 
Directorate of Defense Trade Controls commodity that reaches the stage of a tnal and has an actual tnal date 

Other types of EARS referrals to hcensing agencies include those related to undercover operabons, such as requests to obtain undercover export 
licenses or requests for a statement of no objection from an agency to undercover actions taken by ICE agents in an export scenario 

Only ICE and CBP agents, officers, admtn1strators, and managers have access to EARS 

-Records maintained and/or created by this Information Technology system may contain Personally Identifiable Information (PII) such as name, 
date of birth, Social Secunty Number, Allen Reg1strat1on number (A-number), email address, phone number and/or financial information These 
records should only be accessed when required for agency business and should be handled with d1hgence in order to avoid compromise ------ --- ··--. ·········· ------- -----··· ............... ----------... ·····--··· ---- --...... ---..... -... -·· ....................................... --·---................. -- ---.... ----------..... ---· ----·-·· ............ -- ........ .. 
1. Exodus Accountability Referral System (EARS) 

A. Master File/Data 

( 1 ) EARS Primary Data 

EARS maintains information about the referral including type of 
request, date of request, associated case number and/or CBP 
v1olat1on code, type of transaction, previously submitted referral 
number(s), item or commodity (descnpt1on, technical data, 
spec1ficat1ons, photographs), destination country, regulatory 
agency to which the referral 1s directed, agency determination, 
determination received date, and U S Munitions List category (1f 
any) 

Replies to Referrals are also maintained as a part of the EARS 
pnmary data This 1s 1nformat1on that 1s received from hcenstng 
agencies, including their determinations on whether or not an 
item in question 1s controlled and, 1f so, under what authonty and 

Disposition: 

TEMPORARY Cutoff at end of fiscal year referral 1s closed 
Destroy/delete twenty-five (25) years after cutoff 

------------------------------- ----------------------------
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U.S. Department of Homeland Security 
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Immigration and Customs Enforcement (ICE) N1-567-10-17 
----- - - - ----- ---- ------

on the existence or h1stones of licenses 

EARS also mamtams personal information about md1v1duals who 
are suspected violators and are the subJect of an mvest1gat1on or 
inquiry (referred to as Principal Party m Interest) The personal 
information references name, address, country, type of Pnnc1pal 
Party, license type and number 

In add1t1on, EARS maintains information about criminal or CIVIi 

actions that result from the associated mvest1gat1on or inquiry, 
including search warrant date, grand Jury date, indictment date, 
plea date, conv1ct1on date, d1sbarment/sanct1on date and 
monetary penalty 

( 2 ) User Account Information 

Add1bonally, EARS mamtams user account information on ICE 
and CBP personnel consisting of usemame, social security 
number, name, telephone number, celVpager number, e-mail 
address, office code and location and assigned user role 

---------------- -- --·- -- - -- . 
Exodus Accountab1hty Referral System (EARS) - attachment to SF 115 

Monday, March 28, 2011 11 56 19 AM 

Disposition: 

TEMPORARY Cutoff at end of fiscal year user account 1s 
term mated Destroy/delete ten ( 10) years after cutoff 

NOTE GRS 24, Item 6(a) authonzes Federal agencies to 
destroy these type of records six (6) years after account 
termmabon, change or alteration of password, or when no 
longer needed for mvest1gabve or secunty purposes, whichever 
penod is longer ICE has determined, based upon business 
needs, these records should be destroyed/deleted ten (10) 
years after the user account has been terminated 

Page 3 of 5 
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Immigration and Customs Enforcement (ICE) N1-567-10-17 
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( 3 ) Audit Log 

EARS has the eapabmt) to ear,,tt1re t1ser aebutty ,., the systeff'l fer 
pmposes or 1de11bfy1ng any 11Iapp1opnare 01 unauthonzed 1:1s1:t 
'fhe type of mfofl, 1at1ofl eapt1:1reEI lfleluEles the 1:1seFS' ve1w1Ag aAd 
querylflg aetril'1t1es, aHy add1Rg, t:1pdaaAg er deleaAg ef Fecoi:ds, 
alid any mod1fieabons tliat the 1::1ser malees te tt:le systeff'l. It alsa 
~s-ei:!eh--ttffie-tRe-t:H,et'-li:ta&-a-lEl80f ~4-IEiiooff. 

B. Input 

( 1 ) Referrals and Replies to Referrals 
-An leE age, 1t 01 eop officer-ereates-a-refeffat-by-entenn!i) 
mfor-matfen-tftt&EAR6-abet1Hhe item, sef\'1ce-or hcense 1n 
quest101, alo11g-w1th 1denttfymg-mfofmaben about.a-suspected. 
Vt0fat017Who-typ1eafly-ts-a-btts1nes~al-whe4s-an 
1mporter;-experter~r broker Then amanager m-the-lGE Exodus 
CentFol-Gerlter{E~-mtJst-review-aAEi-apprGVe--the-referral 
bek>re 1t 1s seAt IA r:,a13er fofff'l er by eff'lall te ti-le apprepRate 
heens1n9 a9ene>,« Tl:1e EARS database ass19n& a un1E1ue-
1dent1fier te eaet:i r-eferr:al te fae1htate traek1n9 Its status 

Repl,es-te-i:efeFFals are reoe11.ied 1n paper fofff'l er b>,« email ICE 
-ECc.,personnelscan.;tbe reGeWed~fld-urulate-tt-le-
system w1ttnHe7nfbrmatiorrtl'rarls r ece1oed f1 ontilcensmg­
ageAG1e5;=1RGloo~ttens=E>A=WhetheF-OF=not-an 

Disposition:~ l) JD --~ \c_ 
=H:MPGRAR¥ Gt:1teff at efld of tiseal-year user account 1s 
termmated-Bestr teA ( 19➔ years after-ct1toff 

NeTE GRS-20, Item 1eattthert2e5 Federat-agenetes-to 
destl oy these-type-of records-wflefl-the-ageney-detefffltfleS 
they-are=ne-leflgeffieeded-fef"aem1AtStrabve;-fegal;-at1d1t;-or 
otheM>~es pro'llded tt:iey-do-not contain 

=Substant1ve--tnformatu,m,-sb1Gh as s1,1bstant1'il'e annotations, that 
1scflot-1nch.1ded=ln-the-el~fts-tt:tat contain 
sl:lbstantlve=tAfoFmatlaA=sRoukW>e-dl~RGe 
w,th the-NARA-apprtwed"Schedt:lfe-that'covers-the-senes m 
w ' ~ 
busm~e records should-ebe-destroyed/-deleted-oo 

er-the-eFld-oHhe·fiseal-year 

Disposition: 
FILING INSTRUCTION=RefeFFals-afld-Rephes to Referrals­

-shoofd-be-placed=1n-the correspondmg-Jnvestigative-Case-file 
and-dtsposmoned=1n-accordanee-wlttl=approved--d1spos1t1on 
authooty4er=that4Avesttgatwe-Gase-file 

Exodus Accountabrllty Referral System (EARS) - attachment to SF 115 ------------------------ -
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Immigration and Customs Enforcement (ICE) N1-567-10-17 
---- ----------- ---- - -- ------ --- - --------

item in q1:1estton-1s eoAtrolleEI anel, tf so, t:tneler whak31:1thonty-aAd 
on·the-ex1stence OF htstenes 0t l!CeASCS.-

C. Output 

( 1 ) Summary/Statistical Reports 
EAR:S has the eapab1hty te preelt:1ee a vaneey of st:1mmaFy reports 
'for use by managei:i::uant, sucl:l as tl:le nu1+1ber of r:equests for 
IAformatI0A s1:1bm1tteel ta heeAsmg ageneIes, types of req1:1ests, 
aAEI tl:le AUrAber of i:equests-tbat-at:e-pendmg adeclSIOA. 

Stattstteal 1nfoffflat1on 1nelt:1des the At1ftll:Jcr of Fefcrrals, refeFFels 
l:Jy SAC offiee, wait tIffles bew;een refeFFal s1:1bff1tSS1ons and-­
response by lIeensIng agency These repofts are t-Jseel for 
mtemal maRagcfficnt and st-a~ses-eRty-

Exodus Accountabll,ty Referral System (EARS) - attachment to SF 115 
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Disposition: (, e_ ~ J_C) 1_ ~ \~ 
TEMP0AARY ~ff at the eAd of the fiseal year repoi:t Is 
crcateel Qestroy.leloleto Rot later tl:laA fifteen (15) years after. 

--eutoff 

NOTE· GR:S 29, Item 16 at-Jtl=lonzes Federal agencies to 
destroy these ty13e of reoorels wl:ten tl:le4!gency deteonioes 
they are no lon!:jer neeeleel for aelm1nIstr:atl\le, legal, audtt,or­
ofher operat1onal p1:1rpases pFO•.i1ded tl:iey do Rot contain 
stJbstantt"e mfoFmetton, s1:10"1 as St-JbstantIve aAAotabons,tl:lat-
1s not mcluded m tl:teelectr:on1s,:eroros (.Reports that oontam 
substaRt1ue 1nfor:mat10n sl:tould be d1spgsed of m accor:dance 
w,th the NARA-approved scbed11le that cavers tile SOFleS IA 

wh10"1 they are fileel) ICE ttas EleteFR'tlAeel, besed-tlpen 
buStfless Aeeels, these reoor:ds shot-JIEI be Elesiroyed4:leleted RO 

later than fifteen (15} years after the end of the fiscal year 
-er:eated-
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