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TTER 0 T4t PRESIDENT

The Presicdent September 17, 2001
I'he White House
Washington, D 20500

Dear Mr. President:

We are pleased to submit the Information Security Oversight Office’s (ISO0) 2000 Report
to the President.

Year five of implememation of Executive Order 12958, "Classified National Security
Information,” shows mixed results in-the security classification program in the executive
branch during FY 2000. Declasification activity within the executive branch continued 1o
add significantly to the unprecedented number of pages declassified. However, classification |
activity within the executive branch increased dramatically as the change from paper o an
electronic environment continues to render old sampling svstems obsolete. Other arcas of
the security classification program noted modest increases, ie., original classification
authorities and security cost estimates,

In the dechassification program, agencies of the executive branch reported declassifving
almost 75 million pages of records having permanent historical value. Combined with figures
reported in the first four vears of the Order’s implementation, the executive branch has
declassified almaost 795 million pages of records since October 1995, This is an extraordinar
accomplishment, particularly given the inereasing obstacles thit the agencies must face to
declassify records. The hundreds of millions of pages declassified under this Order will
provide researchers and historians with information thar will help write our naton’s history
tor years 1o come,

In recent vears ISO0 has raised concerns about the daw collected by the agencies
regarding their security classification programs; particularky increases in classification activity.
The FY 2000 datm for derivative classification actiaty showed o dramatic increase from FY 19490,
The increase is not a result of new programs, We believe the primary factor responsible for
this dramatic increase is the rapidly expanding electronic environment. Today, information
once exchanged in millions of secure telephone conversations that clearly were not counted
as classificadon decisions is now being relaved through secure e-mail which is electronically
tabulated and counted as classification dec

ions. The impact of the elecironic environment is
clearly reflected in the daa reporied by the agencies 1o 1SO0 and points w a need 1o review
tlara collection methods and w formulate a new baseline from which o analvee the dat.
1500 has embarked on such a project with a goal towards developing standard guidelines
for the sampling methods and the calculation of a new bascline.

Classification and declassification activities are primary components of the security

classification progrom, When indicators such as we have beéen secing with classification eccur,
policies governing these indicators need to be reexamined. Through an interagency cffort, |
ISOO will begin this process with an eve towards improving the security classification
program. Please be assured that the seaff of 1ISO0 and thousands of other individuals
throughout the executive branch and industry who are responsible for implementing the
security classification program look forward o working with you in our murtual effort 1o
optimize performance.

Respectiully,

-/d';a:""-/&"“““"“""—’(

Steven Garfinkel, Devctor

2000 REPOR 1g PRESIDEN
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E&; Summary of FY 2000

Pro gram Activi ty

The following Report to the President is the fifth report under E.O. 12958, which
went into effect in October 1995. The following data highlight ISOO’s findings.

CLASSIFICATION

m The number of original classification authorities increased by 284, to 4,130.
m Reported original classification decisions increased by almost 51,191, to 220,926,

m Please see page 17 for explanation concerning total derivative and combined
classification activity.

DECLASSIFICATION

m Under Automatic and Systematic Review Declassification programs, agencies
declassified 74,644,993 pages of historically valuable records.

m Agencies received 3,014 new mandatory review requests.

u Under mandatory review, agencies declassified in full 32,584 pages; declassified in
part 57,901 pages; and retained classification in full on 4,465 pages.

m Agencies received 86 new mandatory review appeals.

m On appeal, agencies declassified in whole or in part 1,511 additional pages.

- INFORM TON SECURITY OVERSIGHT OFFICE



IMPLEMENTATION OF AUTOMATIC DECLASSIFICATION

Year Five Implementation of the
Automatic Declassification Provision

of Executive Order 12958

Classified National Security Information

BACKGROUND

Executive Order 12958,

“Classified National

Security Information,”

issued on April 17,

1995, and effective on

October 14, 1995,
marked a significant departure
from the secrecy policies of the
past. The first order to revise the
security classification system
since the end of the Cold War,
E.O. 12958 included major
changes which have already
resulted in a dramatic increase
in the amount of information
being declassified. Fiscal Year
2000 marked the fifth year in
which the policies of the Order
have been in effect.

The declassification
provisions of Section 3.4 contain
the most farreaching reforms of
the security classification system.
This section, entitled “Automatic
Declassification,” requires the
automatic declassification of
most historically valuable
information that is 25 years old.
In the past, older classified
records remained classified
indefinitely. Under E.O. 12958,
these same records, including
approximately 1.627 billion

e

pages created over the past

50 years, were subject to
declassification five years from
the issuance date of the Order,
or April 17, 2000. Executive
Order 13142, issued on
November 19, 1999, amended
E.O. 12958, to extend the date
of the imposition of the auto-
matic declassification provision
until October 14, 2001. For two
groups of records, those that
contain information classified by
more than one agency and those
that almost invariably contain
information pertaining to
intelligence sources or methods,
E.O. 13142 extended the date of
the imposition of the antomatic
declassification provision an
additional eighteen months,
until April 17, 2003.

In order to keep information
classified beyond 25 years,
agency heads must be able to
demonstrate that: (1) particular
information falls within narrow
exemptions to automatic declas-
sification, This determination is
then subject to review by an
interagency panel of senior
officials; or (2) particular file
series, identified by the agency
head and approved by the
President, almost invariably

contain exempted information.
On March 9, 1999, 10 agencies
were granted specific “File Series
Exemptions” for series which
were replete with information
that almost invariably fell into
one or more of the exemption
categories. For further informa-
tion, please see ISOO’s FY 1998
Report to the President on ISOO’s
home page at www.nara.gov.

In effect, E.O. 12958 reverses
the resource burden. Unlike
prior systems, in which agencies
had to expend resources in
order to declassify older infor-
mation, under E.O. 12958, agen-
cies must expend the resources
necessary to demonstrate why
older, historical information
needs to remain classified.

PAGES DECLASSIFIED

The data gathered by

the Information

Security Oversight

Office (ISOO) for

this report reveal that

in Fiscal Year 2000,
the agencies of the executive
branch continued to declassify
historically valuable documents
in numbers unprecedented

Unlike prior systems, in which agencies had to expend resources in order to declassify
older information, under £.0, 12958, agencies must expend the resources necessary to demonstrate
why older, historical information needs to remain classified.

2000 REPORT TO THE PRESIDENT




IMPLEMENTATION OF AUTOMATIC DECLASSIFICATION

before the issuance of E.O.
12958. In FY 2000, executive
branch agencies declassified
almost 75 million pages of
permanently valuable historical
records. Although this
represents a reduction of
approximately 41 percent from
the number of pages declassified
in FY 1999, it exceeds the yearly

average under prior executive
orders by six-fold. Agencies
continued to do significant
declassification even with the
legislation’ that requires the
re-review of those records that

have previously been declassified

before they are made available
to the public. The purpose of

this legislation is to make certain

|00 Billion Pages Declassified Fiscal Years 1980-2000
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that the declassified records do
not inadvertently contain
information classified under the
terms of the Atomic Energy Act,
called “Restricted Data” and
“Formerly Restricted Data.”
Records classified under the
Atomic Energy Act are not
subject to E.O. 12958 or its
declassification provisions.

While the number of pages
declassified in FY 2000 decreased
by approximately 41 percent
from the number of pages
declassified in FY 1999, the
achieved product is still
remarkable. It took place in the
face of another year in which the
National Archives and Records
Administration (NARA)
experienced a further reduction
in its declassified product,
brought about by the legislation
referenced above, which dramat-
ically diverted resources away
from new declassification review
at NARA. NARA had previously
accounted for more than 50
percent of the number of
pages declassified. As explained
in more detail in the
“Declassification” section of this
report, the legislation requires a
page by page declassification
review and re-review of
documents already declassified
in order to search for informa-
tion that might be classified
under the Atomic Energy Act.
The Department of Defense,
led by the Departments of Navy
and Army, declassified over
51 million pages of permanently
valuable records in FY 1999.
While a decrease of 28 million
pages from FY 1999, DOD’s total
represents 69 percent of the

Section 3161 of Public Law
105-261, entitled “Protection
Against Inadvertent Release of
Restricted Data and Formerly
Restricted Data.”



total number of pages
declassilied in FY 2000, The
FY 2000 total For the executive
branch remains exomordinar
given the redoction i the
current universe of records sule
jEct w automade declassifieation,
and the various legislatve [rowi-
sions thal résirict the resources
dedicated o svstematio review,
Pruring the first five vears thar
EL0), 12058 has been in effect,
the: agrencies of the executive
branch have declassified
approximatety TH5 million pages
al permanently valuable
Iistorical records. In FY 1995,
after the Order was sipned, but
praer o ils etfective date, an
additenal 69 million pages af
permancntly valuable historical
records were declassified, Since
FSOMCY came into existence in lare
L9758, and began collecting and
anabvzing data beginning with
FY 1980, it has reporied the
declassification of permanently
valiable historical records wal-
ing approximately 105 hillion
pages. OF thar tetal, 564 million
[rages, or Bb percent, have bheen
declassified due in large part 1o
the antomanc declassification
prowision of 1.0, 12958 or is
irminent effectve date.

IMPLEMENTATLON OF AUTOMATIC DECLASSIFICATION
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LODKING AHEAD

POSITIVE SIGNS

m [0 spite of increas

ing abstacles, the

agencies of the execu-

tive branch continue

o declassifv unprece-
dented numbers of records of
prermranent historical value.

m Each of the major classifving
agéneies hias in place an infra-
structure for declassificanon,
something that almost none of
these agencies had prior 1o the
issuance of B0y 192955,

w The issuance of E.C) 15142
offers a more realistic ame
frame for the completion of
declassification reviews
nadertaken before the onser
of autormac declassification,

e Coordination and communica-
tion wnong the classifving and
declassilving agencies continue
o increase and improve.

g The hundreds of millions
of pages declassified under
the Crrder will serve as an
irreplaceable resource For
historians and oiher
rescarchers for generatons
[or COHTIL,

g The abilivv ol the executive
branch w protect information
in our nadonal securin
interest has been enhanced by
thes massive reduction i the
number of documents that are
no longer sensitve bul
remained nnnecessarily

classified,

s that EX). 12956 bas e in effect, the agg

vimately 195 million pages of

NEGATIVE SIGNS

B Declassification and public
access have been slowed by
legislation that, in 1S0CFs view,
AN L:'l’l L{s 11 |1'||:::_':*-'.-iu.r:,'
c'erkill,

o Declassification activity
renains so prolific that it
exceeds the abilive of agency
systems and resources to
process the records for public
access, and the ability o advise
ather agencies and the puhlic
about what information has
heen deckassilied.

o Litde progress has been
achieved inactually
declassifving records which
contain more than one
agency’s classification equities,
and many of the records thal
reroain W he reviewed have
such muld-agency equities,

m A estimatecd 526 million

pages of records subject 1o
amomaric declsstlication at
the deadlines extended by
EO 13142 remain to be

reviewied,




INTERAGENCY SECURITY CLASSIFICATION APPEALS PANE

Interagency Security
Classification Appeals Panel

AUTHORITY

Section 5.4 of Executive Order
12958, “Classified National
Security Information.”

FUNCTIONS

(1) To decide on appeals by
authorized persons who
have filed classification
challenges under
Section 1.9 of E.O. 12958.

(2) To approve, deny or amend
agency exemptions from
automatic declassification as
provided in Section 3.4(d)
of E.O. 12958.

(3) To decide on mandatory
review appeals by parties
whose requests for declassifi-
cation under Section 3.6 of
E.O. 12958 have been
denied at the agency level.

|SCAP Decisions

20% Denied [
(50 documents) 39% '

MEMBERS

William H. Leary, Acting Chair
National Security Council

Carl A. Darby
Inielligence Community

Robert O. Davis
Department of Justice

Michael J. Kurtz
National Archives and Records
Administration

J. William Leonard
Department of Defense

Frank M. Machak
Department of State

EXECUTIVE SECRETARY

Steven Garfinkel, Director
Information Security Oversight Office

SUPPORT STAFF

Information Security
Oversight Office

Declassified
in Full

41% Declassified

in Part

(100 documents)

NFORMATION ECU

f OVERSIGH

0FFIC

SUMMARY OF ACTIVITY

The Interagency Security
Classification Appeals Panel
(ISCAP) was created under

E.O. 12958 to perform the critical
functions noted above. The ISCAP,
comprised of senior level
representatives appointed by the
Secretaries of State and Defense,
the Attorney General, the Director
of Central Intelligence, the
Archivist of the United States, and
the Assistant to the President for
National Security Affairs, began
meeting in May 1996. The
President designates its Chair, the
Director of ISOO serves as its
Executive Secretary, and ISOO
provides its staff support.

DECLASSIFICATION
GUIDANCE UNDER SECTION
3.4([1“ 13GAP APPROVES
GIA AND DIA GUIDES

Perhaps the most significant
change brought to the classifica-
tion system by E.O. 12958 is that
historically valuable records are
no longer subject to indefinite
classification. In order for
information to remain classified
beyond 25 years, an agency head
must demonstrate that: (1) a
particular file series, identified by
the agency head and approved by
the President, almost invariably
contains information that falls
within one or more narrow
exemptions; (2) specific
information, identified by the
agency head and subject to the
approval of the ISCAP, falls within
one or more narrow exemptions
to automatic declassification.



To assist agency heads with
the exemption of specific
information under Section
3.4(d) of E.O. 12958, ISOO’s
Government-wide implementing
directive (32 CFR Part 2001)
provides for the submission of
declassification guides to the
ISCAP for approval. On May 18,
2000, the ISCAP approved the
DIA’s declassification guide, the
first declassification guide
approved by the ISCAP. The
CIA’s declassification guide was
approved by the ISCAP on May
17, 2001. Prior to their approval,
the CIA and DIA declassification
guides were revised at the
request of the ISCAP to meet its
concerns. The approval of these
two guides is of particular
importance as they come from
within the intelligence
community. Moreover, each of
these guides provides firm
parameters for the future
declassification review of all
exempted information. Both
CIA and DIA are to be com-
mended for their commitment
to the declassification provisions
of the Order.

INTERAGENCY SECURITY CLASSIFICATION PPEALS PANEL

Viewing the totality of its decision docket from May 1996 through June 2001, the ISCAP
has decided appeals seeking the dedlassification of 244 documents that remained fully or partially

dlassified upon the completion of agency processing.

Although agencies are not
required to submit such guides
until 180 days prior to automatic
declassification, Army, DOE, JCS,
Navy, NIMA, NRO, OSD, and
State have already submitted
declassification guides for the
ISCAP’s approval. The ISCAP
expects a number of these
declassification guides to be
approved in the near future and
looks forward to the submission
of additional guides from other
agencies.

DEGLASSIFICATION APPEALS
UNDER SECTION 3.6

To date, the bulk of the ISCAP’s
efforts has focused on mandatory
declassification review appeals.
Viewing the totality of its
decision docket from May 1996
through June 2001, the ISCAP
has decided appeals seeking

the declassification of 244
documents that remained fully
or partially classified upon the
completion of agency processing.
Of these, the ISCAP declassified
information in 80% of the
documents upon which it has
voted (94 documents in full,
39%; 100 documents in part,
41%). The ISCAP has voted to
affirm the agency’s classification
action fully in 50 documents
(20%).

2000 REPOR O

The ISCAP’s decisions to date
illustrate how faithful application
of the declassification standards
for 25-year-old information
results in access to historically
valuable records. Several
examples of portions of the
documents declassified by the
ISCAP during the past year are
reproduced on the following
pages.

A database of declassification-
decisions rendered by the ISCAP
is available from ISOO in
electronic form. The database is
maintained in Microsoft Access
97. Documents declassified by
the ISCAP are made available
through the entity that has
custody of them, usually a NARA
presidential library.

Additional information about
the ISCAP, including its bylaws
and communiqués, can be
found at the ISOO web site.

For additional assistance, please
contact the ISCAP staff at ISOO.

TELEPHONE:
202.219.5250

FAX:
202.219.5385
E-MAIL:
iscap@nara.gov
WEB SITE:

http:/ /www.nara.gov/isoo/
iscap/iscap.html

PRESIDENT




INTERRGENGY SECURITY CLASSIFICATION KPPEALS PANEL

Examples of Documents Declassified

"ONE DAY DURING THE PASTWEEK PRESIDENT FRANCOFS DUVALIER CAME TO FORT DIMANCHY
WITH GRACHA IACCUES, COMMARDANT OF THE PRESIDENTIAL GUARD: COLONEL J0SEPH
AMARRE, HAITUAN ARMY G-3; ANDD TEN MEMBERS OF THEVSN.'..'THE PRISONERS, WHD WERI
BAREFOOT AND CLAD IN RAGGED UNDERWEAR. WERE LINED UP N FRONT OF DUVALIER
CRYING OUT AS INSTRUCTED. THE
PRESIDENT THEN LIFTED HIS
MACHINEGUN, SHOT THEM, AND
WENT AWAY.,. THIS APPEARS
THIE EYE-WITNESS ACCOUNT..OF THE
SHOOTING OF 23 PRISONERS REPORT
/ N TOCS- 3HE/O0313- 6l AND WIDELY

RUMORED 1N PORT-AL-PRINCE

() Bt

CIA Mntetligenee Tnformation

Cabile regardisyr Haitian
President Francots Duvalier’s
sl to Fovt Dimanche,
distrifmted fuly 23, 1964,

In destussing possible Dominican beaders, the name of Tomy Imbert came | B

p. Mr, Manm said that, even though he is o jewed, be might be
one of the best of a sorry lot, While

e s played footsie with the
(ommunists, Imbert s not
Commumist, is tough, and could never he
accused of being a Inujillo mam; m this
fatter reqard, he was the man who pulled
the trigger o Trujllo

Memorandum for the Record of a
May 2, 1965 meeting regarding
the evisis in the Dominican
Rapneblic, dated May 4, 1963,

WENRMATIOW SERAALTY DYFREIRNT DOFIRE



INTERAGENGY SECURITY CLASSIEICATION APPEALY PANEL

| ISCAP During 2000
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SECORITY CLASSIFICATION: WHAT DOES IT ¢OST?

Securit

What

program is now in its sixth

year of reporting costs for
both Government and industry.
Congress first requested security
classification cost estimates from
the executive branch in 1994.
In addition, ISOO is tasked
through Executive Order 12958
to report these costs to the
President. Executive Order
12829, “National Industrial
Security Program,” also requires
that industry or contractor costs
be collected and reported by
ISOO to the President.

Until the last few years,
the costs for the security
classification program were
deemed non-quantifiable,

'I'he security classification

Classification

~

oes It Cost?

intertwined with other somewhat
amorphous overhead expenses.
While many of the program’s
costs remain ambiguous, ISOO
continues to monitor the
methodology used to collect the
cost estimate data. Requiring
agencies to provide exact
responses to the cost collection
efforts would be cost prohibitive.
Consequently, ISOO relies on
sampling. The measurements of
costs of the security classification
system will be estimates.
Nevertheless, by maintaining
stability in methodology, ISOO
should gain over time a good
indication of the total cost
burden and its upward and
downward trends.

GOVERNMENT

The data presented below were
collected by categories based on
common definitions developed
by an executive branch working
group. The categories are
defined below.

PERSONNEL SECURITY

A series of interlocking and
mutually supporting program
elements that initially establish a
Government or contractor
employee’s eligibility, and ensure
suitability for the continued
access to classified information.

Government Security Classification Costs Estimate Fiscal Year 2000

Total

Personnel Security

Physical Security

Information Security

Professional
Education & Training

Security Management
& Planning

Unique

426 million

1.0 1

Ut

in Billions $

INFORMATION SECURITY OVERSIGHT OFFICE

20 25 3.0

4.3 billion

Declassification | Classification
$231 million Management

$213 million

Information

Technology Security
$2.5 billion



PHYSICAL SECURITY
That portion of security
concerned with physical
measures designed to safeguard
and protect classified facilities
and information, domestic or
foreign.

INFORMATION SECURITY
Includes three sub-categories:
Classification Management:

The system of administrative
policies and procedures for
identifying, controlling and
protecting classified information
from unauthorized disclosure, the
protection of which is authorized
by executive order or statute.
Classification management
encompasses those resources used
to identify, control, transfer,
transmit, retrieve, inventory,
archive, or destroy classified
information.

Declassification: The authorized
change in the status of informa-
tion from classified information
to unclassified information. It
encompasses those resources
used to identify and process
information subject to the auto-
matic, systematic or mandatory
review programs authorized by
executive order or statute.

Information Technology Systems
(Automated Information
Systems (AIS) or Information
Technology Systems Security):
Measures and controls that
ensure confidentiality, integrity,
and availability of the informa-
tion processed and stored by a
computer or information
technology system. It can
include, but is not limited to,

SECOURITY CLASSIFICATION: WHAT DOES IT COST?

of theindustry sample.

the provision of all security
features needed to provide an
accredited system of protection
for computer hardware and soft-
ware, and classified information,
material, or processes in
automated systems.

PROFESSIONAL
EDUCATION, TRAINING
AND AWARENESS

The establishment, maintenance,
direction, support and assessment
of a security training and aware-
ness program; the certification
and approval of the training
program; the development,
management, and maintenance
of training records; the training
of personnel to perform tasks
associated with their duties; and
qualification and/or. certification
of personnel before assignment
of security responsibilities related
to classified information.

SECURITY MANAGEMENT
AND PLANNING
Development and implementa-
tion of plans, procedures and
actions to accomplish policy
requirements, develop budget
and resource requirements,
oversee organizational activities
and respond to management
requests related to classified
information.

UNIQUE ITEMS

Those department or agency
specific activities that are not
reported in any of the primary
categories but are nonetheless
significant and need to be
included.

The 2000 cost estimate totals for industry pertain to the twelve month
accounting period for the mast recently completed fiscal year of each company that was part

The total security classifica-
tion costs estimate within
Government for FY 2000 is
$4,270,120,244. This figure
represents estimates provided by
35 executive branch agencies
including the Department of
Defense, whose estimate incor-
porates the National Foreign
Intelligence Program. It does
not include, however, the cost
estimates of the CIA, which that
agency has classified.

Because of expressed interest
in the declassification programs
established under Executive
Order 12958, ISOO also request-
ed agencies to identify that
portion of their cost estimates in
the category of information secu-
rity/ classification management
that was attributable to their
declassification programs. For
FY 2000, the agencies reported
declassification cost estimates of
$230,903,374, or 5.4 percent of
their total cost estimates.

Industry

A joint Department of Defense
and industry group developed a
cost collection methodology for
those costs associated with the
use and protection of classified
information within industry.
Because industry accounts for
its costs differently than
Government, cost estimate data
are not provided by category.
Rather, a sampling method was
applied that included volunteer
companies from four different
categories of facilities. The
category of facility is based on

200 REPORT TO THE PRESIDENT




SECURITY CLASSIFICATION: WHAT DOES [T C0ST?

Comparing Total Costs for Government and Industry

Fiscal Years 1995-2000

6

—— Towl

—%—  Government
—@— Indusin

0
FY 1995 FY 1996 FY 1997 FY 1998 FY 1999 FY 2000
Total Government Industry
FY 1995 $5.6 billion $2.7 billion $2.9 billion
FY 199 £5.2 billion 52,6 billion $2.6 billion
FY 1997 $4.1 billion $3.4 billion $692,823,000
Y 1998 55 hillion 3.6 hillion $1.4 billion
FY 1999 $5 billion $3.8 billion $1.2 billion
EY-2000 £5.2 hllion 4.3 hillion $958,543,000

the complexity of security
requirements that a particular
company must meet in order to
hold a classified contract with a
Government agency.

The 2000 cost estimate totals
for industry pertain to the twelve
month accounting period for
the most recently completed fis-
cal year of each company that
was part of the industry sample.
For most of the companies
included in the sample,
December 31, 2000, was the end
of their fiscal year. The estimate
of total security costs for 2000
within industry was
$958,543,000.

The Government cost
estimate shows a 14 percent
increase above the cost estimate
reported for FY 1999. Industry,
on the other hand, reported a
22 percent decrease in its cost
estimate. The total cost estimate
for Government and industry
for 2000 is $5.2 billion,
$200,000,000 more than the
total cost estimate for
Government and industry
in 1999.

The increase in cost estimates
for Government does not
appear to result from any new
programs. The following
categories showed increases

INFORMATION SECURITY OVERSIGHT OFFICE

from FY 1999: Personnel
Security (5%); Professional
Education Training and
Awareness (23%); Information
Security, specifically, Information
Technology (27%); and Unique
Items (38%). Decreases
occurred in the following
categories: Physical Security
(33%); Security Management
Oversight and Planning (6%);
and in the subcategories of
Information Security,
Classification Management (2%)
and Declassification (1%).

With respect to the decrease
in contractor costs, this year’s
estimate appears to be the
middle ground for industry. The
wide variations between the years
1996, 1997, and 1998 are not
reflected in the 1999 estimate of
$1.2 billion nor are they in the
2000 estimate of $958 million, a
22 percent decrease from last
year. The current estimate was
based on sampling from a larger
pool of companies as was last
year’s. This year 80 percent more
companies participated in the
collection than in 1998; last
year almost 86 percent more
participated than in 1998. Again,
the larger sample tends to
suggest greater accuracy. It
appears the Department of
Defense, the Executive Agent for
the National Industrial Security
Program, was correct in its
assumption that a larger mix of
small and large companies
reporting data would provide a
better sample. ISOO expects that
future estimates will continue to
include this larger mix of small
and large companies, which
appears to yield the most realistic
data reported to date in what
remains an evolving process.
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DRIGINAL CLASSIFIERS

Original classification authorities
(OCAs), also called original
classifiers, are those individuals

Original Classifiers Fiscal Year 2000

designated in writing, either by 4500 —
the President or by selected
agency heads, to classify 4000 —

information in the first instance.
Under Executive Order 12958,
only original classifiers deter-
mine what information, if dis- 3000
closed without authority, could
reasonably be expected to cause

3500

damage to the national security. 2500
Original classifiers must also be 2000
able to identify or describe the
damage. ~ 1500 —
For fiscal year 2000, the
number of original classifiers 1000 -
throughout the executive branch
was 4,130, an increase of 284
from the previous year. The 500
increase in this year’s figure is a o m

result of an anomaly reported by Total Top Secret Secret Confidential
the Department of State, which

will be discussed later. If the
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State figures are extracted, the
number of OCAs reported
represents a reduction of 65.
ISOO believes that the agency
heads’ careful scrutiny and
re-issuance of delegations of
original classification authority
continues to be the largest
contributing factor to this
decrease. In ISOO’s view, some
agencies have reached a level
in the number of original
classification authorities that
seems reasonable for the
conduct of their missions.
Nevertheless, some larger
agencies that had comparable
classification activity, but many
more OCAs, could reduce the
number of OCAs without
negatively affecting operations
through the development and
increased use of classification
guidance.

Last year ISOO commented
on the consolidation and

reorganization of several
agencies as a potential factor

in reducing OCAs. These
organizational changes included
the emergence of the Defense
Threat Reduction Agency from a
consolidation of the Defense
Special Weapons Agency, the
On-Site Inspection Agency and
several components of the Office
of the Secretary of Defense, and
the transfer of the functions of
the United States Arms Control
and Disarmament Agency and
the United States Information
Agency to the Department of
State. This year DTRA reported
9 additional OCAs, which is not
an alarming number, and might
simply reflect continued
evolution within the agency. The
more unusual and notable figure
is the 30 percent increase in
State’s OCAs, an increase
totaling 534. According to State,
its figure reflects the first exact

Original Classifiers Fiscal Years 1980-2000
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count in years of the total
number of OCAs located in the
Department of State, the US
Mission to the UN and at posts
abroad, and includes the
integration of the United States
Arms Control and Disarmament
Agency and the United States
Information Agency; in recent
years the figure was an extrapola-
tion. ISOO continues to believe
that State can reduce the
number of its OCAs and
continues to prod State to do so.
Further, State’s development of
classification and declassification
guides would clearly reduce

the need for as many original
classifiers.

In fiscal year 2000, agencies
reported a 6 percent increase in
the number of original classifiers
for the Top Secret level and a
10 percent increase for the
Secret classification level. OCAs
declined 17 percent at the
Confidential level. The
Department of State’s increase
was the largest and most
troubling. State increased OCAs
at the Top Secret level by 40 and
at the Secret level by 494 for the
reasons stated above. Overall,
State increased its number of
OCAs by 30 percent. The
Department of Defense
increased OCAs at the Top
Secret level by 17, decreased
OCAs at the Secret level by 37,
and increased OCAs at the
Confidential level by 4. Overall,
DOD reduced its number of
OCAs by 1 percent. ISOO
commends NRC and Treasury
for significantly reducing its total
number of OCAs by 36 and
29 percent, respectively.

DRIGINAL CLASSIFICATION

Original classification is an initial
determination by an authorized
classifier that information
requires extraordinary protec-
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Original Classification by Agency

200,000
160,000 — T
120,000 110,859
80,000 57,310
49,505
40,000 —
3,252
0 o/
State Justice DOD All Others

Duration of Classification Fiscal Year 2000

Exempt from
10 years
41%

(91,540)

original classification decisions
and authorities. State’s figures
for both original classifiers and
original classification strongly
suggest the need for increased
internal and external oversight.
Several agencies with smaller
security classification programs
reported marked decreases in the
number of original classification
decisions. In particular, ISOO
commends CEA, PFIAB, Treasury,
USTR, and NSC, which reported
decreases of 100 percent, 79

10 years
or Less
59%
(129,386)

percent, 39 percent, 38 percent,
and 25 percent, respectively.

As part of the original
classification process, the
classifiers must determine a time
frame for the protection of the
information. This is commonly
called the “duration” of
classification. Executive Order
12958 creates three possible
outcomes at the time of original
classification. First, if applicable
to the duration of the informa-
tion’s national security sensitivity,

INFORMATION SECURITY OVERSIGHT OFFICE

information should be marked
for declassification upon a
specific date or event. For
example, a classifier could
determine that the information’s
sensitivity would lapse upon the
completion of a particular
project. The event would be
noted on the face of the
document, and when the
project had been completed, the
information would automatically
be declassified. Second, if the
original classification authority
could not determine an earlier
specific date or event for
declassification, information
should ordinarily be marked for
declassification 10 years from the
date of the original decision.
Third, if the specific information
falls within one or more of eight
categories, the classifier may
exempt it from declassification
at 10 years. In almost all
instances, this will result in the
information being subject to
automatic declassification at

25 years. The indefinite duration
marking used under E.O.
12958’s predecessor, Executive
Order 12356, “Originating
Agency’s Determination
Required” or “OADR,” was
eliminated with the issuance

of E.O. 12958.

During fiscal year 2000,
classifiers chose declassification
upon a specific date or event less
than 10 years, or upon the
10-year date for 129,386 (59%)
original classification decisions.
On the remaining 91,540 (41%)
original classification decisions,
original classifiers elected to
apply an exemption from 10-year
declassification. The 59 percent
noted for the 10-year or less cate-
gory is the highest percentage
reported by the agencies under
this Order. ISOO hopes that the
originating agencies continue
this very positive trend. The
long-term effect of assigning a
specific date, event or 10 year
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because it seemed so enormous
and hardly comparable to the
data reported in prior years. The
data showed a 186 percent
increase in derivative classifica-
tion activity—from almost
8 million actions in FY 1999 to
almost 23 million actions in
FY 2000. Two of the largest
classifying agencies account for
the increases: Department of
Defense and the Central
Intelligence Agency. ISOO firmly
believes that the increase is not a
result of new programs. We
recognize the primary factor
responsible for this dramatic
increase in derivative classifica-
tion activity is the burgeoning
electronic environment. The
lack of a universal sampling
method used by the agencies
to collect the data coupled
with a lack of a common
understanding and application
of definitions describing the
data being collected further
complicate the process. These
combined factors clearly point
to the need to recalculate the
baseline figures used for analysis
to account for the implications
of the electronic environment.
Collection of these data would
be governed by a common and
clearly defined sampling
method.?

As Government has become
increasingly dependent upon
electronic methods to do

INFORMATION SECURIT  VERSI

business and communicate, the
techniques used by the agencies
to collect data about the security
classification program do not
take into account the impact of
the electronic environment on
the data being collected. Today,
information once exchanged in
secure telephone conversations
is now being relayed through
secure e-mail. Letters addressed
to a single addressee can now be
copied to hundreds of others
with the click of a button. We
know that some agencies can
now tabulate all classification
actions electronically. What they
have not been able to do yet is
differentiate in that tabulation
each classification decision in
the context of the definition
provided in the instructions® of
the data collection form, the
Standard Form 311, Agency
Security Classification
Management Program Data

(SF 311). For example, if the
secure telephone conversations
now replaced by secure e-mails
were considered in the context
of the SF 311 definition of a
classification decision, it is likely
that many of the e-mails

would not be included in the
collection.

The methods used by
agencies to collect data on their
security classification programs,
as mandated by Executive Order
12958 and prior Orders, vary by

0FFICE

agency. As noted above, some
agencies have the ability to
collect actual data on how many
classification decisions, whether
original or derivative, their classi-
fiers make in a particular fiscal
year. Other agencies, because
they are so large and diverse

in mission and location, use a
sampling method to collect
classification data. Each agency
that uses a sampling method has
had that method approved by
ISOO.

Generally, the methods
involve randomly selecting
one-week time periods in each
quarter of a fiscal year and
requiring classifiers to count the
number of decisions made
during those weeks. Then those
figures are multiplied by a factor,
for example 13 (52 weeks
divided by 4 weeks equals 13),
to arrive at a total for each of the
classification categories listed in
the data collection form, the
SF 311. While the methods used
by the agencies appeared to
have worked well, those same

2 Interim guidance on this topic as
developed will be posted on our
home page.

? A dassification decision, original
or derivative, is a finished product
Jfor dissemination or retention,
regardless of the media.

Today, information once exchanged in secure telephone conversations is now being relayed
through secure e-mail. |etters addressed to a single addressee can now be copied to
hundreds of other with the clck of a button.
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agencies were not satisfied with
the results and looked for better
ways to collect the data.

To assist agencies in this
endeavor, ISOO has also
embarked on a project to
develop guidance for sampling
methods to be used in data
collections for agency security
classification programs. CIA has
already revamped its sampling
method, taking into account the
electronic environment, and
applied it to the fiscal year 2000
collection. We believe that CIA’s
FY 2000 data are probably the
most valid to date. Additional
years of data will help to either
support or disclaim this point. In
any event, the work that CIA has
done will serve as an excellent
beginning to developing a
guideline for use across the
executive branch and will help
in establishing a new baseline
against which future data
collections can be compared.

A common understanding
and application of definitions of
the data being collected are
important aspects of any
sampling method. ISOO has
found that, while definitions for
various terms appear both
in E.O. 12958 and in the
instructions to the SF 311,

CLASSIFICATION

1500 is convinced that the vastly increased use of automated information management systems,

and advancements in technology will continue to affect how information is created, collected,

analyzed, and disseminated,thu affecting the tabulation of dervtive dlssifcation actvity.

agencies do not interpret the
definitions in the same way.

For example, one agency’s
understanding of an original
classification decision is that a
memo or letter could contain
several original decisions.
Therefore, a letter or memo
would not count as one original
classification decision, but would
count for as many decisions as
are contained in the memo or
letter. As part of developing the
guideline, ISOO will need to
address how to reconcile the dif-
ferences in the understandings
and applications of the various
terms used in collecting data
concerning agency security clas-
sification programs, particularly
in the context of the electronic
environment.

The electronic environment
raises many questions about the
characteristics of the classified
information contained in them.
ISOO has noted the problems
that the electronic environment
has posed for the security
classification program in its past
Reports to the President.
Specifically, our FY 1999 Report
said, “ISOO is convinced that
the vastly increased use of
automated information
management systems, and

advancements in technology

will continue to affect how
information is created, collected,
analyzed, and disseminated, thus
affecting the tabulation of
derivative classification activity.”
Clearly, this point is vividly
illustrated in the derivative
classification data reported by
the agencies for fiscal year 2000.
In its guidance development
project concerning sampling
methods, ISOO will try to answer
questions like: When does the
classified information contained
in these systems become
accountable and countable?

Are the e-mail message and any
attachments each considered
separately as an individual action
or classification decision? How
should the baseline be measured
to accommodate electronic
classification decisions in
addition to paper? Answers to
these questions and others will
help to provide a clearer view of
the Government'’s classification
activity in an electronic environ-
ment. Until the guideline and
new baseline are developed,
ISOO expects to provide interim
guidance to the agencies to help
mitigate some of the disparities
in the data being reported.

200 REPORT O THE PRESIDENT




Y

20

DECLASSIFICATION

Declassification

uring fiscal year 2000,

declassification activity within

the executive branch declined
for the second gear in a row.
Nevertheless, declassification
under this Order continued to
exceed the average under prior
executive orders. Instituting two
declassification programs under
E.O. 12958: (1) “Automatic
Declassification,” Section 3.4 of
the Order, and (2) “Systematic
Declassification Review,” Section
3.5 of the Order, has very clearly
driven the increase in declassifi-
cation activity. The “Automatic
Declassification” program began
in mid-October 1995 with the
effective date of Executive Order
12958. Under the “Automatic
Declassification” program,
information appraised as having
permanent historical value is
automatically declassified once it
reaches 25 years of age unless an
agency head has determined
that it falls within a narrow
exemption that permits
continued classification. Fiscal
year 1996 was the first full year
of implementation for this
program.

Started in 1972, “Systematic
Review for Declassification” is
the program under which
classified permanently valuable
records are reviewed for the
purpose of declassification after
the records reach a specific age.
Under E.O. 12356, NARA was
the only agency required to
conduct a systematic review of its
classified holdings. Now E.O.
12958 requires all agencies that
originate classified information
to establish and conduct a
systematic declassification review
program, which is undertaken in
conjunction with the potential
onset of automatic declassifica-

tion. In effect, systematic review
has become an appendage of
the automatic declassification
program, ISOO has collected
data on declassification that does
not distinguish between the two
programs because they are now
so interrelated.

During FY 2000, the executive
branch declassified almost

75 million pages of permanently
valuable historical records.
Although this figure represents a
42 percent decrease from that
reported for FY 1999, it is
important to note that it
represents an increase of 62
million declassified pages when
compared to the average yearly
declassification activity reported

|00 Billion Pages Declassified Fiscal Year 1980-2000

FY 1996-2000:

FY 1980-1995:
257 million pages
(24%)

795 million pages

(76%)

FY 2000:

75 million (7%)

FY 1999:
127 million
(12%) ,

FY 1998:
193 million

(18%) _
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FY 1980-1994:
188 million

(18%) FY 1995:

59 million

(7%)



Number of Pages Declassified by Agency—Fiscal Year 2000

51,667,194

NARA 7,900,000
5,980,420
5,180,000
Treasury 15500,000
Justice 1,265,697
591,388
e& 4804600
NSC \ 72,395
; 6,748
\ 500
Commerce 32
19

TOTAL: 74 644 993

under previous executive orders.
The declassification of so many
pages is remarkable in light of
the many obstacles faced by
executive branch agencies.
ISOO estimates that agencies
have completed work on approx-
imately 68 percent of the pages
subject to automatic declassifica-
tion, either by declassifying or
exempting them. Those records
remaining to be reviewed (an
estimated 526 million pages)
tend to be the later (1975 and
earlier) and more complex and
sensitive bodies of records. Such
records require more time to
review and process. The
“low-hanging fruit,” those
records that are the oldest
and least sensitive, such as

DECLASSIFICATION
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operational records of Army
components created during
World War II, have almost all
“been picked.” Agencies
reviewed these types of records
in their backlog first; now the
more difficult records have
come to the forefront for review.
Consequently, a decrease, such
as we have seen in fiscal years
1999 and 2000, should be
considered as an inherent part
of the declassification process.
However, other factors
outside the process affect
declassification activity. For
example, as reported in ISOO’s
FY 1999 Report to the President,
legislation enacted in FY 1999,
addressing the protection of
Restricted Data and Formerly

Air Force  NIMA DTRA WHS All
{Formerly Others
OSIA/DSWA)

Restricted Data, required
agencies to shift resources
away from the automatic and
systematic declassification pro-
grams to meet the requirements
of the legislation. This legislation
and other special topical
searches mandated by other
legislative initiatives such as the
Nazi War Crimes Disclosure Act of
1998 and the Japanese Imperial
Government Disclosure Act of 2000,
again affected NARA's
declassification program.
NARA'’s pages declassified in
FY 2000 decreased by 57 percent
from FY 1999. In past years
NARA has been the lead agency
in the number of pages declassi-
fied. NARA cites the same
reasons for the decrease in
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FY 2000 as was cited in FY 1999,
namely: (1) NARA reviewers
began the re-review of previously
declassified records to deter-
mine, as required by legislation,
whether these records inadver-
tently contained Restricted Data
or Formerly Restricted Data
under the Atomic Energy Act;
(2) many NARA staff members
who previously worked on declas-
sification were assigned to assist
in the massive transfer of perma-
nently valuable records from the
Washington National Records
Center to the National Archives
in College Park; and (3) those
NARA staff members who contin-
ued to do declassification review
were required by the legislation
pertaining to Restricted Data and
Formerly Restricted Data to
review everything on a page-by-
page basis; in the past as much as
85 percent of NARA'’s declassifi-
cation actions involved sampling
methods. In addition to these
reasons, NARA notes another
factor that has affected their
declassification activity, reviewing
intelligence records related to
the Nazi War Crimes Disclosure Act
of 1998 and the Japanese Imperial
Government Disclosure Act of 2000.
These records, according to
NARA, are “more difficult to
review and take longer to process
than average.”

In the five years that
Executive Order 12958 has been
in effect, over 795 million pages
have been declassified.
Compared to the total number
of pages declassified under
two prior executive orders
(E.O. 12065 and E.O. 12356)
over the course of 15 years,

257 million pages, the executive
branch in the past five years has

more than tripled the number of

pages declassified. For the 20
years during which ISOO has

been collecting data, declassifica-
tion activity within the executive
branch resulted in over 1 billion
pages declassified.

For the second year in a row
DOD led the executive branch in
the number of total pages declas-
sified in FY 2000, accounting for
more than 69 percent of the
total. Although DOD was the lead
agency, it reported a decrease in
its total pages declassified of
35 percent. AID (95%), NARA
(57%), NASA (40%), DOE
(29%), and State (29%) also
experienced significant decreas-
es. Some agencies reported
remarkable increases in their
declassification activity in FY 2000
as compared to FY 1999: Treasury
(9,721%), Justice (96%), CIA
(72%), and NSC (31%). ISOO
commends all of these agencies,
whatever their outcomes in FY
2000, and encourages them to
sustain their efforts.

MANDATORY REVIEW

Under Executive Order 12958, the
mandatory review process permits
individuals or agencies to require
an agency to review specified
national security information for
purposes of seeking its declassifica-
tion. Requests must be in writing
and describe the information with
sufficient detail to permit the
agency to retrieve it with a reason-
able amount of effort. Mandatory
review remains popular with some
researchers as a less contentious
alternative to Freedom of
Information Act (FOIA) requests. It
is also used to seek the declassifica-
tion of presidential papers or
records, which are not subject to
the FOIA. Also, some researchers
are now choosing mandatory review
over FOIA in order to retain the
right of appeal to the ISCAP

(See page 6).

Mandatory Review Pages Processed Fiscal Years 1393-2000
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Mandatory Review Appeals Disposition Fiscal Year 2000

Denied in Full
47%

During FY 2000, agencies
processed 3,039 cases totaling
94,950 pages. The number of
pages processed increased by
5 percent from the previous year.
Both the number of pages and
the percentage of pages
declassified in whole or in part

Granted in Full
22%

Granted in Part

31%

increased, from 84,141 pages
and 93 percent to 90,485 pages
and 95 percent. The percentage
of pages declassified in whole or
in part has remained high under
Executive Order 12958, with this
year’s rate being the highest of
the last five years. While outside

DECLASSIFICATION

factors, such as legislation, have
had an impact on how many
mandatory declassification
review requests can be processed
by the agencies, ISOO believes
that mandatory review remains
a very successful means for
declassifying information.

During FY 2000, agencies
processed 92 appeals that
comprised 2,841 pages. Of
these, 53 percent of the pages
were granted in whole or in
part. The rate is 39 percent
lower than last year. The lower
rate of declassification suggests
three things: (1) Less informa-
tion remains classified following
the initial mandatory review; (2)
more recent records are being
requested; and (3) agencies are
retaining the classification
because the sensitivity of the
information continues to meet
the criteria under the Order.
The lower rate further suggests
that the ISCAP may expect to
see an increase in appeals from
denied requesters.

While outside factors, such aslegislation, have had an impact on how many mandatory

declassfication review requests an be processed by the agencies, 500 believes that

mandatory review remains a vry successful means for declassifying information.
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SECURITY TRAINING AIDS

Security Training Aids

principles, practice, and procedures. Security

education remains more critical than ever.
Familiarizing those who have access to classified
information with the requirements of the
classification system is a major undertaking for
security professionals in both Government and
industry. ISOO continues to explore ways to
coordinate the dissemination of as many security
education tools as possible or to develop them
within the context of budgetary considerations.
For now, ISOO has available a marking pamphlet to
serve as a general guide for use by both original
and derivative classifiers. We have also revised our
popular Standard Form (SF) 312 briefing booklet
by including the Executive Order 12958, reprinting
new legislation that is pertinent to individuals
signing the SF 312, updating the “Questions and
Answers” segment, and including a copy of the
updated SF 312 form (edition date 1/00). ISOO
has also launched a homepage under the National
Archives and Records Administration Web site.

[xecutjve Order 12958 brought many changes in

MARKING BOOKLET

This booklet is a general, illusirated
MI“ ‘ guide on how o mark classified
documents in accordance with the
requirements of Executive Order
12958 and its implementing directives.
Yuthorized original and derivative
classifiers as well as administratve
personnel who prepare classified
documents Gan rely an this booklet
whenever thére is a gquestion aboufithieanarking
ofadassiied document
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SF 312 BRIEFING BOOKLET

This booklet remains popular

with agency and industry security
managers who provide briefings on
the SF 312, “Classified Information

t

Nondisclosure Agreement.” It -
includes the complete text of all the
laws and regulations that must be £

available if requested by someone
signing the SF 312, including the text
of Executive Order 12958, a copy of
the SF 312 and updated answers to the most
frequently asked questions about the nondisclosure
agreement. The revised SF 312 Booklet includes the
latest version of the SF 312 form (edition date
1/00) and the text of new legislation that is
pertinent to individuals signing the SF 312.

THE SF 312 VIDED

This 13-minute video provides an entertaining but
informative approach to answering most of the
questions that employees raise about the purpose of
the nondisclosure agreement and their obligations
under it. It provides an excellent base for an
employee briefing on the SF 312.

EXECUTIVE ORDER 2958 AND
IMPLEMENTING DIRECTIVE PACKET

This packet is a three-hole punched,

shrink-wrapped document that E’:f;fc‘fm
includes Executive Order 12958, its formation:
implementing directive, the And its

enting Directives

President’s Original Classification
Authority designations, and
amendments. Tabs identify each of
these items. They are printed in a very
clear and a very easy to read format.
This is one of the most “userfriendly” versions
of the Order and its related documents.

FOR COPIES OF THESE TRAINING AIDS,
CONTACT ISOO:

Telephone: ........ 202.219.5250
Fax:.............. 202.219.5385
Email:............ isoo@nara.gov
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- Department of Transportation

Byefense Security Service
Defense Special Weapons Agency

Defense Threat Reduction Agency
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Envitommental Protection Asency
Expor-Import Bank

Federal Burean of Invesagation

Federal Communications Conumission
Federal Emergency Management Agency

Federal Mantime Commission

. Federal Reserve Svstem

,General Services Administrataon

Department of Health and Human
Services

Department of Housing and Urban
Development

Department of the Interior
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Appeals Panel

Information Security Oversight Office
International Trade Commission
Joint Chiefs of Staff

Department of Justice

Department of Labor

Marine Mammal Commission
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PFIAR:

SBAL L.

SEC:. ..
SSS: ...
State: . .

Treasury:

TVA:. ..
USDA: .
USIA:. .
USMC:.
USPS:. .
USTR: .

VA:

Merit Systemis Protection Board

cIanomal Archives and Records

velnmistration

MNatonal Acronautics and Space
delministration

Department of the Navy

Mational Incdostrial Security Progsom
Policv Advisory Commatter

MNational Imagery and Mapping Agency
Muclear Regudatory Comymission
Mational Reconnaissance Offce
Natonal Security Apency

Mational Secority Council

Matonal Science Foundation

Office of Administraton, Execurtive Office
of the President

. . k=
Office of the Inspector General, u
Départrment of Delens
Office of Mamagement and Budger

Cffice of Matanal Drog Conwral Policy

. Overseas Private Invesument (ol presration

Office of Personnel Managemens

Office of the Secretary of Defense
On-Site Inspection Agency

Office of Scienece and Technology Policy

Office of the Vice President

. Peace Corps

President’s Foreign Intelligence Advisony
Board

Small Business Administration
Securities and Exchange Commission
Selective Service System

Department of State

Department of the Treasury
Tennessee Valley Authority
Department of Agriculture

United States Information Agency
United States Marine Corps

United States Postal Service

Office of the United States Trade
Representative

Department of Veterans Affairs
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