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AUTHORITY

Executive Order 12958, "Classified Natignal Security Information,” and Executive Order 12829, "Mational Industrial Security
Program.”™ The Information Security Oversight Office (IS00) is a component of the Natfonal Archives and Recards
Administration and receives its polfcy and program guidance from the Mational Security Council (NSC).

MISSION

[300 oversees the security classification programs in both Government and industry and reports to the President annually
on their status.

FUNCTIONS

= Develops. implementing directives and instructions.

= Maintains Tiaison with agency counterparts and conducts on-site inspections and special decument reviews to monitor
agency compliance.
= Develops and disseminates security education materials for Government and industry; monitors security education and

training programs.

Receives and takes action on complaints, appeals, and suggestions.
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Collects and analyzes relevant statistical data and reports them annually, along with other information, to the President.
serves as spokesperson to Congress, the media, special interest groups, professional organizations, and the public.

Conducts special studies on identified or potential problem areas and develops remedial approaches for program improvement .

{40

Recommends policy changes to the President through the NSO,

Provides program and administrative support for the Interagency Security Classification Appeals Panel (ISCAP}.

GOALS

= To hold classification activity to the minimum necessary Lo protect the national security:

{

= To ensure the safeguarding of classified natignal security information in both Government and industry in a cost-
effective and efficient manner.

= To premote declassification and publiec aceess to information as soon as national security considerations permit.,




The White House
Washington, DC 20500

Dear Mr. President:
We are pleased to submit the Information Security Oversight Office’s 1999 Report to the President.

In the fourth year of implementation of Executive Order 12958, the executive branch can again
report achievements in the President’s security classification program. Although Tegisiation
enacted in 1999 caused a decrease in declassification activity within the executive branch, the
program continued to add significantly to the unprecedented number of pages declassified. Further,
agencies reported yet another decrease in the number of original classifiers. Security cost
estimates for FY 1999 remained the same.

[n the declassification program, agencies of the executive branch reported declassifying almost
127 million pages of records having permanent historical value. Combined with the figures reported
for the first three years of the Order's implementation, the executive branch has declassified
almost 720 million pages of records under this Order. This achievement is exceptional. The hundreds
of millions of pages declassified under your Executive order will ultimately serve as an
irreplaceable resource for historians and other researchers for generations to come.

When E.0 12958 took effect inm FY 1996, you called upon agency heads who have original
classification authority to review carefully the number of officials within their agencies to whom
they delegate this authority. Since that time they have responded every year with a reduction in
their numbers. With a further reduction of 57 individuals in FY 1999, we believe that some
executive branch agencies have reached the minimum necessary for effective operations.

While security cost estimates for industry have fluctuated dramatically in the past three years,
in fiscal year 1999 it appears industry is finding its middle ground. The increased sample size
and mix of contractors have provided a more accurate measuremenl of cost estimates for industry.
Industry reported a 14 percent decrease while Government reported a six percent increase; however,
the total figure is below the figure reported in FY 1996.

Notwithstanding these positive trends, we are concerned about the <ontinuing increase in
classification activity. The increase, although lower than last year, appears to be a function of
the reporting of electronic transmissions like e-mail, and the application of data collection
methods rather than actual increases in classified programs. The results of the classified document
reviews conducted by IS00 during the year did not point to anything in particular that would
account for the increase. However, the results did point to a continuing need for agencies to
educate personnel about the security classification system and assess their classified product as
part of their self-inspections programs. Future oversight activities and increased commitment by
the agencies will determine whether this upward trend continues.

Respectfully,
Steven Garfinkel
Director, Information Security Oversight Office
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CLASSIFICATION Year Four

Implementation of the Automatic Declassification
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programs, agencies  declassified 126,809,769 pages of

historically valuable records.
Appendix A: Executive Order 13142 of November 19, 1999,

= Agencies received 3,580 new mandatory review reguests. Amendment to E.O. 12958 34

~ Under mandatory review, agencies declassified in full 61,356
pages: declassified in part 22,785 pages; and retained Agency Acronyms and Abbreviations. . . ............ T {1
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=~ Agencies received 31 new mandatory review appeals.

= 0On appeal. agencies declassified in whole or in part 857
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IMPLEMENTATION OF

THE AUTOMATIC
DECLASSIFICATION PROVISION
OF EXECUTIVE ORDER 12958

Classified National Security Information

BACKGROUND

Executive Qrder 12958, “Classified HNational Security
Information,” signed by President Clinton on April 17, 1995,
and effective on October 14, 1995, marked a radjcal departure
from the secrecy policies of the past. The first crder to revise
the security classification system since the end of the Cold
War, E.0. 12958 included major changes which should ultimately
result in fewer new secrets heing created, and has already
resulted in dramatically more information being declassified.
Fiscal Year 1999 marked the fourth year in which the policies
of the Order were in effect.

The declassification provisions of Section 3.4 contained the
most far-reaching reforms of the new securily classification
system. This section, entitled “Automatic Declassification,”
requires the automatic declassification of most historically
valuahle information that is 25 years old. In the past, these
alder c¢lassified records remained classified indefinitely.
Under E.0. 12958, these same records, including approximately
1.5 hillion pages created over the past 50 years, would be
subject to automatic declassification five years from ths
issuance date of the Order, or April 17, 2000, Executive Order
13142, issuad by President Clinton on November 19, 1999, amended
E.0. 12958, to extend the date of fThe Iimposition of the
automatic declassification provision until October 14, Z001.
For two groups of records, those that contain information
classified by more than one agency and those Lhat almest
invariably contain information pertaining to intelligence
sources or methods, E.0. 13142 extended the date of imposition
of the automatic declassification provision an additional
gightean months, until April 17, 2003. The text of E.0. 13142
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appears as Appendix A Lo this report,

In order to keep information classified beyond 25 years, agency
heads must be able Lo demonstrate that: (L1} Particular information
falls within & narrow exemption teo automalic declassification,
This determination is then subject Lo outside review by an
interagency panel of senier officials; or (2} Particular file
series, fdentified by the agency head and appreved by the
President, almost invariably contain exempted information.

In effect, E.0. 17958 reverses the resource burden. Unlike prior
systems, in which agencies had to expend resources in order to
declassify older information, under E. 0. 12958, agencies must
expend  the resources necessary to demonstrate why older,
historical information needs to remain classified.

PAGES DECLASSIFIED

The data gathered by Lhe Information Security Oversight Office
(1500) for this report reveal that in Fiscal Year 1999, the
ggencies of the executive branch continued to declassify
historically valuable documents in numbers unprecedented before
the issuance of E.0. 17958, In FY 1999, execultive branch agencies
declassified almost 127 million pages of historically wvaluable
records, FExtensive declassification continued in the face of
legislation that now requires the re-review of those records
that have previously heen declassified before bthey are made
available to Lhe public. The purpose of this legislation 15 to
make certain that the declassified records do not inadvertently
contain information classified under the terms of the AlLomic
Energy Act. called “Restricted Data™ and “Formerly Restricted
Data.™ Records classified under the Atomic Energy Act are not
subject to E.0. 12958 or its declassification provisions.

Wnile the number of pages declassified in FY 1999 decreased by
slightly more than one-third from the number of pages
declassified im FY 1998, +the achieved product s still
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remarkable. It took place in the face of an 80% reduction in
the declassified product of the MNational Archives and Recerds
Administration (NARA), brought about by Tegislation which
dramstically slowed the rate of review ab NARA. NARA had
previcusly accounted for more than 0% of the number of pages
declassified throughoul the entire executive branch, As
explained in greater detail in the “Declassification™ section
of this report, the Jlegisiation reguires @ page by page
declassification review and a re-review of documents already
declassified in order to search for dinfeormation that might be
classified under the Alomic Energy Act. Cn a wvery posiktive
note, the Department of Defensze, led by the Departments of Nawy
and Army, declassified almost 80 millfon pageés of permanently

977 MILLION PAGES DECLASSIFIED
during fiscal years 1980 - 1999
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valuable records in FY 19599, an increase of more than 10 milliaon
pages from FY 19%8. DOD's total represents &3% of the Lotal
number of pages declassified in FY 1999,

Puring the first four years that E.0. 12958 has been in effect,
the agencies of the executive branch have declassified
approximately 720 million pages of permanently wvaluable
records. In FY 1995, afler the President had signed Lhe Order
but before it went into effect, an additional 6% million pages
of permanently valuable records were declassified. Since 1500
came into existence in late 1978, and began collecting and
analyzing data beginning with data for Fiscal Year 1980, it has
reported the declassification of permanently valuahle records
totaling 9¥7 million pages. 0Of that total, 789 million pages,
or mare than B0%, have been declassified since the President
issued E.0. 12958 in April L9865,

FILE SERIES EXEMPTIONS FROM AUTOMATIC
DECLASSIFICATION

There was no new activity in this area during FY 199%9. For a
wrap-up on this subject, please refer to 1300°'s Report to the
President for FY 1998. [500 estimates thal approximately #0%8
millien pages have been exempted to date from automatic
declassification, including aTmost 187 million pages covered by
a file series exemptian.

INTERAGENCY SECURITY CLASSIFICATION
APPEALS PANEL

During FY 1989, the ISCAP continued to be an avenue for positive
change on the cuthing edge of what information should be
declassified. For more detailed information on the 1SCAP, please
refer to page 7 of this report.




LOOKING AHEAD - THE NEAR TERM

Positive Signs

“~ Tn spite of increasing obstacles, he agencies of the
executive branch continue to  declassify unprecedented
numbers of records of permanent historical value.

=~ Fach of the major classifying agencies has in place an
infrastructure for systematic review for declassification,
something that almost none of these agencies had when E.QO.
12958 was jszued.

= The {ssuance of E.0. 13142 offers a more realistic time frame
for the completion of declassification rewiews undertaken
hefore the onset of automatic declassification.

= Coordination and communication among the classifying and
declassifying agencies continue to increase and improve,
including efforts to prepare for the review of records
containing more than one agency's classification equities.
To further assist agencies in this area, 1500 issued the
uniform referral standard on September 13, 1993, This
amendment to 1500 Directive WNo. 1., which was developed and
approved by an interagency group, provides guidance on how
to handle multi-agency declassification issues,

Negative Signs

=~ Declassification, heretofore a subject of broad bipartisan
support, has  increasingly been adversely affected by
partisan politics.

= Declassification activity remains so prolific that it
exceads the ability of agency systems and resources o
process the records for public access, and the ability to
advise other agencies and the public aboul what information
has been declassified.
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=~ |ittle progress has been achieved in actually declassifying
records which contain more than one agency's classification
equities, and many of the records Lhat remain to be reviewed
have multi-agency equities.

= An estimated &172 million pages of records subject to
automatic declassification at the initial deadlines remain
to be reviewed,

LOOKING AHEAD - THE LONG TERM

While the continuation of the declassification policies of E.O
12958, or a close variant of those policies, clearly remains in
tha national interest, whalever happens cannct destroy the
unprecedented success of the Order’s first four years. The
hundreds of millions of pages declassified during this time will
ultimately serve as an irreplaceable respurce for historians and
other researchers for generations to come. Moreover, the abilily
of the executive branch to protect information in our national
security interest will have been enhanced by the massive
reduction in the number of documents that are no Jonger
sensitive but remained unnecessarily classified. The policies
of E.0. 17958, and the agencies' Jdmplementaticn of those
policies, have begun the creation of a Tegacy for the pecple of
the United States - a legacy that we can hope will be maintained
and expanded upon in the future,




INTERAGENCY SECURITY

CLASSIFICATION APPEALS PANEL

Authority
Section 5.4 of Executive Order 12953, "Classified National
Security Information.”

Functions
(1) To decide on appeals by authorized persons who have filed
classification challenges under Section 1.9 of [.0, 12958,

20 To approve, deny or amend agency exempbions from automatic
declassification as provided inm Section 3.4¢d) of E.0, 17958,

(3} To decide on mandatery review appeals by parties whose
requests fer declassification under Section 3.6 of E.0. 172955
have been denied at the agency level.

Members
Roslyn A. Mazer, Chair
Department of Justice

Jennifer A, Carrano
Intelligence Community

Michael J. Kurtz
National Archives and Records Administration

William H. Leary
National Security Counci)

J. William Leonard
Department of Defense

Frank M. Machak
Cepartment of State

Executive Secretary
Steven Garfinkel, Director
Information Security Oversight Office

Support Staff
Information Security Oversight Office

SUMMARY OF ACTIVITY

The President created the Interagency Security Classification
Appeals Panel (1SCAP) under E,0, 12958 to perform the critical
functions noted above, The ISCAP, comprised of senjor level
representatives appointed by the Secretaries of State and
Defense, Lhe Altorney  General, the Drector of  Central
Intelligence, the Archivist of the United States, and the
Assistant to the President for National Security Affairs,
Began meeting in May 1996. The President designates its Chair,
the Director of 1500 serves as jts Executive Secretary, and I500
provides its staff suppert.

To date, the majority of the [SCAP's efforts have focused on
mandatory declassification review appeals. Viewing the totality
of ity decision docket from May 1996 through September 159%,
the ISCAP has decided appeals seeking the declassification of
151 documents that remained fully or partially classified upon
Lhe completicon of agency processing. OFf these. the [SCAP
declassified information in 83% of the documents upon which Jt
nas wvoted (82 documents in full, B4%: 44 documents in part,
29%). The ISCAP has woted to affirm the agency's classification
ackion fully for 25 documents (17%). ISCAP actions to date
illustrate how faithful application of the declassification
standards for 25-year-old dnformation results in access to
historical ly valuable records. Several examples of portions of
the documents declassified by the ISCAP during the past year
are reproduced on the following pages.
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EXAMPLES OF

DOCUMENTS DECLA

CRET SENSITY
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SSIFIED BY ISCAP
during 1999
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disarmament might initially freeze the military picture,
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xingdom, USSR and United States.”

(00 report regasding e Conference of the Ten-Nation Committee on Disormament, doted August 9, 1940,
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INTERAGENCY SECURITY CLASSIFICATION
appeals panel

54% declassified in full
(82 documents)

4 database of decisions rendered by the ISCAP is available from
1500 on diskette. The database is maintained in Microsoft Access
6.0, Documents declassified by the ISCAP are usually made
available through the entity that has custody of Lhem, often a
presidential library.

For copies of the [SCAP's bylaws, its decision database, or for
assistance in identifying and requesting copies of the documents
discussed in this section, please contact the ISCAP Staff
at T1500.

Telephone: 202-219-5250
Fax: 202-219-5385

E-mail: iscap@archi.nara.gov

INFORMATION SEcURITY OVERSIGHT OFFICE




O i Tt 3 — i 3 T

ni lua ! -

SECURITY CLASSIFICATION:

What does it cost?

The security classification pregram is now in its fifth year of
reporting costs for both Government and industry. Congress first
requested security classification cost estimates from the
executive branch in 1994. The Office of Management and Budget
reparted Lhose cost estimates Lo Congress while working with
agencies to develop better sampling methodology for future
years. In addition, IS00 is tasked through Executive Order 17958
to report these costs to the President. Executive Order 12829,
“*National Industrial Security Program,” also reguires that
industry or contractor costs be collected and reported by [S00
to the President.

Until the Tast few years, the cests for the sscurity
classification program Wi deemed non-guantifiable,
intertwined with other somewhat amorphous overhead expenses,
While many of the program's costs remain ambiguous, 1500
continues to monitor the methodology wsed to collect the cost
estimate data. Requiring agencies to provide exact responses to
the ¢ost cellection effprts would be cost  prohibitive,
Consequently, 1500 relies on sampling. The measurements of costs
of  the security classification system will be estimates.
Nevertheless, by maintaining stability in methodology, [500
should gain over time a good indication of the total cost burden
and its upward and downward trends.

GOVERNMENT

The data presented below were collected by categories based on
common definitions developed by an executive branch working
group. The categories are defined below.

Personnel Security: A series of interlocking and mutually
suppoerting  program  eTements  that dnitially establish a
government or contractor employee's eligibility, and ensure
suitability for the continued access to classified information,

Physical Security: That portion of security concerned with
physical measures designed fo safeguard and protect classified
facilities and information, domestic or foreign,

Information Security (Includes three sub-cotegories):

Classificalion Management: The system of administrative
policies and procedures for ddentifying, controlling and
protecting from unauthorized disclosure, classified
information, the protection of which i3 authorized by
executive order or statute. Classification management
encompasses  thoze rescurces used to didentify., control,
transfer, transmit, retrieve; inventory, archive, declassify
or destroy classified information.

Declassification: The authorized changs in the status of
information from classified dnformation to unclassified
information, Tt encompasses those resources used to identify
and process information subject to the automatic, systematic
or mandatory review programs authorized by executive order
or statute,

Information Technolegy Systems (Automated Information
Systems (ALS) or Information Technology Systems Securify):
Measures and controls that ensure confidentiality, Tntegrity,
and availability of the information processed and stored by
a computer or information technology system. It can include,
but is not 1imited to. the provisien of all security features
needed too provide an accredited system of protection for
computer hardware and software, and classified information,
material, or processes in automated systems.




Professional Education, Training and Awareness: Ihe
pstablishment, maintenance, direction, support and assessment
of a security training and awareness program; the certification
and approval of the training program: the development,
management, and maintenance of training records; the Lraining
of personnel to perform tasks associdted with their duties; and
qualification and/for certification of personnel before
assignment of security responsibilities related to classified
information.

Security Management and Planning: Development and
implementation of plans, procedures and acticns Lo accomplish
policy requiremants, develop budget and resource requirements,
oversee organizational activities and respond to management

requests related to ¢lassified information.

Unique Items: Those department or agency specific activities
that are not reported in any of the primary categories but are
nonetheless significant and need to be included.

Because of expressad interest in the declassification programs
established under Executive Order 12958; 1500 also requested
agencies to identify that portion of their cost estimates in
the category of information security/classification management
that was attributable to their declassification programs. For
FY 1999, the agencies reported declassification cost estimates
of $233.186.266 or 6.1 percent of Cheir total cost estimates.

The tLotal security c¢lassification costs  estimate within
Government for FY 1999 s 323,797 520,901, This figure represents
estimates provided by 35 executive branch agencies including the
Department of Defense, whose estimate incorporates the National
Foreign Intelligence Program, 1L does nol include, howaever, the
cost estimates of the CIA, which that agency has classified.
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GOVERNMENT SECURITY

CLASSIFICATION COSTS ESTIMATE
fiscal year 1999
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INDUSTRY

A joint Department of Defense and industry group developed a
cost collection methodology for those costs associated with the
use and protection of classified information within industry,
Because industry accounts for s costs differently than
Government, cost estimate data are not provided by category,
Rather, a sampling method was applied that included volunteer
companies from four different categories of facilities. The
categery of facility is based on the complexity of security
reguirements Lhat & particular company must meet in order Lo
hold a classified contract with a government agency.

[he 19499 cost estimate totals for industry pertain te the twelve
month accounting period for the most recently completed fiscal
year of each company thal was parlt of the industry sample. For
most of the companies included in the sample, [December 31, 199%,
was the end of their fiscal year. The estimate of total security
costs  for 1999 within  industry was $1,228,839.000. The
Government cost estimate shows a modeslt six pércent increase
above the cost estimate reported for FY 1998, Industry, on the
other hand, reported a 14 percent decrease in its cost estimate.
The total cosh estiméte for Government and industry for 1999
remains the same at 35 billion.

The increased cost estimates for Government appear to resull
from the -agencies' ability to estimate these costs more
accurately rather than any new programs. The Unigue Items
category seems to reflect this the best, given the dramatic BB
percent decrease from FY 14998, The relatively low increase is
reflected in all the categeries except. unique iftems, as just
noted, and security management, which dropped for the first time
since cost data have been collected,

With respect to the decrease In conlractor costs, this year's
estimate appears to be the middie grownd for industry. The wide
variations between the years 1996 through 1998 are not reflected
in the 1999 estimate of §1.2 billign. The current estimate was
based on sampling from a larger pool of companies than used in
the past four years. Almest 86 percent 'more companies
participated in the collection in 1999 than in 1998. Again, the

®
-

larger sample tends to suggest greater accuracy. [f appears
the Department of Defense, the Executive Agent for the
Natignal Industrial Security Program, was correct in  its
assumption that a larger mix of small and Jlarge companies
reporting data would provide a better sample. 1500 expects that
future estimates will continue to inglude the Targer mix of small
and large companies, which appears to yield the mest realistic
data reported to date in what remains an evolwing process.

COMPARING TOTAL COSTS FOR
GOVERNMENT AND INDUSTRY

N BILLIOHS fiscal years 1995-1999

6._

e 1995 1994 1997 1998 1999

= T07AL 5.4 5.2 1.1 § 5
B GOVERNMENT 2.7 Th 34 ib 18
W INDUSTRY 29 16 493 14 1.2




CLASSIFIED

DOCUMENT REVIEW

During 1999 1500 began a series of classified document reviews
at selected agencies as part of fulfilling fits oversight
responsibilities. Classified document reviews are not new fo
1500 or executive branch agencies. lUnder the prior executive
order, E.0. 12356, they became an integral part of I[S0D's
oversight. So much so, that Executive Order 12958 ipcluded a4
requirement that agencies incorporate “the perfodic review and
assessment of the agency’s classified product” into their self-
inspections programs. Reviewing and assessing the classified
product of an agency provide important insights into the status
of its security classification program. How well an agency 15
implementing the classification and marking reguirements of the
Order becomes readily apparent in a classified decument review,
Most important, of course, 1s the opportunity to assess whether
infarmation is being classified unnecessarily. Also, finding
numerous errors in marking on documents could suggest that an
agency has not educated its c¢lassifiers about the {rder’s
requirements. Consequently, classifiers are applying markings
without bthe proper knowledge and understanding of the system,
& classified document review can also suggest a need for policy
guidance or change. If a sample of classified documents includes
a large number of ariginal classification decisions, for
example, it may suggest a need for an agency to develop @
security classification guide to provide consistency and
uniformity to its classified product. Further, document reviews
have potential wvalue in  reminding classifiers that their
Jjudgments may he challenged. This may help Jmprove
classification practices and keep abuses in check.

Classified document reviews have Timitations, which must be
taken into account when assessing the data presented here.
First, [I500 <does not clsim that the sample 35  fully
represantalive of the universe of ¢lassified documents. In fact,
IS00 has doubts whether it is ewen possible to construct a
sample that is fully representative, particularly since Lthe
amount and rature of classified information generated tends Lo
ebbr and flow with world events. Second, most of the documents
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in the sample were created within headquarters units, rather
than within field units. Third, intelligence comnmunity agencies
are more than propertionally represented; their classified
product constitutes 61 percent of the sample. And., finally,
almost all  the documents examined were created since the
effective date of the Order (October 14, 1995), and are
maintained in actiwve files. Logically, and From [50075
experience, there is a wvery significant difference in the
national security sensitivity between recent documents and
those that have remained classified in inactive files for a
nunber of years.

Another factor merits consideralion. I1S00 has summarized €S
findings for this report Lo present a clearer picture af the
classified product as & whole. When broken down by agency,
however, the variation in results is often considérable. For
example, a few agencies accounted for a  substantially
disproportionate share of the discrepancies described below,
while the classified product of a few others revealed very few
or ng discrepancies.

Three teams. of three program analysts reviewed 3,106 classified
documents at eight agencies during 19989. These agencies are
1isted ab the end of this section. Each agency received an
individual report on the results. Here, I[S00 combines the data
from these eight agencies to Teok at the total sample in terms
of the classification of each document; that is, the type of
document, its.  classification lewvel, the basis  for
classification, and the assigned duration of <lassification.
Next, 1500 discusses the discrepancies in classification and
markings. To promote consistency in Lhe recording of data and
the interpretatien of the results, I500 analysts work with a
aumber of definitions for discrepancies, These appear with the
chart on discrepancies.




TYPES OF DOCUMENTS

Of the 3,106 documents [500 reviewsd in 1999, 264 were cables
or messages; 1,826 were memoranda and letters: and 1.016 were
other types of documents, such as reports., presentations,
e-mails, point papers, or studies. AL some agencies the teams
reviewed classified documents in electronic form.

TYPES OF DOCUMENTS

Memos/letters
599%

CLASSIFICATION LEVELS

By level of classification, 286 of the documents were classified
Top ‘Secret; 2,049 Secrety amd 771 Confidential. It g
interesting to note, although perhaps coincidental, that the
proportional breakdown in ¢lassification Tevels is very similar
to the data collected from the entire executive branch discussed
in the Classification section of this report.

CLASSIFICATION LEVELS

Secret
66%

CLASSIFICATION BASIS

AT classified documents are required to note the bhasis for
classification, original (Classified by} or derivative (Derived
framl. Executive Order 12356 did not require electronically
Lransmitted information to indicate  the  bhasisg for
¢lassification and when such a document did not contain the
information, it was not considered a discrepancy. Under the
current  system, when this information is  absent from
electronically transmitted information, it is considered a
discrepancy. Requiring the basis for classification regardless
of media on all Lypes of information recoaonizes the impact of
the electronic environment on classified information. No matter
what form that classified information takes, it is important
Lhat the identifying informalion concerning classification be
complete. Of the 2,832 documents in the sample for which the




classification basis Was known, 787 were original
classifications and 2,045 were derjvative classifications. Df
these derjvative classifications, 1,517 (74%) were classified
on the basis of a classification gquide; 409 (20%) were based on
multiple sources: and 119 (&%) were based on a single source.
The 274 documents for which the basis of c¢lassification was not
known were considered errors and are included in the discrepancy

calegories noted below,

CLASSIFICATION BASIS
based on total 2,832
for which the Classification Source was known

Derivative
72%

Original
28%

DURATION OF CLASSIFICATION

Classifiers must determine & time frame for the protection of
information as part of Lhe classification process. Under L.O.
12958 there are three possible outcomes: Fiest, if applicabie
to  the duration of the dinformation's national security
sensftivity, information should be marked for declassification
upon a specific date or ewvent, Second, 7f the original
classification authority could not determine an  earlier
specific date or event for deciassification, information should

T
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ordinarily he marked for declassification 10 years from the date
of the original decision. Third, if Lhe specific information
falls within one ar more of efghl categories, the classifier
may exempt it from declassification at 10 years. For records
having permanent value, this will result in the Jinformation
within them being subject to avtomatic declassification al 25
years. In derivative classification, the classifier must carry
forward the duration specified in the source document. The
indefinite duration marking used under Executive Order 12358,
*Originating Agency's Determination Regquired™ or “0ADR." was
eliminated with the issuance of LC.0. 12958. However, source
documents with this marking may be wused in derivative
classifications, Consegquently, E.0. 12958 provides a means to
cite such a document and still provide a time frame for
declassification. When a document is classified derivatively
from a source documenti{s) that contains the instruction "0ADR,™
the derivative classifier shall carry forward the fact that the
source document(s) was marked with this instruction; and the
date of the source document(s). The date serves as Lhe starting
poinl for the 25-year declassification. “0ADR™ may not be cited
when the source document is dated later than October 14, 18395,
the effective dale of Executive Order 129%8. Generally, the
instruction would Took 1ike the following:

Declassify an: Source marked “0ADR.™
Date of source: October 20, 1990.

0Ff the 3,106 documents in the sample, 953 were marked with a
date or event 10 years or less from the date of aoriginal
classification:; 1,509 documents were marked 4s exewnpt from 10
year declassification; 427 documents correctly
“Originating Agency's Determination Required” (OADR), including
the date aof the source document; and 217 documents did not
indicate the duration of classification and are included among
the discrepancies listed below. 1500 noted 14 documents that
were marked as exempt from 10 year declassificatien but sheould
have cited & date or event 10 years or less from the date of
orfginal classification. These are also cited as discrepancies.

clited




—

DURATION OF CLASSIFICATION

Exempt from 10 years
48%

Source mﬁrked
OADR | 73,
14% . '

Not indicated

DISCREPANCIES

The 1,178 discrepancies identified in these documents represent
g error rate of 38 percent. This rate is obtained by dividing
the number of discrepancies by the number of documents rewviewsd.
It should be kept in mind, however, that some documents had more
than ane discrepancy {B38) while others did not have any
(2,.268), While this rate is much too high, 1500 had anticipated
such a finding. This was based upon past experience with
document reviews, and given Lhe fact that Executive Order 12958
is relatively new and includes new marking reguirements. In
fact, this discrepancy rate is slightly Tess than IS00 reported
when E.0. 12356, E.0. 12958's predecessor was relatively now.

It is important to enswre that documents do not  become
unnecessarily classified or improperly marked. As part of its
oversight activities, 1500 has emphasized that errors involving
clear-cut averclassification, the absence of declassification
instructions, the improper application of & time frame for the
protection of classified information., the failure to cite the
classification source, and the Tack of portion markings damage

@

the integrity of the «classification system, Unwarranted
classification is an abuse of the system that results in a Toss
of credibility and misuse of resocurces. The cost of managing
classified information emphasizes the need to apply the
classification stamp judiciously, The absernce of
declassification instructions or incorrect declassification
instructions multiplies every time one of these documents is
used as a4 source of classification in the derivative process,
and creates an additional barrier when declassification -and
public access are warranted. Citing “Source marked 0ADR. Date
of Source™ with an incorrect date of source further confuses
and complicates the process. Citing the classification source
provides the means Lo Lrace a classification decision to its
origin. Omitting it eliminstes this option. The absence of
portion markings also inwites error in the derivalive process
by potentially causing needless and unnecessary classificaltion
of information.

The discrepancies indicate thal agencies are sti11 grappling
with some of the new marking reguirements of E.0. 12958,
However, the discrepancy rate of the documents reviewed by 1500
is weighted toward errors that are Tess serious than those noted
gbove. For example, E.Q., 12958 requires agencies to use a
“Berdved from” line on derivatively classified documents. Under
E.0, 12356, the “Classified by"™ line was used on both originally
and derivabively classified documents. Further, agencies are
experiencing problems with how Lo properly cite & source
document that is marked with "0ADR™ on the "Declassify on” Tine.
Given how long classifiers had been using the "Classified by”
lTing egnd "DADR.™ 1t is understandable why these discrepancies
represent. the majority of the discrepancies Found. 00d habits
are hard to hreak. While IS00 s concerned about the
overclassification discrepancies, we believe they are a result
of @ lack of attention to detail rather than a blatant disregard
for the standards and reguiremenis for classification and
marking. Clear-cut overclassification represented less than one
percent. of all discrepancies found.



DISCREPANCIES
based on total of 1,178 discrepancies

30%

19%

18%

16%

8%
2%
2%
1%

1%
J6%
H8%

59%
25%
A7%

percentages by category

Declassification: 353

Morking: 225

Portion Morking: 213

Derived from Line: 187

Original /Derivative: 100

Reason Line: 20

Classified by Line: 20

Questionable Overdlossification: 17

Duration: 14
Ml.l"iple Sources: 9
Clear-cut Overclassification: 8

Partial Overclossification: 7
Undergraded: 3
Overgroded: 2
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definitions

Overclossification: (o) Oeorwut: The information in the document does nol meet the standards necessary For dassification;
1) Questionohle: While the question of meeting dossificotion stondards is arguable, dassification does not appenr fa be necessery 1o
protect our national security! {c) Partial: & portion(s) of the document oppenrs to be unnecessarily cossified, although the overall

clossificetion of the document & correct.

Overgraded: All or some of the informatian in the dacument oppeass o be dlossified a1 o higher level than justified
Undergraded: All or some of the information in the document oppears to be clossified ot o lowsr level than necessary,
Unautherized Classifier: The dotument appears 1o bove been dassified by sameone not autharized to do so.

Dedossification: The decument oppenrs to hove improper or incomplele decssification instucions o no dechssification
instructions. The “Declossify on” fine should comtoin ona of the following: (1) date o event: (21 o date that is 10 years from the dote
the informafion/decument wos created: o {31 ane of the exemplion cotegories under section 1.6(d} of the Order [eg, X1, K2,
through %8 or Domage Relotions {X6). In the cose of o derivative action, the fallowing onnetotion would be wsed if the souree
document is marked OADR: “Declossify on: Source document marked “OADR” Dote of Source ol

Duration: The durntion of cossification &5 exempted From the 10-year declossification when o specific dite ar event, o indude the
10 year instruclion, dppeors mo rensonuble,

Original /Derivative: The document is marked wod 1reated as an ariginl clussification action although he dassilied information
eppents fo be derived fram a guide or other sourcels).

Reason Line: An originelly dassified document does nat inchude the “Reoson for Classificotion” or it dites an incorred categary
fram section 1.5 of the Oider. A derivatively clossified document daes not require the “Resson” fine. However, if it is included, it
must be corriad aver from the source dociment

Clossified by Line: The document foils to cite the Griginal Clossificotinn Authority by nome or pessonal identifier and position,
IF the identification of the ariginsting agency or office & nat opparent on the face of the document, it should be listed below
the pasition.

Derived from line: The dotwment includes, impropecly, the “Clossified by line or it faiks lo cite or <ites improperly the
tassification souere, The line should indude type of document, dolz of documant, subject, and office/ogency of arigin.

Marking: The documen! appears 1o have improper dassification morkings or ficks required morkings, e.9., everall dussification
morking is not used ar documents fransmitting dlussified meterial/information do nat intlude the opprogrinte annotations. This does
nat indtude morking error more specifically intluded under another discrepancy wategary.

Portion Marking: The dowment appeors fa lock reguired porfion morkings.

Multiple Sources: The official file topy of the dorument cites “Multiple Sources” as fhe hasis far dassification, bul does not list
these sources. When procicabls, this list should b included in or with-oll copies of the derivatively elossified document.

Distribution: The document appears ta permil its distribution beyord dlear *need-to-know” requiremants.




electronic environment, While the computer nonitor may show a

b Further complicating the classification process 95 the PARTICIPANTS
|

classified document with all the required markings, the paper Participants No. of Documents
product may not, at least in terms of identifying information &ir Force 159
concerning the classification of the document. Some of the 1500
teams reviewed classified documents by computer. There were some Army 317
instances where the documents appeared to be classified on the CIA 584
computer screen, bul when printed on paper were not. Discussions
; with agency security personnel revealed that this was a functicn FBI 512
; of the software. In ancther instance, the hard copy of a Navy 167
| document taken from the computer had an overall classification
marking at the top of the first page of the document and then HRED 324
! at the bottom of the last page of the document. The pages in .
: ! 2 ; : HSA 462
between did not contain the overall marking. The computer
monitor probably showed clearly the averall marking on each N5 586

page, However, if & hard copy fs printed, then each page
requires overall classification markings.

, Agencies will need to be wigilant with their information by
ensuring that, whether the information is in electronic form or
paper, 1t contains all the identifying information necessary to
determine whether it's classified or not and how it fits into
Lhe agency's records management system. Further, as we in
Government continue to move to the "paperless™ work environment,
it i5 dincreasingly dmportant that the electronic environment
designate very clearly what is and 15 not classified, such that
it is apparent to any user of an electronic system. Consistency
between Lhe electronic and paper environments 75 absolutely
essential, I500 believes the combination of security education,
self-inspections programs &nd, most importantly, top and senior
management support will help to ensure effeclive management of
classified information. IS00 will continue to work with agency
officials to help make this a reality.




CLASSIFICATION

ORIGINAL CLASSIFIERS ORIGINAL CLASSIFIERS
fiscal year 1999

Original classification authorities (0CAs), also called original

classifiers, are those individuals designated in writing, either 4000 3,846
by the FPresident or by selected agency heads, to classify —
information in the first instance. Under Executive Order 12958, 3500 jrem—
only original classifiers determine what information, if S
disclosed without authority, could reasonably be expected Lo 3000 - R
cause damage to Che national security. Original clessifiers must [E—
also be able to identify or describe the damage. VSO e — a0
[ ———"~} = |
For fiscal year 1998, the npumber of original cilassifiers —— —
throughout the executive branch was 3,846, which represents a 2000 — — —
5 . % th = [I=——rs} - |
reduction of 57 classifiers from the previous year.™ This pre— —
figure, for the ninth consecutive year, represents the lowest 1500
. . i e || L oL u . (L= r L2 . I —
number of original classifiers ever reported by 15000 1500 _' r—
continues to believe that Executive Order 12958's requirement 1000 — m— pliclt; —— )
that agency heads carefully scrutinize and re-jssue delegalions e e —
of wariginal classification authority has. been the Tlargest 300 — W R— 260
centributing factor to this decrease. This review, taken 1in =y —— —— —
— — e . | — [ —

=

conjunction with the widespread use of classification guidance TOTAL Top Secret Sttt Corfidential
(582 "Derivative Classification,” bEelow) in an  automated
emyironment, has revealed a reduced need for OCAs  fer

operaticnal needs. In I1500°s view, some agencies have reached Arather factor that may eccount for the reduction in the number
a level in the number of original classification authorities of griginal classifiers is the consolidation and reorganization
that seems reasonahle for the conduct aof their missions, of several agencies. These organizational changes include
Nevertheless, some of the Targer agencies that had comparable combining the functions of the Arms Control and Disarmament
classification activity. but many more original classification agancy and the United States I[nformation Agency within the
authorities, could reduce the number of original classificatian Department of State ang the emergence of ‘the Defense Threat
authorities without negatively affecting operations through Reduction Agency from a consolidation of the Defense Special
increased use and development of ¢lassification guidance. Weapons Agency, the On-Site Inspection Agency and several

companents of the Office of the Secretary of Defense. Although
meither State nor DTRA sprcifically mentioned a reduction in
criginal classifiers for fiscal year 1993, reductions were noted

* Thid {5 the second censecutive year thal OSUCP did not report 195 data to (500, just by the absence of data from the affected agencies. Future

herelore, the reported sumber does not include Tive O0A° S previowsly reported to 1500 atintical re - r e Tt I e
; ] o LE L TUrE T

by thiz pffice. Hor do: the other data reported here include those for DROCP, which has shakiEuvies E_|]f'JT't'| He _r‘l.“" rER L and B W FIFLWH.EL Hrihe

historical ly reported data that are sof quantitatively sigaificant. I1'.-51gh1: concerning the impact of these C'?"EIG!'IIZEILIUI'Id] L'hﬁHEIL‘S~

ff%‘.--‘
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In fiscal year 19949, agencies reported minor decreassas in the
number of original classifiers for the Top Secret and Secret
classification levels. Inexplicably., 0OCAs at the Confidential
Tevel increased 6 percent overall, due in Targe part to an
increase in DOD. As in fiscal yesr 1998, 00D reported small
decreases in the number of Top Secret and Secret original
classifiers; however the mnumber of Confidential ariginal
classifiers increased significantly., up 35 percent from last
year, Overall, DOD reduced its OCAs by two percent. For the
second year in g row, the Department of State reported the same
number of original <lassification authorities. State has not
decreased its 0OCAs since fiscal year 1997, Whether the
consolidations in 5tate and DOD have any impact on the number
of DCAS will be of particuiar nterest in the fiscal year 2000
reporting: I500 wishes to recognize the efforts of Commerce,
the Export-Impart Bank and the USTR for reducing the number of
OCAs al the Confidential Tevel. USTR also reduced the number of
OCAs at the Secret level, as did DOE. While most agencies are
reducing the number of O0CAs, 1500 noted, with concern, that two
agencies, OMB and KWRC, hayve experienced an jncrease of 67
percent and 39 percenl respectively, from fiscal year 1998, The
original classification activity of these agencies for fiscal
year 1999 does not appear to support such an increase. [500 will
monitor this aspect of these and other agencies® programs
through its oversighlt activities.

ORIGINAL CLASSIFIERS
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ORIGINAL CLASSIFICATION

Opiginal classification is an initial determination by an
authorized classifier that dnformation requires extraordinary
protection, because unautheorized disclosure of the information
could reasonably be expected to cause damage to the national
security. The process of original classification ordinarily
includes both the determination of the need to protect the
information and the placement of markings to identify Lhe
information @5 classified. By definition, ariginal
classification precedes all other aspects of the security
classification system, e.g., derivative classification,

ORIGINAL ACTIVITY
fiscal year 1999
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safeguarding, and declassification. Therefore, 1500 often refers
to the number of original classification decisions as the most
important figure Lhat L reports.

For fiscal year 1999, agencies reported a total of 169,735
orfginal classification decisions. This figure represenbts an
increase  of 24 percent  owver the number of  aoriginal
classification decisions reported in fiscal year 1998, By
classification level, Top Secret decreased by 7?6 percent., while
Secret increased by 38 percent. Confidential decreased by one
percent, A review of original classification activity under
E.0. 17958 does not show a steady trend. During fiscal year
1997, the second full year of dimplementation of the (Order,
original classification activity increased by &1 percent, while
fiscal year 1998 saw a8 decrease of 14 percent. The 24 percent
increase for fiscal wyear 1999 may be a function of tThe
requirement to review and 1ssue classification guides.

ORIGINAL CLASSIFICATION LEVELS
fiscal year 1999




Three agencies-000, Jostice, and State-now account for 98
percent of all orfginal classification decisions. DOD reported
a total of 87,997 ariginal classification decisions, which
represents a 57 percent increase from the previous year. It is
not clear whether this is a signal for DOD to develop new
classification guides or whether the increase represents unigue
events from [0D operations.

For the third year in a row, dJdustice alse reported an increase.
The dncrease from fiscal year 1998 was 7 percent. This is
significantly Tower than lasl year’s increase of 29 percent.
state registered & 1 percent increase. [S00 continues to believe

ORIGINAL ACTIVITY BY AGENCY
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securily classification guides will help reduce the number of
State original classification decisions and authorities.

several agencies with smaller security classification programs
reported marked decreases in the number of aoriginal
classificatien decisions. In particular, 1500 commends OVP,
ALD, USTR, O5TP, Treasury, and MSC, which reported decreases of
42 percent, 31 percent, 28 percent, 20 percent, 18 percent, and
3 percent, respectively.

As part of the original classification process, the classifiers
must determine & time frame for the protection of the
information., This is commonly called the “duration” of
classification. Executive QOrder 12358 creates three possible
outcomes &t bthe time of ordiginal classification. First, if
applicdble to the duration of the Jinformation's national
security  sepsitivity, infermation should be marked for
declassification upon a specific date or event. For example, a
classifier could determine that the informalion's sensitivity
Will lapse upon the completion of a particular project. The
event would be noted on the face of the document, and when the
project had been completed, the information would automatically
be declassified, Secend, if the original classification
authority could not determine an earlier specific date or event
for declassification, information should ordinarily be marked
for declassification 10 years from the date of the criginal
decision. Third, if the specific information f&lls within one
or more of eight caltegories, the classifier may exempt it from
declassification at 10 years. In almost all instances, this will
result  in the dnformation being subject to automatic
declassification at 25 years. The indefinite duration marking
used wnder E.0. 128568's predecessor, Executive Order 12356,
"Originating Agency's Determination Required” or “DADR."™ was
eliminated with the issuance of E.0. 12958,

During fiscal year 1999, classifiers chose declassification
upan a specific date or event Tess than 10 years, or upon the
10-year date for 84,083 original classification decisions. On

-



the Tremaining B5.682 original classification decisions,
original classifiers elected Lo apply an exemption from 10-year
declassification. This s a return to a trend noted in Dboth
fiscal years 1996 and 1997 under this Order, when approximately
half of all original classification actions were marked for
automatic declassification in 10 wyears or less. (Fiscal year
1998*s percentage was markedly Tower than the previous Lwo
years, although at 36 percent it is still higher than the
figures repaorted under prior systems, when more than 30 percent
aof referral decisions were marked for indefinite duration.}

DURATION OF CLASSIFICATION

fiscal year 1999

50%
Exempt from 10 year declassification

DERIVATIVE CLASSIFICATION

Derivative classificalion 1is the act of incerporating,
paraphrasing, restating, or generating in new form classified
source information. Information may be classified in Two ways:
{a) through the use of a source document, usually correspondence
or pubtications generated by an  original classification
authority: or (b} through the use of a classification guide. A
classification guide is & set of instructions issusd by an
original classification authority. It pertains to a particular
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suhject and describes the elements of information about that
cubject that must be classified, and the level and duration of
classification. Only executive branch or Governmenl contractor
employees wilh the appropriate security clesrance, whix are
reguired by their work to restate classifiad source information,
may classify derivatively.

Far fiscal year 1999, agencies reported 7.868,8%) derivative
classification actions. This figure represents an incresse of
10 percent from that reported in fiscal year 1998. The majority
of the fincrease comes from three of the major classifying
agencies, Justice, ClA, and DOD. Justice reported a 41 percent
increase while CIA reported & 21 percent increazse from Tast
year. DOD reported a 4 percent increase. For fiscal year 15999,

DERIVATIVE ACTIVITY
fiscal year 1999
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DERIVATIVE CLASSIFICATION LEVELS
fiscal year 1999

CIA, DOD, NRO, Justice, and State represented 99 percent of all
derivative classification actions reported. For the second year
in & row, CIA derivatively classified the most information of
the five agencies. WRD reported a 7 percent decreasa, while
state reported virtually the same derivative activity as the
previous year, [500 commends NRQ and State for their efforts to
reduce or curb derivative classification. A1l other agencies
reported 40,204 derivative classification asctions, a 27 percent
increase from fiscal year [998. 1500 recognizes those agencies
decreasing their derivative activity: AID (76%), DOE (15%), EPA
C100%), GSA (64X}, HHS (25%), NASA (39%), NRC (29%), DMBE (38%),
PFIAE (48%), and USPS (2%,

the dncrease in  derivative «classification activity is
influenced by a wvariety of factors. World events continue to
influence the amount of derivative activity, in particular,
worldwide peacekecping operations. However, IS00 is convinced
that the wvastly increased wuse of automated infarmation
management  systems, and advancements in  technolagy  will
continue to affect how information is created, collected,
analyzed, and disseminated, thus affecting the tabulation of
derivative classification activity. For example, many
classified conversations over secure telephone, which would not

[
-

have been cowunted as classification decisions, have Bbesan
replaced by secure e-mail messages, which, depending on several
factors, may or may not be counted as classification decisions.
The application of the collection methodology used by three of
the five major classifying agencies may also be affecting the
data being reported to [S00. DOD, CIA and MRO use sampling
methods approved by 1500, Whether it is the method itself or the
implementation of the method that s affecting the data
collected, 15 not clear. However, IS00 plans to study this
problem with an eye towards developing guidance to standardize
Bath  th impact of sampling and the application of what
constitutes a classification . decision,

h

DERIVATIVE ACTIVITY BY AGENCY
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COMBINED CLASSIFICATION

Together, original and derivative classification decisions make
up what 1500 calls combined classification activity. In fiscal
year 1999, combined classification activity increased by
743,824 (10%), to a total of 8,038,592 actions. Since derivative
gctions cutnumbered original actions by a ratic of more Lhan
46:1, the fluctuation in derivative activity essentially
determines the fluctuation of combined classification activity.

ClA accounted for 44 percent of all combined classification
activity reported for fiscal year 1999; DOD, 27 percent: HNRO,

24 percent; Justice, 2 percent; and State, 7 percent.

COMBINED ACTIVITY
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As in Lhe past, the remaining agencies accounted for only one
percent of the combined classification activity. CIA and [DOD
reported increases in combined classification by 21 and &
percent, respectively. State reported wirtually the Same
combined activity from the previcus year.

I500 continues to be concerned aboubt fthe upward trend in
classification activity. As noted above, to a large extent,
technology may explain  the increase. However, given the
downward trend under the prior executive order, the upward
trend remains troubling. IS500 will continue to increase its
oversight activities, particularly in the area af classified
documenl reviews.

COMBINED ACTIVITY
fiscal years 1980-1999
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COMBINED CLASSIFICATION ACTIVITY
BY AGENCY

fiscal year 1999
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DECLASSIFICATION

Ouring fiscal year 1999, declassification activity within the
executive branch experienced its first significant decrease
since E.Q. 12558 became effective. Nevertheless,
declassification under this Order continued to exceed the
average under prior executive orders by tenfeld. Instituting two
declassification programs under E.0, 1P2588: (1) “Automatic
Declassification,” Section 3.4 of the Order, and {2) “Systemalic
Declassification Review,” Section 3.% of the Order, has wvery
clearly driven the increase in declassification activity. The
“Automatic Declassification™ program began in mid-October 1995
with the effective date of Executive Order 12958, Under the
"hutomatic Oeclassificakion™ program, information appraised 4s
having permanent historical value is automatically declassified
ofce it reaches 2% years of age unless an agency head has
determined that it falls within a narrow exemption that permits
continued classification. Fiscal year 1996 was the first full
year of implementation for this program. Started in 1972,
“Systematic Review for Declassification™ is the program under
which classified permanently valuable records are reviewed for
the purpose of declassification after the records reach a

977 MILLION PAGES DECLASSIFIED
fiscal years 1980-1999

FY 1996-1999
720M pages

FY 1980-1995 784%
257M pages

26%

INFORMATION SECcuRrRitTYy OVERSIGHT ODFFICE

specific age. Under E.Q. 12356, MNARA was the only agency
required to conduct & systematic review of its classified
holdings. Mow E.0. 12958 reguires all agencies that originate
classified information to establish and conduct a systemalic
declessification review program, which s undertaken 1n
conjunction wWith the potential onset  of  automatic
declassification.

in effect, systematic review has become an appendage of the
automatic declassification program. [500 has collected data on
declassification that does not distinguish between the two
programs because they are now so inkerrelated.

During FY 1999, the executive branch declassified almost 127
million pages. This figure represents a 34 percent decrease over
FY 1998, but it is sEi11 wvery markedly higher than any one year
under prier executive orders. This decrease is laraely
attributed to legislation enacted in FY 1999, addressing the
protection of Restricted Data and Formerly Restricted Data. In
agrder to fulfill the reguirements of this legislation, agencies
had to shift resources away from the automatic and systematic
declassification programs.

. U FY 1995
FY 1999 69M — 7%

127M — 13%

FY 1980-1994 FY 1997
188M — 19% 204M — 21%




This JTegistation had a wery significant impact on NARA's
declassification program. NARA's pages declassified in FY 1%9%
decreased by B0 percent from FY 1998. In past years HNARA has
been the lead agency in the number of pages declassified. There
were three reasons for this decrease Tn NARA: First., a number
of MNARA's reviewers began the re-review of previously
declassified records, to determine, as reguired by legislation,
whether these records inadvertently contained Restricted Data
or Formerly BRestricted Date wunder the Atomic Energy  Act.
Second, many NARA staff members who previously worked on
declassification were assigned to assist in the massive transfer
of permanently wvaluable records from the Washington MNational
Recaords Center to the MNational Archives din College Park.
Finally, those MWARA staff members who  continued Lo do
declassification review were required by the legislation
pertaining tao Restricted Data and Formerly Hestricted Data to
review everything on a page-by-page basis; in the past as much
as 85 percent of NARA's declassification actions involved
sampling methods .,

In the four years that Executive Order 12958 has been in effect,
over 720 million pages have been declassified. Compared to the
total of pages declassified under two prior execulive orders
(E.0. 12065 and E.Q. 12356) over the course of 15 years, 257
million pages, the executiye branch in the past feour years
almost tripled the number of pages declassified. For the 20
years during which I500 has been  collecting data,

declassification activity within the executive branch resulted
in over Y977 million pages declassified.

¥

DOD replaced MWARA as the lead agency in the number of total
pages declassified in FY 1999, 000 accounts for 63 percent of
the total, while NARA sti11 comes in second with 14 percent.
The Tegislation has also affected DOC's progress, which
experienced & 48  percent  reduction  from  its  FY 1988
declassification efforts. Even so,. the programs in AID (61%).
CIA, {189%), Justice (903%), -MASA (307%), and DPIE ©53%)
experienced significant dincreases in the number of pages
declassified in FY 1999 as compared to FY 1998, 1500 commends
Lhese agencies for their efforts, and certainly encourages even
mere from Justice and CTA.
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MANDATORY REVIEW

Under Executive Order 12958, the mandatory review process
permits individuals or agencies to require an agency Lo review
specified naticnal security information for purposes of seeking
its declassification. Requests must be in writing and describe
the information with sufficient detail to permit the agency to
rebrieve Tt with a reasonable amount of effort. Mandatory review
remains popular with some researchers as a less contentious
alternative to Freedom of Information Act {(FOTAY} requests. Tt
iz also used to seek the declassification of presidential papers
ar records, which are not subject to the FOILA.
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During FY 19499, agencies processed 2,990 cases totaling 90,744
pages. The number of pages processed decreased by 71 percent
from the previcus year. The legislation enacted in 1999 and
mentioned earlier in this report has been cited by some agencies
as the reason for their decrease in processing mandatory
declassification review requests. Although the number of cases
acted on was 34 percenl less than last year, the percentage of
pages declassified in whole or in part (93 percent) increased
by 11 percent from last year. I[500 believes that this increase
is an indication that mandatory review rémains a very successful
means for declassifying information. With the establishment of
the Interagency Security Classification Appeals Panel, created
under Executive Order 12958 and discussed earlier in this
report., mandatory review reguests are likely Lo increase.

During FY 1899, agencies processed &4 appeals that comprised
935 pages. OFf these, 92 percent of the pages were granted in
whole or in part. The rate s 6 percent higher than last year.
The higher rate of declassification suggests thatl researchers
can continue toe anticipate greater return in declassified
information if they pursue an appeal.

MANDATORY REVIEW
APPEALS DISPOSITION
fiscal year 1999

Granted in Full
bt a ;n;,a Granted in Part
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e s | SF 312 BRIEFING
remains mare | ',I BOOKLET
gver, Familiarizing those who have access Lo | |
classified information with the reguirements of the | | This booklet remains popular with
classificatidn system is a major undertaking for security il \ agency and industry security
professionals in both Government and industry, 1500 continues _ | managers who provide briefings on
to explore ways to coordinate the dissemination of .as many ! 2 the SF 31e “Classified
security education tools as possible or to develop them within | Infoe c’"l‘d'isclnﬁure
the context of budgelary considerations. For now, [500 has | " ‘EW A rncludes
available & marking pamphlet to serwve as a general guide for |
use by both original and derivative classifiers. We have also i

revised our popular Standard Form (SF) 312 briefing booklet by

including the Executive Order 12958, updating the “"(uestions and
Answers™ segment and inciuding a copy of the updated SF 312
form,. 1500 alse will soon launch a home page wnder the Nalional

Archives and Records Administration Web site.
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| This booklet
| illustrated
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|
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Marking

a general,

guide on how To mark
classified documents in accordance

wWwith the reguirements of Executive

Order 17958 and its implementing
| directives. Authorized original
' | and derivative classifiers as
H I. well as administrative personnel
| who prepare classified documents
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a
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the
complete text of all the Jaws and
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1

signing the 5F 317,
i the text

including
Executive [Order
12958, a copy of the 5F 312 &and

Epaated answers Lo the most freguently asked
questions about the nondisclosure agreement.

ot

The revised 5F 312 Beoklet will include the latest version of the 5F 312 form

and the text of ancther low that applies to individuals signing the SF 312,
Availability will be late summer or early fall 2000,

THE SF 312 VIDEO
This 13-minute video provides an entertaining but

informakive
approach to answering most of the guestions that employees raise
about the purpose of the nondisclosure
obligations under it. I1 provides

agreement and
employee briefing on the §F 312,

their
an excellent base

for an




. EXECUTIVE ORDER 12958

. AND IMPLEMENTING
| ified |
\ W{L::?w““‘f - DIRECTIVE PACKET
i hd”““d““t | This packet is a three-hole punched,
:\_ (TRA] Hi; shrink-wrapped document that
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| g Gl AN

Original Classification

Authority designations, amnd
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| pformatied

| very clear and a very easy to read
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maost
and its related documents.

the Order

An amendment packet, which includes the {1) Referral Standard, (2) E.O

4 L
13142, Amendment to E.O. 12958, and (3) the Safeguarding Directive, will
ke available late summer or early fall 2000
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UNDER DEVELOPMENT

1500 is developing a home page on the National

Records Administration Web site. The publications Tisted here,
except for the 5F 312 wideo, will be available on the home page
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TITLE 3
EXECUTIVE ORDER 13142

of November 19, 1999

AMENDMENT TOo Executive OrpeEr No. 12958

By the authority vested in me as President by the Constitution becomes subject to automatic declassification
and the laws of the United States of America. and in order to after the dates otherwise established in Lhis
extend and establish specific dates for the time within which paragraph, all classified information in such
all classified information contained inm records more than 25 records shall be automatically declassified,
years old that have been determined Lo have historical value whether or not the records have bean reviewed on
under title 44, United States Code, should be automatically December 31 of the year that is 25 years from
declassified, and to establish the Information Security the origin of the dnformation. excepl as
Oversight Office within the HNational Archives and Records provided in paragraph (b), below,”

Administration, it is hereby ocrdered that Executive Qrder 17958
is amended as follows:

Section 3. Subsections fa) and (b)Y of section 5.2 are amended
to read as follows:

ectd In t irst se { 3. 3 ive N ) ;

Stection 1. 5nd.h9121;;; %;?LnncedﬁfnsﬁiETnnf% d{a) ?f Lfecut1:t “(a) The Director of the Information Security
rden 1E958, Lhe wores “WITRIN T1ve gears ¥row the Oversight Office, umder the direction of the

?a?ih.nf _thrsd OFGE;fI;rE del:ted t:nid :hﬂ rw:;?S Archivist of the United 5States and in consultaticon
TR SR ATS phe WA YEats WS WIERE B Wwith the Assistant to the President for National

order” ane InsArbed v Tiel SRErROT. Security Affairs and the co-chairs of Lhe Security
Secktion 2. The following new language is inserted at the end Folicy Board, shall issue such directives as are
af section 3.41{a): “For records otherwise subject to necessary bto jmplement this order. These directives
this paragraph for which a review or assessment shall be binding upon the agencies. DHrectives
conducted by the agency and confirmed by the fssued by the Director of the Information Security
Information Security Oversight Office has Oversight Office shall establish standards for:
e Ghob: ey (1}classification and marking principles;

(1Y contain information Lhat was created by or

y (2)agency security education and training programs;
i5 under the control of more than one agency, or

o . : oy ; . {31agency self-inspection programs; and
(2)are within file series containing information

that almost invariably pertains to  intelligence (41 classification and declassification guides.
sources or metheds, all classified information
in  such records shall be automatically
declassified, whether or not the records have
been reviewed, within 8 years from the date of
this order, except as provided in paragraph (b},
below. For records that contain information that

(h) The Archivist of the United States shall
delegate the implementation and monitorship
functions of this program to the Director of the
Information Security Oversight O0ffige.”

INFORMATION SEcurRIiTY OVERSIGHT ODFFICE
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Section 4.

Subsection (a) and the introductory clause and item
(4) of subspction (b} of section 5.3 dre amended
as follows:

ta) Subsection (a) shall read “{a) There is
established within the MNaticnal Archives and
Records  Administration an  Information Security
Oversighlt Office. The Archivizt of the United
States.  shall appoint the Director of the
Information Security Oversight 0Office, subject to
the approval of the President.”

(B} The introductory clause of subsectien {b) shall
read “lUnder Lhe direction of the Archivist of the
United States, acting in consultation with the
Assistant to the President for National Security
Affairs, the Director of the Information Security
Oversight Office shall:".

tcy ltem 4) of subsection (b} shall read “(4) have
the authority to conduct on-site reviews of each
agency’ s program established under this order, and
ta  require  of each agency those reports,
information, and other cooperation that may be
necessary to  fulfill its responsibilities, If
granting dccess to specific categories of classified
information would pose an exceptional national
security risk, the affected agency head or the
senfor agency official shall submit & written
Justification recommending the denial of access to
the President through the Assistant to the President
for Rational Security Affairs within 60 davs of the
request for access. Access shall be denied pending
the response,”.

William J. Clinton

THE WHITE HOUSE
November 19, 1999




AGENCY
ACRONYMS OR ABBREVIATIONS

ACDA: hrms Control and Disarmament Agency MM Marine Mammal Commission

AlD: Agency for International Development MSPR: Meril Systems Protection Board

Adr Force: Department of the Air Force NAHA Hational Archives and Records Administration

Army Department of the Army HASA Hational Asronautics and Space Administration

BMOG: Ballistic Missile Defense Organizatiaon Mawy: Department of the Mavy

CEA: Council of Economic Advisers NISPPAC:  Mationmal Industrial Security Program Policy

CIA: Central Intelligence Agency Advisory Committee

Commerce: Department of Commerce NTHA: Mational Imagery and Mapping Agency

DARPA: Defense Advanced Research Projects Agency NRC: Nuclear Regulatory Commission

OCAA: Defense Coantract Audit Agency NRO: Mational Reconnaissance O0ffice

O1A: Defense Intelligence Agency NEA: National Security Agency

DISA: Defense Information Systems Agency NSC: National Security Council

DLAS Defense Logistics Agency NSF: National Science Foundation

noo: Department of Defense Oh, EOP:  Office of Administration, Executive Office of

DOE: Department of Energy the frestuent

60T Department of Transportation 0IG, DOD: Office of the lnspector General, Department of Defense

nss - Defense Serurity Serifce OMEB Ufricv of Management and Budget _

DSWA Defense Special Weapons Agency (HOCE Office of National Drug Control Policy

OTRA: Deferss Threat Reduction Agency OP1G: ODverseas Private Investment Corporation

£ Department of Education OFM: Office of Personnel Managemenl

EPAs Environmental Protection Agency 050 0ffice of the Secretary of Defense

EXIMBANK: Export-Import Bank OSTh: On-Site Inspection Agency

FB1- Federal Bureau of Investigation O5TR: Dffice of Science and Technology Policy

FCC: Federal Communications Commission T Office of the Vice President

FEMA 2 Federal Emergency Management Agency PE: Peace Corps

FMC Fodara] Maritime: Comnissian FFIAB: President's Foreign Intelligence Advisory Board

FRS Federal Reserve System SBA: small Business Administration

GEA BEnana] Sebvieal KGR SEG: Securities and Exchange Commission

HHS : Department of Health and Human Services 533 Selactive. Jeryiachysten

HUD: Department of Housing and Urban Development State: Mgt oF. skdbe

[nterior: Department of the Interiar freasury: Department of the Treasury

[5CAR: Interagency Security Classification Appeals Panel i Tennessee Valley Authority

1500 Information Security Dversight Dffice UsI UEpEPYEEnt YT Agrimiitire

[TE International Trade Commission sl United States Trformatianm gency

T Nodnt Ehiafs of Statt HEME:: United States Marine Corps

dustice:  Department of Justice Mokt Unjted ‘States Postal Survics

Labor: Department of Labor USTR: Office of the United States Trade Representative
VA Department of Veterans Affairs
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