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AUTHORITY

Executive Order 12958. “Classified National Securlty information." and Execatlyc Order 12829. "National industrial Security
Program." The Information Security oversight ■ifice {1500} is a component of the National archives and Records
Administration and receives its policy and program guidance from the National Security Eouncll tNSEl.

MISSION

ISDD oversees the security classification programs in both Government and industry and reports to the President annually

on their status.

PU DICTIONS

Deselops implementing directives and instructions.

Maintains liaison with agency counterparts and conducts on-site inspections and special document reviews to monitor

{;

agency compliance.

Hr Douelops and disseminates security education materials for Government and industry: monitors security education and
training programs.

Reoeiyes and takes action on complaints. appeals. and suggestions.

Collects and analyzes relevant statistical data and reports them annually. along with other information. to the President.

Serves as spokesperson to Congress. the media. special interest groups. professional organizations. and the public.

Conducts special studies on identifieo or potential prohlem areas and develops remedial approaches for program improvement.
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Recommends policy changes to the President through the NSC.

i. Pr■vldES DPDQV■m and administrative support for the lntEragency Security Elassification Appeals Panel [ISCnP}-

GOALS

43 To hold classification activity to the minimum necessary to protect the national security.

a? To ensure the safeguarding of classified national security information in both Government and industry in a cost-
effective and efficient manner.

Mr To promote declassification and public access to information as soon as national security considerations permit.
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The.white House

hashington. DC 29599

Dear Mr. President:

we are pleased to submit the Information Security oversight office's 1999 Report to the President.

in the fourth year of implementation of Executive order 12999. the executive branch can again

report achievements. in the President's security classification program. Although legislation

enacted in 1999 caused a decrease in declassification activity within the executive branch. the

program continued to add significantly to the unprecedented number of pages declassified. further.

agencies reported yet another decrease iri the number or original classifiers. Security cost

:estimates for Ft 1999 remained the same.

in the declassification program. agencies of the executive branch reported declassifying almost

12? million pages of records having permanent historical value. Combined with the figures reported

for the first three years of the Drder's implementation. the executive branch has declassified

almost ten million pages of records under this Order. This achievement is exceptional. The hundreds

of millions of pages declassified under your Executive order will ultimately serve as an

irreplaceable resource'for historians and other researchers for generations to come.

When E.o 12958 took effect in Ft 1996. you called upon agency heads who have original

classification authority to review carefully the number of officials within their agencies to whom

they delegate this authority. Since that time they have responded every year with a reduction in

theim numbers. With a forther reduction of 5? individuals in FY 1999. we believe that some

executive branch agencies have reached the minimum necessary for effective operations.

While security cost estimates for industry have fluctuated dramatically in the past three years.

in fiscal year 1999 it appears industry is finding its middle ground. The increased sample size

and mix of contractors have provided a more accurate measurement of cost estimates for industry.

Industry reported a 14 percent decrease while Government reported a six percent increase; however.

the total figure is below the figure reported in Ft 1996.

Notwithstanding these positive trends. we are concerned about the continuing increase in

classification activity. The increase. although lower than last year. appears to he a function of

the reporting of electronic transmissions like e mail. and the application of data collection

methods rather than actual increases in classified programs. The results of the classified document

reviews conducted by 1599 during the year did not point to anything in particular that would

account for the increase. However. the results did point to a continuing need for agencies to

educate personnel about the security classification system and assess their classified product as

part of their self-inspections programs. Future oversight activities and increased commitment by

the agencies will determine whether this upward trend continues.

Respectfully.

Steven Garfinkel

Director. Information Security oversight ■ffice
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0! EXECUTIVE DIDEI 11958

Classified National Security Information

BACKGROUND

£xecutive Order 12959. “Classified Hationai Security

information," signed by President Clinton on April 1?. 1995.

and effective on October 14. 1999. marked a radical departure

from the secrecy policies of the past. The first order to revise

the security classificatioh system since the and of the Cold

War. E.U. 12995 included major changes which should ultimateiy

resuit in fewer new secrets being created. and has already

resulted in dramatically more information being declassified.

Fiscal fear 1999 marked the fourth year in which the policies

of the Urder were in effect.

The declassificatlon provisions of Section 3.4 contained the

most far reaching reforms of the new security classification

system. This section. entitled “automatic Declassiiication."

requires the automatic dociassificatinn of most historically

valuable information that is 25 years old. in the past. these

older classified records remained classified indefinitely.

Under E.D. 12955. these same records. including approximately

1.5 billion pages created over the past so years. would be

subject to automatic declassificatioo five years from the

issuance date of the Order. or April 1?. zoos. Execusive Order

13142. issued by President Clinton on November E9. 1999. amended

F.■. 12958. to extend the date of the imposition of the

automatic declassificatioii provision until Dctober 14. 3991.

for two groups of records. those‘ that contain information

classified by more than one agency and those that atmost

invariably contain information pertaining to intelligence

sources or methods. E.U. 13142 extended the date of imposition

of the automatic declassification provision as additional

eighteen months. until April 1?. F993. The test of F_D. 13142

appears as Appendix a to this report.

in order to keep information classified beyond 25 years. agency

heads must be able to demonstrate that: [1} Particular information

falls within a narrow exemption to automatic declassification.

This determination is then subject to outside revieh' by an

interagency panel of senior officials: or (3} Particular file

series. identified by the agency head and approved by the

“resident. almost invariably contain exempted information.

in effect, E.■. 12958 reverses the resource burden. Unlike prior

systems. in which agencies had to expend resources in order to

declassify older information. under E.9. 12958. agencies must

expend the resources necessary to demonstrate why older.

historical information needs to remain classified.

PAGES DECLASSIFIED

The data gathered by the information Security dverslght Office

(1909} for this report reveal that in Fiscal fear 1999. the

agencies of the executive branch continued to declasslfy

historically valuable documents in numbers unprecedented before

the issuance of E.U. 12958- In FY 1999. executive branch agencies

declassified almost 12? million pages of historicaily valuable

records. Extensive declassification continued in the face of

legislation that now requires the re-review of those records

that have previously been deciassified before they are made

available to the public. The purpose of this legislation is to

make certain that the declassified records do not inadvertently

contain information classified under the terms of the atomic

Energy not. called “Restricted Data" and "formerly Restricted

Data.“ Records classified under the atomic Energy Act are not

subject to [.D. 12959 or its declassification provisions.

white the number of pages declassified in Ft 1999 decreased by

slightly more than one-third from the number of pages

declassified in FY 2999. the achieved product is still



remarkabie. It took place in the face of an 99% reduction in

the deciassiiied product oF the Hationai Archives and Records

Administration {NARA}. brought about by iegisiation which

dramaticaiiy sinned the rate of review at NARA. NARA had

previousiy accounted for more than 59% of the number of pages
declassified throughout the entire ExECUtIVE branch. es

expiainen in greater detaii in the "Ueciassiiieatioe" section

of this report. the legisiation requires a page by page
deciassification review and a re-review of documents already

dectassified in order to search ior information that might be

ciassified under the atomic Energy Act. Gn a very positive

note. the Bepartment of defense. ied by the Uepartments of Navy

and Army. deciassiiied almost 39 miiiion pages of permanentiy
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vaiuabie records in FY 1999. an increase of more than LU miiiion

pages from FY 1999. 999's tatai represents 63% of the totai

number of pages deciassiiied in FY 1999.

■aring the first fear years that £.D. 12958 has been in effect,

the agencies of the executive branch have deciassified

approximately ??9 mliiion pages of permanEHLiv vaiuabie

records. In F? 199F_ aftEr the President had signed the 9rder

but before it went into effect. an additional 69 miiiion pages
of permanentiv vaiuaoie records were declassified. since 1599

came into existence in iate 1919. and began coiiecting and
anaivzing data beginning with data for Fiscai Year 1980. it has

raported the declassificatien of permanentiv valuabie racbrds

totaling 9?? miiiion pages. Bf that totai. ?B9 miliion pages.

or more than 39%. have been deciassified since the Presideet

issued E.U. 12959 in April 1995.

FILE SERIES EXEMPTIONS FROM AUTOMATIC

DECLASSIFICATION

There was no new activity in this area during FY 1999- For a

wrap'up on this subject, piease refer to 1390's Report to the

Frasident for FY 1999. 1309 estimates that approximateiv 295

miiiibn pages have been exempted to date from automatic

deciassification, including almost 18? miiiion pages covered by

a fiie series exemption.

INTERAGENCY SECURITY ELASSIFICATIUN

APPEALS PANEL

During ¥T 1999. the ISCAP continued to be an avenue for positive

change on the cutting edge of what information shbuid be

deciaSsified. For more detaiied information as the ISCAP. pieaSe

refer to page ? of this report.



LOOKING AHEAD — THE NEAR TERM

Positive Signs

*9 In spite of increasing obstacles. the agencies of the

executive branch continue to declassify unprecedented

numbers of records of permanent historicai value.

A? Each of the major classifying agencies has in place an

infrastructure for systematic review for deciassification,

something that almost none of these agencies had when E.U,

12953 was issued.

{ The issuance of E.d. t3142 offers a more realistic time frame

for the completion of declassification reviews undertaken

before the onset of automatic dociassificatioo-

H? Coordination and communication among the classifying and

declassifying agencies continue to increase and improve.

including efforts to prepare for the revieu of records

containing more than one agency's classification equities.

To further assist agencies in this area. iSUo issued the

uniform referral standard on September 13, 3999. This

amendeHt to 1560 Directive No. l. which was developed and

approved by an interagency group. provides guidance on how

to handle multi agency declassification issues.

Negative Signs

o? Declassification, heretofore a subject of broad bipartisan

support. has increasingly been adversely affected by

partisan politics.

of Declassification activity remains so prolific that it

exceeds the abiiity of agency systems and resources to

process the records for public access. and the abiiity to

advise other agencies and the public about what information

has been declassified.

—# little progress has been achieved in actually declassifying

records which contain more than one agency's classification

equities. and many of the records that remain to be reviewed

have multi-agency equities.

-;‘AH estimated 61? million pages of records subject to

automatic declassification at the initial deadlines remain

to be reviewed.

LOOKING AHEAD — 'I'HE l■NG TERM

Hhile the continuation of the declassification policies of E.D

12955. or a close variant of those policies. cieariy remains in

the national intErest. whatever happens cannot destroy the

unprecedented success of the drder's first idor years. The

hundreds of millions of pages declassified during this time uili

ultimately serve as an irreplaceable resource for historians and

other researchers for generations to come. Moreover. the ability

oi the executive branch to protect information in our national

security interest will have been enhanced by the massive

reduction in the number of documents that are no longer

sensitive bot remained unnecessarily classified. The policies

of [.0. t2958. and the agencies' implementation of those

policies. have begun the creation of a legacy for the peopie of

the United States - a legacy that we can hope wili be maintained

and espanded upon in the future.



INTEIIGIHCT SECURITY

CLASSIFICATION APPEALE PANEL

Authority

section 5.4 of Executive Order 12958. “Classified National
Security Information."

Functions

[ll To decide on appeals by authorized persons who have filed
classification challenges under Section 1.9 of [.0. 12958.

{2} To approve. deny or amend agency exemptions from automatic

declassification as provided in Section 3.4(dl of E.D. 12958.

(3] lo decide on 1nandatory review appeals by parties whose

requests for declassification under Section 3.6 of E.U, 12958

have been denied at the agency level.

Members

Roslyn a. Mazer. their

■opartment of Justice

Jennifer A. Barrano

Intelligence tommunity

Michael J. Kort:

National Archives and Records Administration

william H. Leary

National Security Council

J. William Leonard

Department of defense

Frank H. Hachak

Department of State

Executive Secretary

Steven Garfintel. Director

information SeCurity Dversioht Office

Support Staff

Information Security Oversight office

SUMMARY OF ACTIVITY

The President created the Interagency Security Classification

hvpeals Panel {IStnPi under E.o. 12958 to perform the critical

functions noted above. The ESCAP. comprised of senior level

represEntatives appointed by the Secretaries of State and
Defense. the Attorney General. the Director of Central

intelligence, the Archivist of the United States. and the

Assistant to the President for National Security Affairs.

began meeting in May 1996. The President designates its Chair.

the Director of isoo serves as its Executive Secretary. and [500

provides its staff support.

To date. the majority of the ISCnP’s efforts have focused on
mandatory declassification review appeals. Viewing the totality

of its decision docket from May last through September 1999.

the ISEAP has decided appeals seeking the declassification of
151 documents that remained fully or partially classified upon
the completion of agency processing. ■t these. the TSCAP

declassified information in H■t of the documents upon which it

has voted {52 doCumeuts in full. 54%: 44 documents in part.
29%}. lhe ISCAP has voted to affirm the agency's classification

action fully for 25 documents {13%). tSCnP actions to date

illustrate how faithful application of the declassiiication

standards for 25-year-old information results in access to
historically valuable records. Several examples of portions of

the documents declassified by the ISEAP during the past year

are reproduced on the following pages.
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INTERAGENCY SECURITY CLASSIFICATION

appeals panel

54% declassi■ed in full

I132 documents]

1% declassi■ed in part

A database of decisions rendered by the ISCAP is available from

15013 on diskette. The database is maintained in Microsoft Access

5J3. Documents declassified by the ISEAP are usually made

available through the entity' that has custody of them, often a

presidential library.

For copies of the ISCAP‘s bylaws. its decision database. or for

assistance in identifying and requesting copies of the documents

discussed in this section. please contact the ISEAP Staff

at ISDl‘L

Telephone: 202~219—5250

Fax: 202—219—5385

E-mail: iscap@arch1 .naragou

INFEIRMATIDN Student OVERSIGHT OFFICE
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SECIJII'I"!r CLASSIFICATION:

What does it cost?

The security classification program is now in its fifth year of

reporting costs for both Government and industry. Congress first

requested security classification cost estimates from the

executive branch in 199s. The office of Management and Budget

reported those cost estimates to congress while working with

agencies to develop better sampling methodology for future

years. In addition. ISUU is tasked through Executive order IEQSB

to report these costs to the President. Executive order 12329.

“National industrial Security Program.“ also requires that

industry or contractor costs be collected and reported by [sue

to the President.

Until the last few years. the costs for the security

ciassification program were deemed non-quantifiable.

intertwined with other somewhat amorphous overhead expenses.
While many of the program’s costs remain ambiguous. IEGU

continues to monitor the methodology used to collect the cost

estimate data. Requiring agencies to provide exact responses to

the cost collection efforts would be cost prohibitive.

Eonsequentiy. ISDU relies on sampling. The measurements of costs

of the security classification system will be estimates.

Nevertheless. by maintaining stability in methodology. land

should gain over time a good indication of the total cost burden

and its upward and downward trends.

GOVERNMENT

The data presented below were collected by categories based on

common definitions developed by an executive branch working

group. The categories are defined below.

Personnel Secur■y: a series of interlocking and mutually

supporting program elements that initially establish a
government or contractor employee's Eligibility. and ensure
suitability for the continued access to classiiied information.

Physkul Secur■y: That portion of security concerned with

physical measures designed to safeguard and protect classified

facilities and information, domestic or foreign.

Information Security [Includes three sub-coregoriesi:

classification Management: The system of administrative

policies and procedures for identifying, controlling and

protecting. from unauthorised disclosure. classified

information. the protection of which is authorized by

executive> order or statute. classification management

encompasses those resources used to identify. control,

transferr transmit. retrieve. inventory. archive. declassify

or destroy classified information.

Dec7assification: ihe authorized change in the status of

information from classified information to unclassified

information. it encompasses those resources used to identify

and process information subject to the automatic. systematic

or mandatory review programs authorized by executive order

Uf‘ statute.

inrormation Technology SySIems [Automated informatron

Systems {nlSJ or information Technology Systems Security):

Measures and controls that ensure confidentiality. integrity.

and availability of the information processed and stored by

a computer or information technology system. It can inciude.

but is not limited to. the provision of all security features

needed to provide an accredited system of protection for

computer hardware and software. and classified information,

material. or processes in automated systems.



Prefessinnal Education. Training and Awareness: The

establishment, maintenance. direction. support and assessment

of a security training and awareness program; the certification

and approval of the training program: the development.

management. and maintenance of training records: the training

of personnel to perform'tasks associated with their duties: and

ooaiification andfor certification of personnel before

assignment of security responsioiiities related to classified

information.

lirecllarityr Management and Planning: Development and

implementation of plans. procedures and actions to accomplish

policy requirements. develop budget and resource requirements.

oversee organizational activities and respond to management

requests related to classified information.

Unique Items: Those department or agency specific activities

that are not reported in any of the primary categories but are

nonetheless significant and need to be included.

Because of expressed interest in the declassification orograms

established under Executive ■rder 12958. ISGU also requested

agencies to identify that portion of their cost estimates in

the category of information socuritytclassiiication management

that was attributable to their deciassification programs. For

FY lgg■. the agencies reported declassification cost estimates

of $233.186,266 or ■.1 porcont of their total cost estimates.

The totai scourity classification costs estimate within

Government for FY 1999 is $3.igi,520.901. This figure represents

estimates provided by 35 executive branch agencies including the

Department of Defense. whose estimate incorporates the National

foreign Inteiiigenco Program. it does not include. however. the

cost estimates of the ■le. which test agency has classified.
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INDUSTRY

a joint Department of Defense and industry group developed a

cost coliection methodology for those costs associated with the

use and protectiOn of classified information within industry,

Because industry accounts for its costs differently than

Government. cost estimate data are not provided by category.

Rather. a sampling method was applied that included volunteer

companies from four different categories of facilities. The

category of facility is based on the complexity of security

reoulrEMEnts that a particular company must meet in order to

hold a classified contract with a government agency-

the 1999 cost estimate totals for industry pertain to the twelve

month accounting period for the most recently completed fiscal

year of each company that was part of the industry sampie. For

most of the companies included in the sample. December 31. 1999r

was the end of their fiscal year. The estimate of total security

costs for 1999 within industry was $§.228.939.d■d. lhe

■overnment cost estimate shows a modest six percent increase

above the cost estimate reported for FY 1998. industry. on the

other hand. reported a 14 percent decrease in its cost estimate.

The total cost estimate for Government and industry for 1999

remains the same at $5 billion.

The increased cost estimates For dovernment appear to result

from the agencies‘ ability to estimate these costs more
acourately rather than any new programs. The Unique 1tems

category seems to reflect this the best. given the dramatic 85

percent decrease from FY 1998. The relatively low increase is

reflected in all the categories except. unique items. as just

noted. and security management. which dropped for the first time

since cost data have been collected.

Hith respect to the decrease In contractor costs. this year's

estimate appears to he the middle ground for industry. The wide

variations between the years 1996 through 1998 are not reflected

in the 1999 estimate of $1.2 billion. The current estimate was
based on sampling from a larger pool of companies than used in

the past four years. Almost as percent more companies

participated in the collection in £999 than in 1993. Again. the

larger sample tends to suggest greater accuracy. it appears
the Department of Defense. the Executive agent for the

National Industrial Security Program. was correct in its

assumption that a larger mix of small and large companies

reporting data would provide a better sample. ISDU expects that

future estimates will continue to include the larger mix of small

and large companies. which appears to yietd the most realistic

data reported to date in what remains an evolving process.

COMPARING TOTAL CDSTS FOR

GOVERNMENT AND INDUSTRY

I. Him”.
fiscal. years i995~1999
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CLASSIFIED

DOCUMENT litrle

During 1999 TSOO began a series of classified document rEviews

at selected agencies as part of fulfilling its oversight

responsibilities. Classified document reviews are not new to

TSOO or executive branch agencies. Under the prior executive

order. E.O. 12356. they becamer an integral part of iSOO's

oversight. So much so. that Executive Order 12958 included a

requirement that agencies incorporate “the periodic review and

assessment of the agency‘s classified product" into their seif—

inspections programs. Reviewing and assessing the classified

product of an agency provide important insights into the status

of its security classification program. How well an agency is

implementing the ciassii'icatidn and marking requirements or the

Order becomes readily apparent in a classified document review.

Most important. of course. is the opportunity to assess whether

information is being classified unnecessarily. also. finding

numerous errors in marking on documents could suggest that an

agency has not educated its classifiers about the drder‘s

requirements. Consequently. classifiers are applying markings

without the proper knowledge and understanding of the system.

a classified document review can also Suggest a need for policy

guidance or change. If a sample of classified documents includes

a large number of original classification decisions. for

Example. it may suggest a need ior an agency to develop a

security classification guide to provide consistency and

uniformity to its classified product. Further. document reviews

have potential value in reminding classifiers that their

judgments may be challenged. This may help improve

classification practices and keep abuses in check.

Classified document reviews have limitations. which must be

taken into account when assessing the data presented here.

First. ISOO does not claim that the sample is fully

representative of the universe of classified documents. in fact.

TSOO has doubts whether it is even possible to construct a

sample that is fuily representative. particularly since the

amount and nature of classified information generated tends to

ebb and flow with world events. Second. most of the documents

INFORMATION EECUIIHTT “VERSIGHT EFFIEE

in the sample were created within headquarters units. rather

than within field units. Third. intelligence community agencies

are more than proportionally represented: their classified

product constitutes 51 percent of the sample. And. finally.

almost all the documents examined were created since the

effective date of the Order [October 14. 199$]. and are

maintained in active files. Logicafly. and from iSOO's

experience. there is a very significant difference in the

national security sensitivity between recent documents and

those that have remained classified in inactive files for a

number of years.

another factor merits consideration. TSOO has summarized its

findings for this report to present a clearer picture of the

classified product as a whole. Hhen oroken down by agency.

however. the variation in results is often considerable. For

example. a few agencies accounted for a substantially

disproportionate share of the discrepancies described below.

while the classified product oi a few others revealed very few

or no discrepancies.

Three teams of three program analysts reviewed 3.:ns classified

documents at eight agencies during 1939. lhese agencies are

listed at the end of this section. Each agency received an

individual report on the results. Here. ISOO combines the data

from these eight agencies to look at the total sample in terms

of the classification of each document: that is. the type of

document. its classification level. the basis for

classification. and the assigned duration of classification.

Next. ISOO discusses the discrepancies in c assificatioe and

markings. To promote consistency in the recording of data and

the interpretation of the results. iSOO analysts work with a

number of definitions for discrepancies. These appear with the

chart on discrepancies.
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TYPES OF DOCUMENTS

[If the 3.1116 documents [EDD reviewed in 1999. 254 were cables

or messages: 1.825 were memoranda and letters: and 1,915 were
other types of documents. such as reports. presentations.

e-mails. point papers. or studies. At some agencies the teams

reviewed ciassified documents in electronic form.

TYPES OF DOCUMENTS

memes! letters.

593$

CLASSIFICATION LEVELS

By ievel of classi■cation. 286 of the documents were classified
Top Secret: inhale Secret: and 3?] Confidential. It is
interesting to note, although perhaps coincidental, that the
preportionai breakdown in classification levels is very similar

to the data collected from the entire executive branch discu5sed
in the Classification section of this report.

CLASSIFICATION LEVELS

Secrel

v■■■t

CLASSIFICATION BASIS

nit ciassified documents are required to note the basis for
classification. original {Classified by} or derivative {derived
from}. EXECutWE ■rder 12356 did not require electronically

transmitted information to indicate the basis for

classification and 'nll'lEl’l such a document did not contain the

information. it was not considered a discrepancy. Under the
current system. when this information is absent from
electronically transmitted information. it is considered a
discrepancy. Requiring the basis For classification regardless

of media on all types of information recognizes the impact of

the electronic environment on classified information. No matter

what form that classified information takes. it is important

that the identifying information concerning ciassification he
Complete. ■t the 2.832 documents in the sample for which the



classification basis was known. id? were original

classifications and 2.045 were derivative classifications. 0f

these derivative classifications. 1.51? tidal were classified

on the basis of a classification guide: 400 i20si were based on

multiple sources: and 119 ids} were based on a single source.

The Zia documents for which the basis of classification was not

known were considered errors and are included in the discrepancy

categories noted below.

CLASSIFICATION BASIS

based on total 2.833

for which the Classification Source was known

De■vu■we

Tide

DURATION OF CLASSIFICATION

Classifiers must determine a time frame for the protection of

information as part of the classification process. Under [.0.

12958 there are three possible outcomes: First. if applicahie

to the duration of the information's national security

sensitivity. information should be marked for declassification

upon a specific date or event. Second. if the original

classification authority could not determine an earlier

specific date or event for deciassification. information should

ordinarily be marked for declassification 10 years from the date

of the original decision. Third. if the specific information

falls within one or more of eight categories. the classifier

may exempt it from declassification at 10 years. For records

having permanent value. this will result in the information

within them being suhject to automatic declassification at 25

years. in derivative classification. the classifier must carry

forward the duration specified in the source document. The

indefinite duration marking used under Executive order 12355.

"0riginating Agency's 0etermination Required" or “0AOR.” was

eiiminated with the issuance of E.0. 12958. However. source

documents with this marking may he used in derivative

classifications. Consequently. E.0. 12958 provides a means to

cite such a document and still provide a time frame for

deciassification. when a document is classified derivativeiy

from a source documentisi that contains the instruction "ones."

the derivative classifier shall carry forward the fact that the

source documenttsl was marked with this instruction: and the

date of the source documentts]. The date serves as the starting

point for the 25—year declassification. “BABE” may not he cited

when the source document is dated later than 0ctooer 14. 1995.

the effective date of Executive drder 12050. Generally. the

instruction would look like the following:

Declassify on: Source marked "DADR."

Date of scores: October 20. 1990.

or the 3.105 documents in the sample. 953 were marked with a

date or event 10 years or less from the date of original

classification: [.509 documents were marked as eacmpt from 10

year declassification: #2? documents cited correctly

“Briginating Agency's Determination Required“ i■h■■i. including

the date of the source document: and 21? documents did not

indicate the duration of classification and are included among

the discrepancies listed below. 1500 noted 14 documents that

were marked as exempt from 10 year declassification but should

have cited a date or event 10 years or loss from the date or

original classification. These are also cited as discrepancies.



DURATION OF CLASSI FICATIDN

Exempt from In years
dads

Source marked

CIAIJR

143s

Hat indicated

DISCREPANCIES

lhe 1.1EH discrepancies identified in these documents represent

an error rate of 38 percent. This rate is obtained by dividing

the number of discrepancies by the number of documents reviewed.

it should be kept in mind. however. that some documents has more
than one discrepancy {833} while others did not have any
{2.263}. While this rate is much too high. 1500 had anticipated

such a finding. This was based upon past Experience with

document reviews. and given the fact that Executive ■rder IEQEB

is relatively new and includes new marking requirements. In

fact. this discrepaecy rate is slightly less than {SUD reported

when E.o. 1235s. £.o. icosa'a predecessor was reiativoly new.

It is important to ensure that documents do not become

unnecessarily classified or improperly marked. As part of its

oversight activities. lSD■ has emphasized that errors involving

clear-cut overclassification. the absence of deciassification

instructions. the improper application of a time frame for the

protection of classified information. the failure to cite the

classification source. and the lack of portion markings damage

4 ,
the integrity of the classification system. Unwarranted

classification is an abuse of the system that results in a loss

of credibility and miSuse of resources. [be cost of managing

classified information emphasizes the need to apply the

classification stamp judiciously. The absence of

deciassification instructions or incorrect declassification

instructions multiplies every time one of these documents is

used as a source of classification in the derivative process.
and creates an additional barrier when declassification and

public access are warranted. Citing "Source marked GADR. Date

of Source“ with an incorrect date of source further confuses

and complicates the process. Citing the classification source
provides the means to trace a classification decision to its

origin. omitting it eliminates this option. The absence of

portion markings also invites error in the derivative process
by potentially causing needless and unnecessary classification

of information.

The discrepancies indicate that agencies are still grappting

with some of the new marking requirements of E.■. LEQEB.

However. the discrepancy rate of the documents reviewed by [SUD

is weighted toward errors that are less serious than those noted

above. for example, E.U. 12958 requires agencies to use a
“Derived from“ line on derivatively classified documents. Under

E.U. LEEEE. the “Classified by“ line was used on both originally

and derivatively classified documents. lurther. agencies are
experiencing problems with how to properly cite a source
document that is marked with "DADR" on the “Declassify on” line.

Given how long classifiers had been using the "Classified by"

Has and "ease." it is understandable why these discrepancies

represent the majority of the discrepancies Found. Did habits

are hard to break. Hhile 130D is concerned about the

overclassification discrepancies. we believe they are a resuit

of a lack of attention to detail rather than a blatant disregard

for the standards and requirements for classification and

marking. Clear-cut overclassification represented less than one
percent oi all discrepancies found.



DISCREPANCIES
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further complicating the classification process is the

electronic environment. While the computer monitor may show a
classified dotiiment with all the required markings. the paper

product may not. at least in terms of identifying information

concerning the classification of the document. Some of the iSU■

teams reviewed classified documents by computer. lhere were some
instances where the decoments appeared to be classified on the

computer screen. but when printed on paper were not. Discussions

with agency security personnel revealed that this was a function

of the software. In another instance. the hard copy of a
document taken from the computer had an overall classification

marking at the top of the first page of the document and then

at the bottom of the last page of the document. The pages in

between did not contain the overall marking. The computer

monitor probably showed clearly’ the‘ overall marking on each

page. However, if a hard copy is printed. then each page
requires overall classification markings.

Agencies will need to be vigilant with their information hy

ensuring that. whether the information is in electronic form or

paper. it contains all the identifying information necessary to

determine whether it's classified or not and how it fits into

the- agency‘s records management system. Further, as we in

Government continue to move to the "paperless" wort environmentT

it is increasingly important that the electronic environment

designate very clearly what is and is not classified, such that

it is apparent to any user of an electronic system. Consistency

betweeh the cloctronic and paper environments is absolutely

essential. 1500 believes the combination of security education,

self-inspections programs and. most importantly, top and senior

management support will help to ensure effective management of

ciassified information. ISUU wiEI continue to work with agency
officials to help make this a reality.

PARTICIPANTS
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FBI
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CLASSIFICATION

ORIGINAL CLASSIFIERS

original classification authorities {HCAsi. also called or gins?

classifiers. are those individuals designated in writing. either

by the President or by selected agency heads. to classify

information in the first instance. Undef Executive order 12958.

only original classifiers determine what information. if

disclosed without auLhority. could reasonably be expected to

cause damage to the national security. Original classifiers must

also be able to identify or describe the damage.

For fiscal year 1999. the number of original ciassifiers

throughout the executive branch was 3,84b. which represents a

reduction of 5? classifiers from the previous year.* This

figure. for the ninth consecutive year. represents the iowest

number of original classifiers ever reported by ISUD. ISUU

continues to believe that EaeCotive Droer 12§38's reouirement

that agency heads carefully scrutinize and re-issue delegations

of original classification authority has been the largest

contributing factor to this decrease. This reviewr taken in

conjunction with the widespread use of classification guidance

isee "Derivative Eiassiiicatioo." beiowi in an automated

environment. has revealed a reduced need for Utes for

operational needs. In ISO■'s view. some agencies have reached

a level in the number of original classification authorities

that seems reasonable for the conduct of their missions.

Nevertheless. some of the larger agencies that had comparable

classification activity. but many more original classification

authorities. could reduce the number of original classification

authorities without negatively affecting operations through

increased use and development of classification guidance.

' This is the sL'LurIJcc-nseLque year -'|iuL iJhH'LF'JiIJ IIIH I'L'l'lor'l a :|5|1.| to lfiill'l.
‘norol’orrjg the reporter: IIndies-icine-5|'.D'.'Include the not”: oeevin..-sly "=|‘!:).’T-3d'.cI Ebllh'l
by thl: office. Nor do the other data recorLs-d here include i'iL'I‘zL'ir'" UhDIII".which la?-
Iilsturically reported data that are on- c|uantii.'i'lvr_'-'y slurilllmni.

ORIGINAL CLASSIFIERS

fiscal year 1999

om 3"“

—

—

251m —_ 1,7111
— _
— —

— —
— —

15m] _—r _—
— —
— —
— —

'IDEIIJ——— I" _
— _ —
— — —

so: = = =
m —

— — — _
— — — —

_— — —- _——
TDIiiL lap Sorrel Secret Coniiuienlial

Another factor that may account for the reduction in the number

of original classifiers is the consolidation and reorganization

of several agencies. lhese organisational changes include

combining the functions of the Arms Eontrol and Disarmament

Agency and the United States information. Agency within the

Departmeht of State ano the emergence of the Defense Threat

Reduction Agency From a consolidation of the Defense Special

Weapons Agency. the Dn-Site Inspection Agency and several

components of the office of the Secretary of defense. although

neither State nor UTRe specifically mantioned a reduction in

original classifiers for fiscal year 1999. reductions were noted

just by the absence of data from the affected agencies. Future

statistical reporting from State and use may provide farther

insight concerning the impact of these organizational changes.
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In Fiscal year 1999. agencies reported miner decreases in the

ciassifiers for the Top SEcret and Secret

ciassificatian ieveis. Inexpiicabiy. ■Cns at the Confidential

ievei increased 6 percent byeraii. due in iarge part tc an

inerease in BUD. As in fiscal year 1998. DDD rprrted smaT

decreases in the number at Tap Secret and Secret uriginai

ciassifiers: hcwever the number bf CaniGEntiat Originai

classifiers increased significantly. up 35 percent Frbm last

year. Dyerali. EDS redUced its Dies by two percent. Per the

second year in a row. the Department bf State reparted the same
number bf eriginai classificatien authorities. State has nut

decreased its Utes since Fiscal year 199?. whether the

cansoiidatians in State and 060 have any impact en the number

at aces uiii be at harticuiar interest in the fiscai year 2000

reporting. ISUG wishes to recegnize the efferts bf Cbmmerce.

the Expert-Impbrt Bank and the USTR far reducing the number bf

UCAs at the Cunfidentiai ieyei. USTR aisc reduced the number nf

aces at the Secret IEUel. as did D■E. Hhiie mbst agencies are
reducing the number of ■CAs, IS■D nnted. with cuncern, that two

agencies. DM8 and NRC. have experienced an increase cf 5?

percent and 39 percent respectiyeiy. from fiscai year 1998. The

criginai classificatibn activity of these agencies far fiscai

year 1999 does not appear tn support such an increase. [SUD wiii

meniter this aspect of these and ether agencies“ prpgrams
threugh its oversight activities.

number of originai
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DRIGINAL CLASSIFICATION

Original classification is an initial determination by an

authorized classifier that information requires extraordinary

protection. because unauthorized disclosure of the information

could reasonably be expected to cause damage to the national

security. The process of original classification ordinarilsr

includes both the determination of the need to protect the

information and the placement of markings to identify the

information as c‘iassifie‘d. By definition. original

classification precedes all other aspects of the security

classification system. e.g.. derivative classiFication.

GRIGINAL ACTIVITY

fiscal year 1999
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safeguarding. and declassification. Therefore. ISUU often refers

to the number of original classification decisions as the most

important figure that it reports-

For fiscal year 1999. agencies reported a total of 169.?35

original classification decisions. This figure represents an

increase of 24 percent over the number of original

classification decisions reported in fiscal year 1998. Bin"

classification level. Top Secret decreased by 25 percent. while

Secret increased by 33 percent. Confidential decreased by one

percent. A review of original classification activityr under

E.|Ii. 12958 does not shonI a steady trend. [luring fiscal year

199?. the second full year of implementation of the Urder.

original classification activity increased by 51 percent. while

fiscal year 1998 saw a decrease of 14 percent. lhe 24 percent

increase for fiscal year 1999 may be a function of the

requirement to review and issue classification guides.

ORIGINAL CLASSIFICATIDN LEVELS

fiscaL year 1‘???
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Three agencies DOD. Justice. and State—now account for 98

percent of all original classification decisions- UDD reported

a total of 8?.992 original classification decisions. which

represents a 5? percent increase from the previous year. it is

not clear whether this is a signal for DUD to develop new
ciassification guides or whether the increase represents unique

events from DDD operations.

For the third year in a row. dustice also reported an increase.

The increase from fiscal year 1998 was F percent. This is

significantly lower than last year‘s increase of 29 percent.

State registered a 1 percent increase. ISUU continues to believe

ORIGINAL ACTIVITY BY AGENCY
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secority classification guides will help reduce the number of
State original classification decisions and authorities.

Several agencies with smaller security ciassification programs
reported marked docreases in the number of originai

classification decisions. in particular. ISDD commends DEF.

nib. USTR. DSTP. Treasury. and REC. which reported decreases of

42 percent. 3L percent. 28 percent. 20 percent. 13 percent. and

3 percent. respectiveiy.

As part of the original classification process. the classifiers

must determine a time frame For the protection of the

information. This is commonly called the "duration" of

classification. Executive Order 12958 creates three possibie

outcomes at the time of original classification. first. if
applicable to the duration of the information's national

security sensitivity. information should be marked for

declassification upon a specific date or event. for example. a
classifier could determine that the information's sensitivity

will lapse upon the completion of a particular project. lee

event would be noted on the face of the document. and when the

project had been completed. the information would automatically

be declassified. Second. if the originai classification

authority could not determine an earlier specific date or event
for declassificatinn, information should ordinarily be marked

fer declassifieation In years from the date of the original

decision. Third. if the specific information falls within one

or more or eight categories. the classifier may exempt it from

declassification at 10 years. In almost all instances. this will

result in the information being subject to automatic

declassification at 25 years. The indefinite duration marking

used under [.9. 12§53's predecessor. Executive ■rder 12356.

"originating Agency's Determination Required“ or "DASH." was
eliminated with the issuance of [.0. 12958.

During TiScal year 1999. classifiers chose declassification

upon a specific date or event less than 1o years. or upon the

lD-year date for 84.■53 original classification decisions. Dn



the remaining 35.682 originai classification decisions.

original ciassifiers eiected to apply an exemption from 19-year

deciassiiication. This is a return to a trend noted in both

fiscal years 1996 and 199? under this ■rder. when approximateiy

hair of aii eriginai classification actions were marked for

automatic declassification in 19 years or less. {Fiscal year

1993's percentage was markediy iawer than the previous two

years. although at 36 percent it is stiii higher than the

figures reported under prior systems. when more than 90 percent

of: referrai decisions were marked for indefinite clttra:tion.3I

DURATION OF CLASSIFICATION

fiscal year 1999

503%

Exempt from It} year d■clnssi■cu■an

DERIVATIVE CLASSIFICATION

Derivative ciassification is the act of incorporating.

paraphrasing. restating. or generating in new form classified

source information. Information may be classified in two ways:

{a} through the use of a source document. usuaiiy correspondenCe

or publications generated by an original classification

authority: or (bi through the use of a classification guide. a

classificatian guide is a set of instructions issued by an

originai ciassiiication authority. 1t pertains to a particular

INFORMATION SECURITY OVERSIGHT DFFICE

subject and describes-the elements of information about that

subject that must be classified. and the levéi and duratien of

classification. Unly executive branch or Government contractor

employees with the appropriate~ security ciearance. who are

required by their work to restate ciassified source information.

may ciassify derivatiyeiy.

For fiscal year 1999. agencies reported ?.868.BBJ derivative

classification actions. This Figure represents an increase of

in percent from that reported in fiscal year 1998. The majority

of the increase comes from three of the inajor classifying

agencies. Justice. CIA. and 000. Justice reported a til percent

increase while CIA reported a 21 percent increase from last

year. see reported a 4 percent increase. For fiscai year 1999.

DERIVATIVE ACTIVITY

fiscal year 1999
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DERIVATIVE CLASSIFICATION LEVELS

fiscal year 1999

18%

Con■denlfnl

CIA. DDD. NRU. Justice. and State represented 99 percent of all
derivative classification actions reported. For the second year
in a row. CIA derivatively classified the most information of
the five agencies. NR9 reported a 2 percent decrease. while
State renorted virtually the same derivative activity as the

previous year. IS■D commends NRD and State for their efforts to
reduce or curb derivative classification. all ether agencies
reported d■.204 derivative classification actions. a 2? oercent
increase from fiscal year 1998. IS■u recognizes those agencies
decreasing their derivative activity: AID {lot}. DUE {15%}. EPA
(190%). GSA (64%}, HHS {25%}. NASA {39%}. NRC (29%]. ENE i38tl.
PFIAB [48%). and USPS {2%}.

ihe increase in derivative classification activity is
influenced by a variety of factors. World events continue to
influence the amount of derivative activity. in particular.
worldwide peacekeeping operations. However. ISUU is convinced
that the vastly increased use of automated information

management systems. and advancements in technology will
continue to affect how information is created. collected.
analyzed. and disseminated. thus affecting the tabulation of
derivative classification activity. For example. many
classified conversations over secure telephone. which would not

+a.
have been counted as classification decisions. have been
replaced by secure e-mail messages. which. depending on severai
factors. may or may not be counted as classification decisions.
The application of the collection methodology used by three of
the. five major classifying agencies may also be affecting the
data being reported to IS■u. bun. CIA and HRH use sampling
methods approved by 1550. Whether it is the method itself or the

of the method that is affecting the data
collected. is not clear. However. ISGD plans to study this
problem with an eye towards developing guidance to standardize
both the impact of sampling and the application of what
constitutes a classification decision.
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COMBINED CLASSIFICATION

Together. original and derivative ciassification decisions make

up what ISD■ caiis combined ciassification activity. In iiscai

year 1999. combined ciaSsification activity increased by

I43.324 [10%]. to a total of 3.038.592 actions. Since derivative

actions outnumbered originai actions by a ratio of more than

46:1. the fiuctuation in derivative activity essentiaiiy

determines the ■uctuation of combined classification activity.

[31A accounted for M percent of ail combined ciassification

activity reported for fiscai year 1999; DOD. 2? percent: NRO.

2% percent: Justice. 2 percent: and State. 2 percent.

COMBINED ACTIVITY

fiscal year 1999
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As in the past. the remaining agencies accounted for oniy one

percent: UP the combined ciassification activity. CIA and BUD

reported increases in combined c‘lassification by El and 6

percent. respectiveiy. State reported virtually the same

combined activity from the previous year.

I500 continues to be concerned about the upward trend in

ciassification activity. As noted above. to a iarge extent.

technuiogy may explain the increase. However. given the

downward trend under the prior exeCutive order. the upward

trend remains troubiing. ISDU wiii continue to increase its

oversight activities, particuiariy in the area or ciassified

document reviews.

COMBINED ACTIVITY

fiscal years 19813-1999
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COMBINED CLASSIFICATION ACTIVITY

BY AGENCY

fiscal year 1999
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DECLASSIFICA‘I’ION

During fiscal year 1999. declassification activity within the

executive branch experienced its first Significant decrease

since LEI. 12959 beoame effective. Nevertheless.

declassification under this order continued to Exceeo the

average under prior executive orders by tenfold. Instituting two

declaSsification programs under E.U. 12598: ill "Automatic

Declassification." Section 3.4 of the order. and {2} “Systematic

Declassificatioo Review." Section 3.9 of the order. has very

clearly driven the increase in declassification activity. The

“Automatic Declassification" program began in mid-october 1995

with the effective date of Executive order 12958. Under the

"Automatic ■eclassification" program. information appraised as

having permanent historical value is automatically deciassified

once it reaches 29 years of age unless an agency head has

determined that it falls within a narrow exemption that oermits

continued classification. Fiscal year 1996 was the first full

year of implementation for this program. Started in E9?2.

“Systematic Review for Declassification" is the program under

which classified permanently valuable records are reviewed for

the purpose of declassificatioo after the records reach a

97? MILLION PAGES DECLASSIFIED

fiscal years 1980-1999

FY 1996-1999

p

120M page:

FY 1980-1995 74%

251M pages
26%
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specific age. Under E.D. 13356» sans was the only agency

required to conduct a systematic review of its classified

holdings. Now E.U. 12959 requires all agencies that originate

classified information to establish and conduct a systematic

declassification review program. which is undertaken in

conjunction with the potential onset of automatic

declassification.

in effect. Systematic review has become an appendage of the

automatic declassification program. 1599 has collected data on

declassification that does not distinguish between the two

programs because they are now so inLerrelated.

During FY 1999. the executive branch declassified almost 12?

million pages. This Figure represents a 34 percent decrease over

Ff T999. but it is still very markedly higher than any one year

under prior executive orders. This decrease is largely

attributed to legislation enacted in FY 1999. addressing the

protection of Restricted Data and Formerly Restricted Data. In

order to fulfill the requirements of this legislation. agencies

had to shift resources away from the automatic and systematic

declass‘ification programs.

FY1999

IEFM— I395.
59M. — T99

FY 1930-1994
204M — 21%|133M — 19%



This legislation had a very significant impact on NeRa's

declassification program. NeRa's pages declassified in FY 1999

decreased by 80 percent from FY 1993. In pass years NARA has

been the lead agency in the number of pages declassified. There

were three reasons for this decrease in NARA: First. a number

of hARA's reviewers began the re-reyiew of previously

declassified records. to determine. as required by legislation.

whether these records inadvertently contained Restricted data

or formerly Restricted Data under the Atomic Energy Act.

Second. many NARA staff members who previously worked on

declassification were assigned to assist in the massive transfer

of permanently valuable records from the Washington National

Records Center to the National Archives in College Park.

Finally. these NARA staff members who continued to do

declassificatinn review were required by the legislation

pertaining to Restricted data and Formerly Restricted Data to

review everything on a page-by-page basis: in the past as much

as 95 percent of HaRa‘s dociassification actions involved

sampling methods.

In the four years that Executive Grder 12958 has been in effect.

over lEG million pages have been declassified. Compared to the

total of pages declassified under two prior executive orders

{£.o. 12065 and E_n_ 123551 ever she coarse of E5 years. 25?

million pages. the executive branch in the past four years
almost tripled the number of pages declassified. lor the 20

Fears during which IS■■ has been collecting data.

de■lag■lfl■atl■” aCClVlCF Withl■ the executive branch resulLed

in over 9}? million pages declassified.

1'
DUB replaced NARA as the lead agency in the number of total

pages declassified in F? 1999. DGD accounts for 63 percent of

the total. while MARE still comes in second with 14 percent.

The legislation has also affected DUE‘s progress. which

experienced a 48 percent reduction from its FY 1993

declassification efforts. Fyen so. the programs in AID {51s}.

tla {189%1. Justice {sass}, NASA (Edf■l. and DPIC lSQRl

experienced significant increases in the number of pages
declassified in FY 1999 as compared to FY 1998. 1309 commends

these agencies for tholr efforts. and certainly encourages even

more from Justice and ■le.
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MANDATORY REVIEW

UndEr Executive Drder 12958. the mandatory review process

permits individuais or agencies to require an agency to raview

specified national security information for purposes of seeking

its declassification. RequEsts must he in writing and describe

the information with sufficient detaii to permit the agency to

retrieve it with a reasonahie amount of effort. Handatory review

remains popuiar with some researchers as a iess cententieus

aiternative to Freedom of Information Act {FUTA} requests. it

is also used to seek the deciassirication or presioentiai papers

or records. which are not subject to the F■te.

fiscai years 1993-1999
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During F9 1999. agencies processed 2.990 cases totaiing 99,944

pages. The number of pages processed decreased by 91 percent

from the previous year. The iegisiation enacted in 1999 and

mentioned earlier in this report has been cited by some agencies

as the reason for their decrease in processing mandatory

deciassification review requests. Aithough the number of cases
acted an was 94 percent less than iast year. the percentage of

pagEs deciassiried in whole or in part {93 percent] increased

by 11 percent from iast year. 1599 believes that this increase

is an indication that mandatory review remains a very successfui

means For deciassifying information. with the estaoiishment or

the Interaoency Seourity Ciassification Appeais Panei. created

under Executive Order 12958 and discussed eariier in this

report. mandatory review requests are likely to increase.

During F? 1999. agencies processed 54 appeals that comprised

935 pages. Of these. 92 percent of the pages were granted in

whole or in part. The rate is 6 percent higher than iast year.
The higher rate of deciassiFication suggests that researchers

can continue to anticipate greater return in deciessified

inrormation if they pursue an appeai.

MANDATORY REVIEW

APPEALS DISPOSITIGN

fiscal year 1999

Granted in
r Granted in For?

359%
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Executive Drder 12958 brought
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13-minute video provides an entertaining but informative

approach to answering most of the questions that empleyees raise
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employee briefing on the SF 312.
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classified document.
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TITLE 3

EXECUTIVE ORDER 13142

of November 19, 1999

Ammonium-r n: Exacunirs Dunn No. 12958

By the authority vested in me as President by the Constitution

and the laws of the United States of America. and in order to

extend and establish specific dates for the time within which

all classified information contained in records more than ?5

years old that have been determined to have historical value

under title 44. United States Code. should be automatically

declassified. and to establish the Information Security

oversight foice within the National Archives and Records

Administration. it is hereby ordered that Executive Drder 12958

is amended as follows:

Section I. In the first sentence of section 3.4{a} of Executive

Drder 12958. the words "within five years from the

date of this order" are -deleted and the words

“within six and one half years from the date of this

order" are inserted in lieu thereof.

The following new language is inserted at the end

of section 3.4ial: "for records otherwise subject to

this paragraph for which a review or assessment

conducted by the agency and confirmed by the

Information Security oversight office has

determined that they:

Section 2.

(licontain information that was created by or

is under the control of more than one agency. or

(Zlare- within file series containing information

that almost invariably pertains to intelligence

sources or methods. all classified information

in such records shall be automatically

declassified. whether or not the records have

been reviewed. within 8 years from the date oi

this order. except as provided in paragraph {b}.

below. For records that contain information that

INFORMATIDN Secuelrv Ovenslewi ■rrlcs

Section L

becomes subject to automatic declassification

after the dates otherwise established in this

paragraph. all classified information in such

records shall be automatically deciassified.

whether or not the records have been reviewed on

December 31 of the year that is 25 years from

the origin of the information. except as

provided in paragraph ibi. below."

Suosections tal and (bl of section 5.2 are amended

to read as follows:

"tal The Director of the Information Security

Dversight foice. under the direction of the

Archivist of the United States and in consultation

with the Assistant to the President. for Hational

Security Affairs and the co-chairs of the Security

Policy Board. shall issue such directives as are

necessary to implement this order. These directives

shall be binding upon the agencies. Directives

issued by the Director of the information Security

oversight foice shall establish standards for:

illclassification and marking principles:

(Eiagency security education and training programs:

(Slagency self-inspection programs: and

(dlclassification and declassification guides.

(bl The Archivist of the United States shall

delegate the implementation and monitorship

functions of this program to the Director of the

Information Security Dversight foice."
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Section 4. Subsection {a} and the introductory ciause and item

(4} of subsection {b} of section 5.3 are amended

as foilows:

ta] Subsection [a] shaii read “[a) There is

estabiished within the Hationai Archives and

Records Administration an Information Security

Dyersight foice. Ihe Archivist of the United
States shaii appoint the Director of the

information Security ■yersight Uffice, subject to
the approya] of the PFESi■EHt."

[o3 The introductory ciause of subsection {h} sh■ii

read “UndEr the direction of the Archivist of the
United States. acting in consuitation with the

Assistant to the President for National Security

Affairs. the uirector of the Information Security

■uersight ■ffice sha1i1".

{c} ltem (4} of suhSeccion to} shall read “iii have

the authority to conduct on-site reviews of each

agency's program estahiishcd under this order, and

to require of each agency those reports,
information. and other cooperation that may be

necessary to fulfii] its responsihiiities. If

granticg access to specific caLegories of classified

information wouid pose an exceptionai national
security risk. the affected agency head or the
senior agency officiai shaii submit a written

justification recommending the denia] of HCCESS to
the President through the Assistant to the President
for Nationai Security Affairs within 60 days of the

request for access. Access shail be denied pending

the response.”

William J. Ciinton

THE HHITE HOUSE

November IS. 1999



AGENCY

ACIBHYHS OI ABBREVIATIONS

ACDA: Arms Control and Disarmament Agency

AID: Agency for international Development

Air Force: Department of the Air Force

Army: Department of the Army

BHDD: Ballistic Missile Defense Drganieation

CEA: Council of Economic Advisors

CIA: Central Inteiligence Agency

Commerce: Department of Commerce

DARPA: Defense Advanced Research Projects Agency

DCAA: Defense Contract Audit Agency

DlA: Defense Inteiligence Agency

DISA: Defense Information Systems Agency

DLA: Defense Logistics Agency

DDD: Department of Defense

DDE: Department of Energy

DDT: Department of Transportation

DSS: Defense Security Service

DSHA: Defense Special Heapons Agency

DTRA: Defense Threat Reduction Agency

ED: Department of Education

EPA: Environmental Protection Agency

EN1NBANK: Export Import Bank

FDI: Federal Bureau of Investigation

FCC: Federal Communications Commission

FEHA: Federal Emergency Management Agency

FHC: federal Maritime Commission

fRS: Federal Reserve System

GSA: General Services Administration

HHS: Department of Health and Human Services

HUD: Department of Housing and Urban Development

Interior: Department oi the Interior

[SCAP: Interagency Security Classification Appeals Panel

ISDD: Information Security Dversight foice

llC: International Trade Commission

JCS: Joint Chiefs of Staff

Justice: Department of Justice

Iaoor: Department of Labor

INFoeMATIc-M Sscuelrv Evensient OFFICE
a f

MNC:

HSNE:

NARA:

NASA:

Navy:

NISPPAC:

NINA:

NRC:

NRD:

NSA:

NSC;

NSF:

DA, EDP:

DIG. DDD:

DHB:

UNDCP:

{]P l [‘1:
3PM:

DSD:

■SIAr

USIP:

DUP:

PE:

PFIAB:

SBA:

SEE:

355:

State:

irnasury:

THA:

USDA:

USIA:

USMC:

USPS:

USTR:

VA:

Marine Mammal Commission

Merit Systems Protection Board

National Archives and Records Administration

National Aeronautics and Space Administration

Department of the Navy

National Industrial Security Program Policy

Advisory Committee

National Imagery and Hopping Agency

Nuclear Regulatory Commission

National Reconnaissance foice

National Security Agency

National Security Council

National Science foundation

foice oi Administration. Executive foice of

the President

foice oi the Inspector General. Department of Defense

foice of Management and Budget

foice of National Drug Control Policy

Overseas Private Investment Corporation

foice of Personnel Management

foice of the Secretary of Defense

Dn Site Inspection Agency

foice of Science and Technology Policy

foice of the Vice President

Peace Corps

President's Foreign Intelligence Advisory Hoard

Small Business Administration

Securities and Exchange Commission

Selective Service System

Department of State

Department of the Treasury

Tennessee valley Authority

Department of Agriculture

United States Information Agency

United States Marine Corps

United States Postal Service

foice of the United States Trade Representative

Department of yetecans Affairs


