LETTER OF AGREEMENT
BETWEEN
DEPARTMENT OF VETERANS AFFAIRS: VETERANS BENEFITS ADMINISTRATION (VBA)
AND
NATIONAL ARCHIVES AND RECORDS ADMINISTRATION (NARA)

This non-exclusive Digitization Agreement entered into this __9th  day of __August 2019, is by and
between the Veterans Benefits Administration (“VBA”) an agency of the U.S. Department of Veterans
Affairs (“VA”), and the National Archives and Records Administration (“NARA”), an independent agency
in the executive branch of the United States Government with its headquarters in Washington, DC, with

VBA and NARA being referred to as a “party” or collectively as the “parties.”
Recitals

A. NARA maintains and makes available to the public certain historical records and other
documentary materials of the US Government in printed, microfilm, microfiche, and other

formats (the “Archival Materials”) at its locations throughout the United States.

B. VBA s responsible for administering the VA’s programs that provide financial and other forms of
assistance to Veterans, their dependents, and survivors. Major benefits include Veterans’
compensation, Veterans’ pension, survivors’ benefits, rehabilitation and employment assistance,

education assistance, home loan guaranties, and life insurance coverage.

C. NARA and VBA agree to cooperate in VBA's digitization of certain archival materials. Initial plans
focus on full sets of the ship logs from specific U.S. Naval and Coast Guard vessels that are
permanent, accessioned records in the physical and legal custody of NARA. Further archival

materials will be specified in Project Plans.



Definitions

“Archival Materials” means the permanently valuable holdings of the National Archives of the United

States in printed, microfilm, microfiche, and other formats.

“Digital Images” means digital reproductions of selections of the Archival Materials with no associated

Metadata.

“Digital Materials” means digital reproductions of selections of the Archival Materials with associated

Metadata.

“Metadata” means information about an analog or digital object, a component of an object, or a
coherent collection of objects. For purposes of this Agreement, Metadata includes “Descriptive

Metadata,” “Technical Metadata,” and “Preservation Metadata” relating to the images to be digitized by

VBA under this Agreement, as follows:

e Descriptive Metadata provides information or reference points about the content or location of a
Digital Image used for purposes of navigating through Digital Images, similar to tabs on a book.
This Descriptive Metadata may include items such as records during a particular time frame,
records from a particular location, or records of individuals whose family name begins with a
certain letter. Descriptive Metadata is not as detailed or specific as indexing. Whereas indexing
allows for the specific electronic search for a specific document, Descriptive Metadata only
allows for documents with similar characteristics to be grouped together. This is equivalent to

the hierarchy that natively exists in the archival structure of the records.

e Technical Metadata is technical information about the digital files and multi-file objects such as

the processes used to reformat the records and pixel dimensions.

® Preservation Metadata includes a history log of the reformatting activities —examples of this

Metadata can be found at http://www.loc.gov/standards/premis/.

“Project Plan” means a document completed and approved by VBA and NARA representatives that lists
the Archival Material that NARA and VBA have agreed to digitize and provides the details about

standards, Metadata, equipment, format, personnel, and other required information for each selection



of Archival Materials. NARA provides the template for Project Plans. No work will commence on a

project until a Project Plan has been signed by both parties. Should a third party be named to execute

work defined in a Project Plan, the third party will also be a signatory to the corresponding Project Plan.

In lieu of a signed Project Plan, the parties may agree in writing to a pilot to test assumptions that leads

to a Project Plan.

Terms

1. Creation and Use of Digital Materials

1.1.

1.2.

NARA agrees to provide VBA with controlled access to available subsets of Archival
Materials to enable VBA to create Digital Images of such Archival Materials. The dates and

other details of the access will be described in each Project Plan.

The nature, location, and details about the digitization process for each selection of
Archival Materials will be listed in a Project Plan. All use of the Archival Materials must
take place at the location described in the applicable Project Plan. Details of the scanning
or other method of digitization, as well as the physical requirements of any non-NARA
digitization location will be agreed to between the parties in each Project Plan. NARA
reserves the right to inspect the location where Archival Materials are stored and
digitized prior to signing of this Agreement and during the term of agreement. The
inspection may include receiving, storage, preparation, digitization, shipping and other
areas related to handling of the Archival Materials. Archival Materials must be
safeguarded against theft, vandalism, unauthorized use, damage, and alterations of any
kind. Archival Materials must be stored in a facility that is equipped with environmental
controls; a 24-hour security system; a fire detection and suppression system that
complies with local fire codes; and a safe or vault for holdings that are of high intrinsic or
monetary value. The Project Plan must specify the applicable environmental controls (to
include temperature and humidity) and whether the items are of high intrinsic or
monetary value. Smoking, vaping, beverages, and food must be prohibited in the
receiving and shipping areas, the Archival Materials storage area, and any area where the

Archival Materials are digitized.



1.3.

1.4.

1.5.

1.6.

The Project Plan must contain detailed information about the transport, packing, care and
handling, and return shipping of the Archival Materials to be digitized. Original Archival
Materials must travel separately from digital copies made from them. They must not
travel together in the same vehicle or on the same day in order to preclude the loss of all
copies of the Archival Materials in case of an accident or disaster on the road. The original
Archival Materials must return to the National Archives within a specified number of days

of the digitization being completed, as defined in the Project Plan.

NARA will provide the original copy of Archival Materials for scanning unless a usable
Microform Publication (microfilm or microfiche) or other suitable surrogate is available.
The format of the Archival Materials to be scanned will be described and agreed to in the
Project Plan. Generally records will be in good condition. NARA will not knowingly send
Archival Materials in poor condition for digitization. If during handling or digitization of
the materials, they are damaged (pages torn, water damaged sustained, marking applied
to the records, etc.) VBA shall immediately stop work, remove the records from the
digitization work flow process, and notify the NARA Project Manager (listed in the Project
Plan) of the nature and extent of the damage and wait for further instructions. VBA shall

not attempt to repair or continue to digitize the Archival Materials.

Digital Images will be created to meet imaging standards that will be provided by NARA
and described and agreed to in a Project Plan. The assumption is that projects will be
digitized at 300ppi, but occasionally, depending on individual projects and records, NARA
may require a different ppi. Because physical materials and customer-driven needs may
vary for selections of Archival Materials, imaging standards and other specifications will

be incorporated into each Project Plan.

VBA will at all times comply with applicable NARA requirements for the handling of the
Archival Materials, and, when required by the Project Plan, NARA will provide training and
oversight in the proper handling of the Archival Materials. Any digitization equipment to
be used by VBA in conjunction with NARA holdings must be approved by NARA prior to

use, with such approval not being unreasonably delayed or denied. For each Project Plan,



1.7.

1.8.

1.9.

VBA will propose the digitization equipment to be used for the records specific to that
Project Plan. All equipment must be approved by NARA in the Project Plan. NARA and
VBA will designate points of contact for each location prior to the start of a project. The
points of contact will provide guidance and assistance on all the requirements for the

particular project.

VBA and NARA agree that VBA may perform all digitization activities themselves or may
engage with a third party for this work. In such cases where the third party is performing
part or all of the digitization activities outlined in the Project Plan, VBA remains
responsible for ensuring adherence to all of the provisions outlined in this Agreement and
the Project Plan. VBA is also responsible for ensuring contractors understand the
obligation to not disclose sensitive personally identifiable information contained in the
records, and that any contractor owned or operated information systems comply with all
applicable security requirements for sensitive Pll including NIST 800-53 Rev. 4 and 800-
171.

Pursuant to each Project Plan, the Digital Materials will include all Metadata identified by
NARA as necessary to allow NARA to maintain or recreate the archival hierarchy of a
series of records (i.e., files, items, subseries, etc.) and to provide easy access to files
and/or items in the series. The required Metadata for each project will be outlined in the

Project Plan for that project.

VBA will provide a copy of the Digital Materials to NARA in the electronic format specified
in the Project Plan. This will occur during scanning with a schedule and delivery
mechanism specified in the Project Plan. VBA will use reasonable efforts to make
corrections that are necessary to ensure the accuracy of the Digital Materials and the
integrity of its archival structure within a mutually agreeable reasonable period of time of
identifying a problem or receiving a NARA request for correction, and VBA will deliver the
revised data (images and/or Metadata) to NARA when the correction is completed. VBA

will ensure that records containing sensitive personally identifiable information, including



1.10.

Social Security Numbers of living people, are transferred to NARA using FIPS 140-2

compliant encryption.

Should VBA cease to exist, or a successor company or organization that will operate with
essentially the same purposes as VBA cease to exist, or VBA has transferred its rights to
the Digital Materials to a third party which intends to use them in like manner, NARA shall
immediately: (a) receive all Archival Materials not already in NARA custody; and (b)
receive a copy of Digital Materials not previously provided to NARA (VBA or the successor
company or organization will make all reasonable efforts to deliver this copy to NARA
before it ceases to exist). Any successor company, organization, or third party shall be

bound by the terms of this Agreement in accordance with Section 11 below.

Obligations

2.1.

Cost for any access or services provided under this Agreement, including shipment of
records and transfer of Digital Materials, will be borne by VBA unless otherwise mutually

agreed upon and documented in the Project Plan.

Public Domain: Ownership

3.1.

3.2.

3.3.

U.S. Government works, which comprise the majority of Archival Materials in the National
Archives of the United States, are not eligible for copyright protection in the United States

and, as such, are in the public domain.

The parties acknowledge that nothing in this Agreement is intended to alter or impair any
rights of control, custody, ownership or use that NARA or the U.S. Government may have
in any Archival Materials. NARA will not transfer legal control, custody or ownership over

any Archival Materials to VBA or any third party.

The parties will use all reasonable efforts to ensure that the Archival Materials digitized
under this Agreement are in the public domain. In accordance with 36 C.F.R. 1254.62, for
any Archival Materials digitized that are not in the public domain, VBA will be responsible

for obtaining any necessary permission for use, copying, and publication from copyright



holders and for any other applicable provisions of the Copyright Act (Title 17, United

States Code).

3.4. The parties will promptly notify each other in writing of any claim made by a third party
that any of the Archival Materials are covered by copyright or any other intellectual
property right. Following such notification: a) the parties will use their best efforts to
identify and exclude from their own website any images subject to such restrictions that
have not been cleared with the rights holder; and b) compliance with copyright laws and
observance of the reproduction rights of any third party will be the sole responsibility of

each party, separately, with respect to any Digital Materials under its control.

4, Privacy

4.1. NARA s responsible for protecting the privacy of living individuals mentioned in its
records. For purposes of this Agreement we are concerned with sensitive personally
identifiable information (PIl) —i.e., information which, if lost, compromised, or disclosed
without authorization, could result in substantial harm, embarrassment, inconvenience,
or unfairness to an individual. The most common type of sensitive Pll is Social Security
Numbers, particularly when linked to date of birth, mother’s maiden name, or other types
of identifiers; but sensitive Pll can also include private medical information. NARA
withholds from public access records that are less than 75 years old and contain sensitive

PIl.

4.2.  VBA understands it will receive un-redacted records with SSNs of living individuals
present, and agrees it will protect these SSNs from public disclosure. Digital materials
created by the VBA will be stored by NARA and the VBA in information systems
implementing FISMA moderate controls as set forth in NIST 800-53 Rev. 4 or 800-171, as
appropriate. Each agency is responsible for the security of its own information systems
and contractor systems. VBA will ensure all records are properly encrypted before

transfer to NARA.



5. Limitation of Liability

5.1.

In no event shall either party be liable to the other for any incidental, consequential,
special, exemplary, or other indirect damages, or for lost profits, lost revenues, or loss of
business arising out of the subject matter of this Agreement, regardless of the cause of

action, even if the party has been advised of the likelihood of such damages.

6. Marks and Other Designations; Public Announcements

6.1.

NARA agrees that VBA may make reference to NARA and use any NARA trade names,
trademarks, service marks, seal, logos or other designations in connection with its
activities contemplated under this Agreement, provided that VBA obtains NARA’s prior
written approval for each usage, which approval will not be unreasonably delayed or
withheld. Absent express written authorization, the use of the NARA trade names,
trademarks, service marks, seal, logos or other designations shall not imply or state that
NARA or any part thereof, or any NARA official or employee, endorses the policies,

activities, products, services or opinions of VBA or any third party.

7. Notices

7.1.Notices provided under this Agreement will be effective if delivered to the then current

principal business address of the other party. The current addresses are:

If to VBA:

Office of Business Process Integration (20c)
810 Vermont Ave, N.W.

Washington, DC, 20420

Attention: Assistant Director, Veteran’s Claims Intake Program

If to NARA:
National Archives and Records Administration

8601 Adelphi Road



9.

7.2.

College Park, MD 20740-6001,

Attention: Chief Innovation Officer

Any Notices regarding a dispute under this Agreement, except for matters addressed
under Section 8 (Termination: Survival), shall be given to the above listed contacts to

resolve.

Term: Termination: Survival

8.1.

8.2.

8.3.

8.4.

This Agreement is effective as of the Effective Date and will remain in effect for a period
of five years or one year after the completion date of any project defined in a Project

Plan, whichever is longer (the “Expiration Date”).

Either party may terminate the Agreement for a material breach by the other party, by
giving ninety (90) calendar days written notice, provided that such termination shall not
be effective if such alleged material breach is cured within the ninety (90) calendar day

notice period and the allegedly breaching party provides notice of such cure to the other

party.

Notice of termination under this sub-section will immediately halt work on the creation of
Digital Images on all ongoing Project Plans, and on all signed Project Plans under which
digitization has not begun. In the event of breach by either party: a) all Archival Materials
must be returned to NARA’s physical custody as soon as practicable but no later than
twenty-one calendar days after notice of termination under this sub-section; b) a copy of
all Digital Materials related to such Archival Materials existing at the time of the breach
must be turned over to NARA; and c) VBA shall retain all Digital Materials and the right to

use them consistent with the terms of this Agreement.

The provisions of sections 1.9,1.10, 2, 3, 4 and 5 shall survive termination subject to the

provisions above.

Choice of Law



9.1.

9.2.

9.3.

Each of the individuals signing this Agreement certifies that he or she has legal authority

to enter into this Agreement on behalf of his or her Party.

This Agreement shall be governed by and in accordance with the laws of the United
States. In the event federal law does not address an issue, the applicable law shall be

District of Columbia law without application of conflicts of law provisions.

Disputes related to this Agreement shall be resolved in accordance with instructions
provided in the Treasury Financial Manual (TFM) Volume I, Part 2, Chapter 4700,
Appendix 6 “Intragovernmental Business Rules,” section 2.3.4, “Dispute Resolution

Process.” https://tfm.fiscal.treasury.gov/v1/p2/c470.pdf

10. Relationship of the Parties

10.1.

This Agreement does not constitute, and is not intended to give rise to, a partnership or
joint venture between the parties. Each party will operate under the terms of this
Agreement as an independent entity and not as an agent for, or an employee of, the

other.

11. Assignment

11.1.

Neither NARA nor VBA may assign any of its rights or obligations under this Agreement
without the prior written consent of the other party. NARA will not unreasonably

withhold or delay its consent.

12. Entire Agreement; Modification

12.1.

This Agreement constitutes the entire understanding of the Parties with respect to the
matters addressed herein. This Agreement supersedes and replaces any prior or
contemporaneous documents, correspondence, conversations, agreements, and other
written or oral understandings. The Agreement may be amended, modified, or waived
only by written agreement, signed by the authorized representatives of both Parties. In
the event of a conflict between an approved Project Plan and this Agreement, the terms

of this Agreement will apply.


https://tfm.fiscal.treasury.gov/v1/p2/c470.pdf

13.Date of Execution

13.1.This Agreement will be considered executed on the date that the last party signs
it.

IN WITNESS WHEREOF, the parties have executed this Agreement as of the Effective Date
hereof.

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION

T2 4

Name: David S. Ferriero

Title: Archivist of the United States

Date: q‘ 'AU(S“' @(ﬂ‘



IN WITNESS WHEREOF, the parties have executed this Agreement as of the Effective Date hereof.

DEPARTMENT OF VETERANS AFFAIRS, VETERANS BENEFITS ADMINISTRATION

Name: Paul R. Lawrence, Ph.D.

Title: Under Secretary for Benefits

Date: AUG 0 9 2019






