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CUI Basic and CUI Specified

Laws, Regulations, or Government-wide

CUl

Specified policies require specific protections. For
(Requires example: |
unique - Unique markings

- Enhanced physical safeguards
- Limits on who can accessthe information

markings)

Laws, Regulations, or Government-wide
policies DO NOT require specific protections.

CUI Basic

l CONTROLLED
I l UNCLASSIFIED
[NFORMATION




Designation Indicator

CUI1 CUI

INFORMATION SECURITY OVERSIGHT OFFICE
NATIONAL ARCHIVES and RECORDS ADMINISTRATION K ISOO
700 PENNSYIVANIA AVENUE, NW, ROOM 100 WASHINGTON, DC 20408.0001

INF(\KMA’I ATION SECURITY

www,archives.gov/isoo T OFFICE

CUI Notice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample CUINotice 2018-XX: Controlled Unclassifie d Information (CUI) Marking Sample

June 20, 2018 Tune 20, 2018

Purpose

L E .
UL, SRR

Background and Authority

Mandatory
Designating
Agency Indicator

T Gt B (i i o T el i entfirriby fee, et o Gt

rg

Optional Contact e vt

ot W oilitime i caz 8

I n fo r m at I O n Controlled by National Archives and Records Administration. Information
Security Oversight Office, 202-555-1234

Andy NotRealEmployee
Andy NotRealEmplovee@agency.gov &
202-555-1234

Designation Indicators show which agency made the document CUI and
are mandatory
It is best practice to include contact information
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Marking CUI: Banner Marking

The CUI Banner Marking may include up to
three elements:

» The CUI Control Marking (mandatory) may
consist of either “CONTROLLED” or “CUL.”

> CUI Category Markings (mandatory for CUI
Specified). CUI Control Markings and Category
Markings are separated by two forward slashes
(//). When including multiple categories they are
separated by a single forward slash (/).

> Limited Dissemination Control Markings. Limited
Dissemination Control Markings are separated
fromthe restof the Banner Marking by a double
forward slash (//).
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CUI Banner Marking

CUL/CATEGORY//DISSEMINATION

INFORMATION SECURITY OVERSIGHT OFFICE
NATIONAI HIVES and RECORDS A ATION ISOO

00 PENNSYLVANIA AVENUE, NW. ROOM 100 WASHINGT -0001

www v/is0o
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CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

June 20, 2018
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CUI Control Marking

» The CUI Control Marking is CUL<— Mandatory CUI
mandatory for all CUland | [ e 78 1ISOQ) ] Control Marking
consists of a marking of s 55 comt s e
either “CONTROLLED” or
“cul” ?ﬁ

» This marking is all that is e
required to properly mark

CUI Basic

June 20, 2018

;:71"—"*'?! 3

e e e O 8 O 7R A 7 Pty R

Optional Footer
Marking

X2 Mnts or O Myt CET Bt b oot
mEh DR

e 8 _,,.»,FL—-“ »ifn @R opfmts hn =i 5
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CUI1
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CUI Basic Category Marking

» The CUI Category Marking
Is optional for CUI Basic,
but it is best practice

» CUI Control Markings and
Category Markings are
separated by two forward
slashes (//)

» Whenincluding multiple
categories, they are
alphabetized and
separated by a single
forward slash (/)

}

Mandatory CUI
Control Marking

CUI Registry:
https://www.archives.gov/cui/registry/categ
ory-marking-list

CUL/EMGT/WATER
INFORMATION SECURITY OVERSIGHT OFFICE
NATIONAL ARCHIVES and RECORDS ‘ IS

00 PENNSYLVANIA AVENUE, NW. ROOM 100 WASHING

INFORMATION SECURITY
W w..mhln‘;.gm /50 OVERS GHT 0

CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

June 20, 2018

Optional
Category
Markings
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CUI Specified Category Marking

Mandatory CL_JI
> The CUI Category Marking ! control Marking

's mandatory for CUI —
Ly |N|'()RMAII‘()N SF'CLJRI['Y()VI-RBIUIII OFFICE ?\I
S peC I fl ed s le\l.lUT,Al ARCHIVES and RSU'RIY‘\,‘.\I‘\,HN!\IRA.‘?‘)N K ‘

T A R T ewarcives v NSRS S Mandatory
> Th e g e n e ral fo rm fo r C U | CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample C UI
SpeC|f|ed Category Tune 20, 2018 SDECIerd

A C
Marking is SP-SPECIFIED Mi[rekgi’r?g;y

www.archives.gev/isoe

Definitions
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Guidance

CUI Registry:
https://www.archives.gov/cui/registry/category-
marking-list
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Multiple Categories

» All CUI Specified must
precede all CUI Basic
Markings

» The different categories
are alphabetized within
their type of CUI and
separated by a single
forward slash (/)
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Mandatory CUI
Control Marking

A

700 PENNSYLVANIA AVENUE, NW. ROOM 100 WASHINGTON, DC 20408-0001

CUI/7SP—HLTH/SP-PRVCY7DREC/ STUD

INFORMATION SECURITY OVERSIGHT OFFICE

NATIONAL ARCHIVES and RECORDS ADMINISTRATION

www.archives.g

CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

Purpose
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Guidance

June 20, 2018
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CUI Specified
Category
Markings
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CUI Basic
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Limited Dissemination Controls

CULl/SP-EXPT//NOFORN \
INFORMATION SECURITY OVERSIGHT OFFICE FISOO — |_|m |ted
- - - - - NATIONAL ARCHIVES and RECORDS ADMINISTRATION
> Limited Dissemination PSSR K NI S Dissemination
Controls Can be app||6d tO CUI Notice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample ContrOI Mark|ng

limit sharing or to convey P -

requirements in Laws, e Wl - % 1500
Regulations, or O I
Government-wide policies

» They are separated from
the rest of the Banner
Marking by a double
forward slash (//)

» If there are multiple Limited
Dissemination Controls, Gt oty et e v
they are alphabetized and — w
separates with a single
forward slash (/)
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Background and Authority
CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

June 20, 2018
Purpose
T et @i et ool VR Lihf RSearteri (o
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TG ETEN

Dissemination List:
Office of Intelligence and Analysis. Department of Homeland Security

Counterterrorism Division, Federal Bureau of Investigation
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Portion Marking

» Portion Marking for CUI is
optional, butif they are
used, they must be used

consistently throughout the | nformation

document and placed in
parentheses at the

beginning of a paragraph
» There are three
components

» CUI Control Marking
» Category Marking

» Limited Dissemination

CUL/SP-EXPT//NOFORN

INFORMATION SECURITY OVERSIGHT OFFICI
MATIONAL ARCHIVES and RICORDS ADMINISTRATIC ‘ISOO

700 PENNSYLVANIA AVENUE MW, RODOM 100 WASHIN =
UﬂClaSSIfled OVERSIGHT OFFICE
Un C 0 n tr O | Ied-» {U) CUI Notice 2018-X%: Controlled Unclassifie d Information (CUI) Marking Sample
Tune 20, 2018
. (U) Purpose
Portlon (U TS nimpme s dalifiRprmiiaesm e mEmEnr el T Limbisd Ik et Gemtn]
Marklng '“"'—"—,.— it N . Crlee Telsr i Rat TR GE T
fAE TS ol AT
{U) Background and Authority
. (CUL/SP-EXPT//NT) IE I, Smmlied Unieeiisd Infemmibn =St 1. 506,
CUIl Portion, /r—“—': T P A s e e e e e R
e il i, s ety o B T it drlnds 1 cosle o Dy whmmmet 4 e .
CUl SpeCIerd e s e B UL el e Pt e (] Bt (R ermifion e

Category,and
Limited

Dissemination
Control Marking|

Control Marking

» Use (U) to indicate that a
paragraph contains
Uncontrolled Unclassified
Information
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Marking Multiple Pages

» The CUI Banner Marking
reflects the categories of
CUI that are in the entire
document and is consistent
throughout even if not all
categories of CUl are on all
pages
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Supplemental Administrative Markings

CUI
PROVISIONAL - IN WORK

INFORMATION SECURITY OVERSIGHT OFFICE
» Supplemental R ISOO

700 PENNSYLVANIA AVENUE, NW. ROOM 100 WASHINGTON, DC 20408-0001 : — -
INFORMATION SECURITY

Administrative Markings e

CUI1 le

i I INFORMATION SECURITY OVERSIGHT OFFICE kne 20, 2018
(e ] g =y Draft, Del I be ratlve ) .\ll,\lluN.-\t ARCHIVES and RECORDS ADMINISTRATION %ISOO B

700 PENNSYLVANIA AVENUE. NW. ROOM 100 WASHINGTON, DC 20408-0001

Pre-decisional) may not NS St
be incorporated i nto th e CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample
Banner Marking or mixed P v

with CUI Markings

Background and Authority
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INFORMATION SECLURITY
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Coversheets

CONTROLLED CONTROLLED CONTROLLED

CONTROLLED UNCLASSIFIED
CONTROLLED UNCLASSIFIED CONTROLLED UNCLASSIFIED INFORMATION (CUT)
INFORMATION (CUT)

INFORMATION (CUI) ATTENTION

Category Subcategory

All individuals handling this information are required

to protect it from unauthorized disclosure.

Handling, storage, reproduction, and disposition of

the attached document(s) must be in accordance with

32 CFR Part 2002 and applicable agency policy.

ccess to and dissemination of CUI shall be allowed

essary and permissible to any individual(s),

or dissemination is co) nt with

o in furtherance of a Lawful Govenment Purpose

and in a mai vith applicable law,
ent-wide policies.

CONTROLLED CONTROLLED CONTROLLED

Optional Form 901.: Optional Form 902: Optional Form 903:

Basic CUI Coversheet Category Coversheet Detailed Coversheet (categories,
special instructions, points of
contact)

» Coversheets are optional, but replace Banner Markings

» Download templates from the CUI Registry at:
www.archives.gov/cui/additionaltools

l CONTROLLED
I I UNCLASSIFIED
[NFORMATION




Marking Forms

» Forms that, when filled in, contain CUI, must be marked accordingly
» You may use a coversheet if there is not room at the top of the form

CONTROLLED//SP-PERS
H H Application for Federal Employment - SF 171 Form Apgroved
When fl||€d n Read e MSIUCons before you GHmplete iis Applicabion. Type or prnl cIeary in dark imk. o e s
APPRAISAL - Associate (Employoe) Self-A s y
PART . ADMINISTRATIVE DATA. L
|OFFICE SYMBOL [DATE PERFORMANCE PERIOD (MM/DD/YYYY)
erom 10 2 Socal]
1’ PART Il. INSTRUCTIONS 4 A
GENERAL GUIDELINES: Employess should comglete and submit his fem 1o their sting official for consideration in compisting the annual
an ato ry performance appraisal. The summary should represent &a related o he oulcomes and fram the date the performance I
plan was e 10 the end of the ting pericd. Base the summary on accomglishments during the perlomance period § rame
Summanize each oulcome and expectation separately and write the summary & & past tense of the outoomes and expacations
‘ U I ‘ O n t r O I SPECIFIC GUIDELINES: List major accomplishments in bullel form as ey relate to each criical element and the expectations detelied in your e
performance plan. You may aiso list raining and developmental accomplishments, including seminars andor conferences; any recogniion you -
. received; recommended areas for future development. and specific raining requests, If desired. CONTROLLED UNCLASSIFIED
M ar k | n g PART lll. ACCOMPLISHMENTS ]
MAJOR ACCOMPLISHMENTS: In bullet format, idenby the most important accompishments achieved during this perlonmance period that apply 7 orer INFORMATION (C UI)
direlly 1o your position. [Altech sddtional pages as necessary)
§ =y
aacy ATTENTION
10.]"“’"‘f “ 'Usse flus space o indicate categories subcategories, special instructions, points of confact, eic., if needed.
L:‘ B This form contains SP-PERS when filled.
i
Duates.
11 e
DIHER ACCOMPLISHMENTS: |0enily Gl Sccompasnments Scheeved during s peronmance percd. (ANSch Aoalionsl pages 83 Necessary)
3
184
Al individuals handling this information are required to protect
157 it from nmauthorized disclosure.
Handling, storage, reproduction, and dispesition of the attzched documest(s) must
e AN0 Dy Identity any traning or developmental needs of opportunities for the coming year. (Aftach addificnal e 12 ace e with 32 CFR, Pat 2002 and applieable azency policy.
16 4= Access to and dissemination of CUT shall be allowed 25 nacessary and permissible to amy
indivi ization(s), or of wsers, provided such access or dissens-
instion i consistent with or in furtherance of 3 Lawful Govemment Pupose and in 3
manner consistent with applicable Law, regulations, and Government-wide policies.
A7 Have
o I T
18
“WRETIOY L
PREVIOL:
Page
EMPLOYEE SIGNATURE ’i;\\k
GENERAL SERVICES ADMINISTRATION GSA 3683 (REV. 1/2018)
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Marking Emails

» Whenmarking emailsitis
mandatory to include a
Banner Marking to indicate
that the email contains CUI

» It is best practice to include
an Indicator Marking in the
subjectline

> If the email is forwarded,
the Banner Marking must
be carried forward

» If sending an attachment
that contains CUI, the

Optional
Subject
Line

Fwd: Agency Information [Contains CUI]

Mot A Realemployee@dot.gov &

Indicator
Marking

Mandatory
Banner
Marking

name of the file can
contain a CUI indicator

Optional

Fwd: Agency Information [Contains CUI]

CUI/fSP-PRVCY/JFED ONLY

Please see the note from NARA.

—————————— Forwarded message -—————-

From: Lorem lpsum <lorem.ipsum(@nara.gov>

Date: Mon, June 22, 2018 at 5:20 AM

Subject: Agency Information [Contains CUI]

To: Random Employee <Random Employee@opm.gov=

CUI/SP-PRVCY/NFED ONLY

This Rule affects Federal executive branch agencies that handle CUI and all
organizations (sources) that handle, possess, use, share, or receive CUl--or which
operate, use, or have access to Federal Information and information systems on behalf
of an agency

Other Random Employee
Controlled Unclassified Information
Information Securnty Cversight Office

Agency Informatiqp [Contains CUl].docx (12K) X

Attachment
Indicator
Marking

l CONTROLLED
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Marking Presentations

» When marking presentation slides that contain CUI, the rules of CUI

marking apply

» There are two mandatory markings

» Designation Indicator
» Banner Marking

CONTROLLED

Marking Presentations

Shared « Standardized - Transparent

l CONTROLLED
I I UNCLASSIFIED
INFORMATION

Information Security Oversight Office (ISOO)

l CONTROLLED
I I UNCLASSIFIED
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CONTROLLED
Mandatory Marking Presentations

Banner
) » This nalice provides darflying guidsnoe on the proper use of CUI Lindied
Mar k|ng Disssrsinafion Cantral Markings.
> -_ Titie 22, Oode of Fedaral Regulations, Part 2002.16(5)(4) (22 OFR
» 32 CFR 2002, "Coniralied Uncissallied infymaiion,” Septernber 14,
2016, inplernenis the CUI Program requirerents for
mﬂ—.-.-‘—'.-‘- of
> e includes a secfion on a key element of the aceessing and
UL, and 1his nolics clarifies how CUI limited cantrol
markings may be usad with GUL
Mandatory
Designation
Indicator pe. ‘
E b ii’)rmclﬁon Security Oversight Office




Marking Transmittal Documents

> If atransmittal document

accompanies CUI, it must

CULU/SP-EXPT/EXPTR//FED ONLY/NOFORN

Mandatory
Tr ansm i tt a| CUI/SP-EXPT/EXPTR//FED ONLY/NOFORN
Mess ag e CUI/SP-EXPT/EXPTR//FED ONLY/NOFORN

Indicate that CUI is
attached and include

» “When enclosure is removed,
this document is Uncontrolled
Unclassified Information” or

“When enclosure is removed,
this document is (CUI
Category); upon removal, this
document does not contain
cul”

RMATION SECURITY OVERSIGHT OFFICE
QA TONAL ARCHIVE nd RECORDS ADMINISTRATION ISOO
TO0 PENNSYLVANIA A UF. NW, ROOM 10 WASHINGTON, DC 20408-0001 l\fOl{M_\llON SECURITY
v.u-w.m.v’un':._qu\ is OVERSIGHT OFFICE
CONTROLLED Marking Sample oy
When enclosure is removed, this W o
. . document is Uncontrolled June 20,2018
Information Security Unclassified Inf ti
O ight Office nclassined Inrormacon -
Hational Archives and Records ommiimn Caremt -
Administration EAE 2 T ~
700 Pennsylvania Ave, HW. To: Other Random Employee B¢
(202) 357-6870 Fax number: (202) 357-6871/6872
From: Lorem Ipsum

Fax number: (202) 357-6871/6872

Date: 06.22.2018

Regarding:
Agency Information [Contains CUI]

Phone number for follow-up:
(202)357-6870

Comments:

Mandatory
Message that
CUlis Present

ﬂ'l'he attachment contains CUI/ /SP-EXPT/EXPTR//FED ONLY/NOFORN.

CONTROLLED
UNCLASSIFIED
[NFORMATION
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Electronic Media

» When storing CUI on a gﬂsrgatory
i ontrol
USB drive, CD, or hard Marking

drive, you still must
Indicate the presence of
CUI, which mustinclude:

» Designation Indicator
» CUI Control Marking

Mandatory
Designation
Indicator Marking
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Audio, Photography, and Video Markings

» For all of these forms, the standard is that the
presence of CUI must be clearly indicated

LS

pe

> Photographs should be marked to indicate the el 1y ﬁ
presence of CUI which could include using: plectronie Photo Labeling
» Watermarks "This Recording
> Label on the back of the photo ?:%ﬁ%ﬂ?mm
» Tape, frames, or envelopes
» Audio or video files should contain a cul a

disclaimer at the beginning stating: omple e

“Rest of

> “This recording/video contains Controlled Unclassified i :
" ® Audio Plays™
Information § =
» CUI Specified Categories and Limited Dissemination [ k a
Controls must also be indicated o
Physical Unrulft-emb.fe
Photo Labeling Example

CUI Audio, Photography,and Video Markings Brochure:
https://www.archives.gov/files/cui/documents/2017-Audio-Photo-
Video-bifold-v1.pdf
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Shipping and Mailing

» CUI may be shipped

» Best practice is to track the package

information $scunity Oversight Offics
National Archives and Records Administration
700 Pennsyivania Avenus, NVV [Room 500)
Washington. DC 20408

Y

TRACKING

Wi

D O N O Place Markings on
Packages/Envelopes

. S—

Wi

© W s oot o0t vose 0
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I I UNCLASSIFIED
[NFORMATION



Decontrol and Marking

) INFORMATION SECURITY OVERSIGHT OFFICE ? >
> FOI I OW you r agency S NATIONAL ARCHIVES aud RECORDS ADMINISTRATION ISOO
. B 700 PENNSYLVANIA AVENUE, NW. ROOM 100 WASHINGTON, DC 20408-0001 ‘ INFORMATION SEGURKTY.
OVE!
policy to remove or strike

RSIGHT OFFICE

ROST/SERV

'T) Marking Sample
markings on decontrolled | s o o el
g D AL AR VES g “9 S ADYMINISTRATION ISOO
700 PENNSYLVANIA AVENL J. R R, DC 20408-0001 e = e June 20, 2018
CUI On the Pww.archives.govsisoo K TN GVERSIGHT: OFFICE ¥
i (: Cg#ftrolled Unclassified Information (CUI) Marking Sample =it Orete]
insep 66 0oR

> First page
» Cover page
> First page of any attachment e

» Decontrolled CUI is still w

subject to the agency's
release procedures

PN

/’m‘.— Tl 5K Bl
il G O Rsgising, S5 3

Definitions
Tl =l & G sutes g TN _,rjrj =) 3 anledeing b, Bpssie,  Sremmesiatis i

ity . epiEtm, o Ssrammss-
DRRATD.

O Speslited & (e sxivsd &FCTN fir wivhsh (s animtatng g, gk, & Sormme=

'*Tri!‘r,vr,. s G iy e Tt B e 07 PR S t0 S R frss eevening to s
s G Gomes e U Wi, B3 ) TEIRAGS, L s 2 T
) B mat et s G, amd 3

Guidance

& TR B _.’_nJIE..’-": 3&"”7-“"‘“ N e s S=wmieisd
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