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Controlled Environments: Physical

Include at least one physical barrier, such as:
= Sealed envelopes
* |Locked:

— Doors

— QOverhead bins

— Drawers

— File cabinets f
C -
= Areas equipped with electronic locks ﬁ >




Controlled Environments: Physical

Who works In this space?

Who has access to this space during and after
normal business hours?

|s the area suitable for sensitive discussions?




Controlled Environments: Physical

Prevent unauthorized individuals from: ‘-

= Accessing CUI

= Observing CUI

= Overhearing conversations discussing CUI




Controlled Environments: Electronic

At least one electronic barrier, such as:
= Dedicated network drives

= File folders

= |ntranet sites




Controlled Environments: Electronic

= Who has access?
= Who needs access?
» |s access removed when it is no longer needed?

= Are there checks to verify who has access and who
needs access?






