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Appendix C – Federal Oversight Guidance

C.1   Clinger-Cohen Act Oversight Guidance

Clinger-Cohen Act  Oversight Requirements
Where Addressed in the NARA EA Framework
Comments

S.1124
 
 

DIVISION E--INFORMATION TECHNOLOGY MANAGEMENT REFORM
 
 

INFORMATION TECHNOLOGY MANAGEMENT REFORM ACT SUMMARY
 
 

 
 
 

DEFINITIONS
 
 

 
 
 

INFORMATION TECHNOLOGY-
 
 

The term `information technology', with respect to an executive agency means any equipment or interconnected system or subsystem of equipment, that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information by the executive agency.  For purposes of the preceding sentence, equipment is used by an executive agency if the equipment is used by the executive agency directly or is used by a contractor under a contract with the executive agency which (i) requires the use of such equipment, or (ii) requires the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product.
· Glossary
 

The term `information technology' includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources.
· Glossary
 

Notwithstanding subparagraphs (A) and (B), the term `information technology' does not include any equipment that is acquired by a Federal contractor
· Glossary
 

The term `Director' means the Director of the Office of Management and Budget.
· Glossary
 

 
 
 

EXECUTIVE AGENCY RESPONSIBILITIES & AUTHORITIES 
 
 

 
 
 

The head of each executive agency has responsibilities and authorities in the areas described below. 
 
 

 
 
 

CAPITAL PLANNING AND INVESTMENT CONTROL 
 
 

The head of each executive agency shall design and implement in the executive agency a process for maximizing the value and assessing and managing the risks of the information technology acquisitions of the executive agency. The process of an executive agency shall-- 
· IT Capital Planning      
 

Provide for the selection of information technology investments to be made by the executive agency, the management of such investments, and the evaluation of the results of such investments;
· IT Capital Planning                    
 

Be integrated with the processes for making budget, financial, and program management decisions within the executive agency;
· IT Capital Planning                   
 

Include minimum criteria to be applied in considering whether to undertake a particular investment in information systems, including criteria related to the quantitatively expressed projected net, risk-adjusted return on investment and specific quantitative and qualitative criteria for comparing and prioritizing alternative information systems investment projects;
· IT Capital Planning            
 

Provide for identifying information systems investments that would result in shared benefits or costs for other Federal agencies or State or local governments;
· IT Capital Planning 
 

Provide for identifying for a proposed investment quantifiable measurements for determining the net benefits and risks of the investment; and
· IT Capital Planning 
 Addressed via NARA’s Decide process.

Provide the means for senior management personnel of the executive agency to obtain timely information regarding the progress of an investment in an information system, including a system of milestones for measuring progress, on an independently verifiable basis, in terms of cost, capability of the system to meet specified requirements, timeliness, and quality.
· IT Capital Planning 
 Addressed via validation of monthly status reports.

 
 
 

PERFORMANCE AND RESULTS-BASED MANAGEMENT 
 
 

The head of an executive agency shall--

 

Establish goals for improving the efficiency and effectiveness of agency operations and, as appropriate, the delivery of services to the public through the effective use of information technology;
· NARA Strategic Planning 
 

Prepare an annual report, to be included in the executive agency's budget submission to Congress, on the progress in achieving the goals;
· NARA Strategic Planning 
 

Ensure that performance measurements are prescribed for information technology used by or to be acquired for, the executive agency and that the performance measurements measure how well the information technology supports programs of the executive agency;
· IT Capital Planning
 

Where comparable processes and organizations in the public or private sectors exist, quantitatively benchmark agency process performance against such processes in terms of cost, speed, productivity, and quality of outputs and outcomes;
· IT Capital Planning
 

Analyze the missions of the executive agency and, based on the analysis, revise the executive agency's  mission-related processes and administrative processes as appropriate before making significant investments in information technology that is to be used in support of the performance of those missions; and
· NARA Strategic Planning

· IT Capital Planning 
 

Ensure that the information security policies, procedures, and practices of the executive agency are adequate.
· Security Architecture             
 

 
 
 

SIGNIFICANT DEVIATIONS. 
 
 

The head of an executive agency shall identify in the strategic information resources management plan any major information technology acquisition program, or any phase or increment of such a program, that has significantly deviated from the cost, performance, or schedule goals established for the program. 
· NARA Strategic Planning                     
 

 
 
 

IDENTIFICATION OF EXCESS AND SURPLUS COMPUTER EQUIPMENT 
 
 

Not later than six months after the date of the enactment of this Act, the head of an executive agency shall inventory all computer equipment under the control of that official. After completion of the inventory, the head of the executive agency shall maintain, in accordance with title II of the Federal Property and Administrative Services Act of 1949 (40 U.S.C. 481 et seq.), an inventory of any such equipment that is excess or surplus property.
· Operations Architecture –Current-State Systems and Services                   
 

 
 
 

APPLICATION OF MORE STRINGENT STANDARDS 
 
 

The head of a Federal agency may employ standards for the cost-effective security and privacy of sensitive information in a Federal computer system within or under the supervision of that agency that are more stringent than the standards promulgated by the Secretary of Commerce, if such standards contain, at a minimum, the provisions of those applicable standards made compulsory and binding by the Secretary of Commerce. 
· Security Architecture                    

· Standards Profile
 

 
 
 

AGENCY CHIEF INFORMATION OFFICERS 
 
 

The head of an executive agency shall designate an agency Chief Information Officer (CIO) who shall be responsible for--
 
 

Providing advice and other assistance to the head of the executive agency and other senior management personnel of the executive agency to ensure that information technology is acquired and information resources are managed for the executive agency in a manner that implements the policies and procedures of this division of the Act, consistent with chapter 35 of title 44, United States Code, and the priorities established by the head of the executive agency;
· IT Governance, Organizations, & Staffing
 

Developing, maintaining, and facilitating the implementation of a sound and integrated information technology architecture for the executive agency; and
· Overall EA
 

Promoting the effective and efficient design and operation of all major information resources management processes for the executive agency, including improvements to work processes of the executive agency.
· IT Management Processes 
 

 
 
 

The duties and qualifications of the CIO of  an agency shall--
 
 

 have information resources management duties as that official's primary duty;
· IT Governance, Organizations, & Staffing
 

 Monitor the performance of information technology programs of the agency, evaluate the performance of those programs on the basis of the applicable performance measurements, and advise the head of the agency regarding whether to continue, modify, or terminate a program or project; and
· IT Capital Planning 
 Addressed via Decide, Inform, and Learn processes)

 Annually, as part of the strategic planning and performance evaluation process 

 

 Assess the requirements established for agency personnel regarding knowledge and skill in information resources management and the adequacy of such requirements for facilitating the achievement of the performance goals  established for information resources management;
· NARA Strategic Planning
 

 Assess the extent  to which the positions and personnel at the executive level of the agency and the positions and personnel at management level of the agency below the executive level meet those requirements;
· IT Governance, Organizations, & Staffing 
 

 In order to rectify any deficiency in meeting those requirements, develop strategies and specific plans for hiring, training, and professional development; and
· IT Governance, Organizations, & Staffing
 

 Report to the head of the agency on the progress made in improving information resources management capability.
· IT Governance, Organizations, & Staffing
 

 
 
 

ACCOUNTABILITY 
 
 

 
 
 

The head of each executive agency, in consultation with the Chief Information Officer and the Chief Financial Officer of that executive agency (or, in the case of an executive agency without a Chief Financial Officer, any comparable official), shall establish policies and procedures that--

 

Ensure that the accounting, financial, and asset management systems and other information systems of the executive agency are designed, developed, maintained, and used effectively to provide financial or program performance data for financial statements of the executive agency;
· IT Capital Planning
 

Ensure that financial and related program performance data are provided on a reliable, consistent, and timely basis to executive agency financial management systems; and
· IT Capital Planning
 Addressed via NARA’s monthly status reports. 

Ensure that financial statements support--

 

Assessments and revisions of mission-related processes and administrative processes of the executive agency; and
· IT Capital Planning
 Addressed via NARA’s project assessment process.

Performance measurement of the performance in the case of investments made by the agency in information systems.
· IT Capital Planning
 

C.2 OMB Circular A-130 Oversight Guidance

OMB A-130 Oversight Requirement
Where Addressed in the NARA EA Framework
Comments

OMB A130 Section * Policy
 


(2) The Enterprise Architecture 
 


Agencies must document and submit their initial EA to OMB. 
· N/A
· NARA EA 2.0 is scheduled for submittal and review September, 2003.

Agencies must submit updates when significant changes to the EA occur. 
· N/A
· NARA EA 2.0 is scheduled for submittal and review September, 2003.

(a) What is the Enterprise Architecture? 
 


The EA explicitly describes and documents the current and desired relationships among business and management processes and information technology.  
· Overall  EA


The EA describes the "current architecture" and "target architecture" and includes the rules and standards and systems life cycle information to optimize and maintain the environment which the agency wishes to create and maintain by managing its IT portfolio.
· Overall EA 

· Principles, Constraints & Assumptions
· Operations Architecture – Current-state Systems and Services documents current IT environment

· EA areas document the target IT environment

· AS IS & TO BE process flows to be documented in Business Architecture

· PCAs document rules governing IT

· Standards are documented in the Standards Profile

· System lifecycle information to be documented under IT Management Processes 

The EA provides a strategy for supporting the current state.  The strategy and also acts as a roadmap for transition to the target environment. These transition processes will include an agency's capital planning and investment control processes.
· Operations Architecture

· Sequencing Plan

· IT Capital Planning


The EA provides a strategy (i.e.  road map) for transition to the target environment. The transition processes include an agency's capital planning and investment control processes, agency EA planning processes, and agency systems life cycle methodologies.
· Sequencing Plan

· IT Capital Planning

· IT Management Processes


 The EA defines principles and goals and sets direction on such issues as the promotion of interoperability, open systems, public access, and compliance with GPEA, end user satisfaction, and IT security. 
· Principles, Constraints & Assumptions 

· TRM                                  

· Security Architecture


The agency supports the EA with a complete inventory of agency information resources, including personnel, equipment, and funds devoted to information resources management and information technology, at an appropriate level of detail. 
· Operations Architecture


Agencies must implement the EA consistent with following principles: 
 


(i) Develop information systems that facilitate interoperability, application portability, and scalability of electronic applications across networks of heterogeneous hardware, software, and telecommunications platforms; 
· Principles, Constraints & Assumptions 

· TRM 

· Standards Profile




(ii) Meet information technology needs through cost effective intra-agency and interagency sharing, before acquiring new information technology resources; and 
· Principles, Constraints & Assumptions                 


(iii) Establish a level of security for all information systems that is commensurate to the risk and magnitude of the harm resulting from the loss, misuse, unauthorized access to, or modification of the information stored or flowing through these systems.
· Security Architecture         


(b) How do agencies create and maintain the EA? 
 


Create EA Framework:  Create an Enterprise Architecture Framework. The Framework documents linkages between mission needs, information content, and information technology capabilities. The Framework also guides both strategic and operational IRM planning.
· NARA EA Framework              


Create the EA:  Create the Enterprise Architecture.  Identify and document the following: 
 


(i) Business Processes - Identify and document the work performed to support the mission, vision, and performance goals. Identify and document change agents, such as legislation or new technologies that will drive changes in the EA. 
· Business Architecture        

· Federal Oversight Alignment




(ii) Information Flow and Relationships - Identify and analyze and the information used by agency business processes, and the movement of the information. Develop information flows that indicate where information is needed and how the information is shared.
· Business Architecture

· Data Architecture

 


(iii) Applications - Identify, define, and organize the activities that capture, manipulate, and manage the business information to support business processes. Describe the logical dependencies and relationships among business activities. 
· Business Architecture

· Data Architecture

· Application Architecture




(iv) Data Descriptions and Relationships - Agencies must identify how data is created, maintained, accessed, and used. At a high level, agencies must define the data and describe the relationships among data elements used in the agency's information system
· Data Architecture         


(v) Technology Infrastructure - Agencies must describe and identify the functional characteristics, capabilities, and interconnections of the hardware, software, and telecommunications. 
· Systems Architecture

       


(c) What are the Technical Reference Model and Standards Profile? 



Technical Reference Model:  The EA must also include a Technical Reference Model (TRM) and Standards Profile. 
· TRM

· Standards Profile       


(i) Information Services - The TRM identifies and describes the information services (such as database, communications, intranet, etc.) used throughout the agency. 
· TRM        


(ii) IT Standards Profile - The Standards Profile defines the set of IT standards that support the services articulated in the TRM.
· Standards Profile    


Define the set of IT standards that support the services articulated in the TRM.
· Standards Profile      


Adopt IT standards necessary to support the entire EA.
· Standards Profile          


Enforce IT standards consistently throughout the agency. 
· IT Management Processes      


(iii) Security Standards Profile - As part of the Standards Profile, agencies must create a Security Standards Profile that is specific to the security services specified in the EA. The Security Profile covers:

· Identification;

· Authentication;

· Non-repudiation;

· Audit Trail Creation;

· Audit Trail Analysis;

· Access Controls;

· Cryptography Management;

· Virus Protection;

· Fraud Prevention, Detection, and Mitigation; and 

· Intrusion Prevention and Detection.
· TRM

· Standards Profile

· Security Architecture                               


Appendix I – Federal Agency Responsibilities for Maintaining Records About Individuals
The Archivist of the United States through the Office of the Federal Register, shall, consistent with guidelines issued by the Director, OMB: 

(1) Issue instructions on the format of the agency notices and rules required to be published under the Act. 

(2) Compile and publish every two years, the rules promulgated under 5 U.S.C. 552a(f) and agency notices published under 5 U.S.C. 552a(e)(4) in a form available to the public at low cost. 

(3) Issue procedures governing the transfer of records to Federal Records Centers for storage, processing, and servicing pursuant to 44 U.S.C. 3103. For purposes of the Act, such records are considered to be maintained by the agency that deposited them. The Archivist may disclose deposited records only according to the access rules established by the agency that deposited them.


· Business Architecture
Business processes and functions that address NARA’s responsibilities for Records Management and Guidance, and Federal Records Center Services will be documented in the Business Architecture.

Appendix II – Implementation of the Government Paperwork Elimination Act (GPEA)

Summary:  GPEA seeks to "preclude agencies or courts from systematically treating electronic documents and signatures less favorably than their paper counterparts", so that citizens can interact with the Federal government electronically (S. Rep. 105-335).  It requires Federal agencies, by October 21, 2003, to provide individuals or entities that deal with agencies the option to submit information or transact with the agency electronically, and to maintain records electronically, when practicable. It also addresses the matter of private employers being able to use electronic means to store, and file with Federal agencies, information pertaining to their employees. GPEA states that electronic records and their related electronic signatures are not to be denied legal effect, validity, or enforceability merely because they are in electronic form. It also encourages Federal government use of a range of electronic signature alternatives. Appendix II provides guidance to implement GPEA and fosters a successful transition to electronic government as contemplated by the President's memorandum, and employs where appropriate the work described in "Access with Trust."


· IT Capital Planning

· NARA Projects & Programs
This is a project requirement for NARA’s GPEA initiative.

Part 1. What GPEA policies should agencies follow?



Section 1. What GPEA policies should agencies follow? 



Maintain compatibility with standards and technology for electronic signatures generally used in commerce and industry and by State governments.
· Standards Profile
 

Do not inappropriately favor one industry or technology.
· Standards Profile        
 

Ensuring that electronic signatures are as reliable as appropriate for the purpose in question.
· Standards Profile
Technologies and products are not accepted as standards if they are not reliable.

Maximize the benefits and minimizing the risks and other costs.
· NARA Projects & Programs
This is a project business case and risk management requirement.

Protect the privacy of transaction partners and third parties that have information contained in the transaction.
· Security Architecture

· Systems Architecture
Solution design patterns will address the security state of transactions through their execution lifecycle.  

Ensure that agencies comply with their recordkeeping responsibilities under the Federal records Act (FRA) for these electronic records. Electronic record keeping systems reliably preserve the information submitted, as required by FRA and implementing regulations.
· Records Management

· IT Governance 
Ensuring compliance with organizational responsibilities is a governance requirement. The reliability of electronic record keeping will be addresses by Records Lifecycle Program initiatives and the Records Management Common Service. 

Provide, wherever appropriate, for the electronic acknowledgment of electronic filings that are successfully submitted. 
· Records Management
This is a system level requirement that will be incorporated into the Record Management Common Service.

Section 2. What GPEA procedures should agencies follow? 



Agencies should develop and implement plans, supported by an assessment of whether to use and accept documents in electronic form and to engage in electronic transactions. The assessment should weigh costs and benefits and involve an appropriate risk analysis, recognizing that low-risk information processes may need only minimal consideration, while high-risk processes may need extensive analysis.
· IT Capital Planning


Section 3. How should agencies implement these policies and procedures? 



(1) Develop a plan (including a schedule) by October, 2000 that provides for continued implementation, by the end of Fiscal Year 2003, of optional electronic maintenance, submission, or transaction of information when practicable as a substitute for paper, including through the use of electronic signatures when practicable. The plan must address, among other things (and where applicable), the optional use by employers of electronic means to store and file with Federal agencies information about their employees. The plan should prioritize agency implementation of systems or modules of systems based on achievability and net benefit. The plan must be an addition to the agency's strategic IT planning activities supporting program responsibilities, as required by OMB Circular A-11. A copy of the plan should be provided to OMB. 
· IT Capital Planning

· NARA Projects & Programs 
This is a program management requirement for NARA’s GPEA initiative. 

(2) For each agency information system identified in the plan required in #1 above, consider relative costs, risks, and benefits given the level of sensitivity of the processes that the system supports. Agency considerations of cost, risk, and benefit, as well as any measures taken to minimize risks, should be commensurate with the level of sensitivity of the transaction. Low-risk information processes may need only minimal consideration, while high-risk processes may need extensive analysis. 
· IT Capital Planning

· NARA Projects & Programs
NARA’s Decide process addresses this. 

(3) Based on the considerations in #2 each agency in its plan must include; (a) the name of the information process or group of processes being automated, and (b) brief descriptions of the information processes being automated. 
· NARA Projects & Programs
This is a program management requirement for NARA’s GPEA initiative.

(4) Consistent with the plan, take measures (including, if necessary, amending regulations or policies to remove impediments to electronic transactions) to: (a) implement optional electronic submission, maintenance, or disclosure of information and the use of any necessary electronic signature alternatives; and (b) permit private employers who have record keeping responsibilities imposed by the Federal government to store and file information pertaining to their employees electronically. 
· NARA Projects & Programs
This is a policy requirement and a program management requirement for NARA’s GPEA initiative.  The EA will support digital signatures. 

(5) Ensure that measures taken under the plan reflect appropriate information system confidentiality and security in accordance with the Privacy Act, the Computer Security Act, as amended, and the guidance contained in OMB Circular A-130, Appendices I and III; and ensure that these measures use, to the maximum extent practicable, technologies that are either prescribed in Federal Information Processing Standards promulgated by the Secretary of Commerce or are supported by voluntary consensus standards as defined in OMB Circular A-119, "Federal Participation in the Development and Use of Voluntary Consensus Standards and Conformity Assessment Activities," (63 FR 8546; February 19, 1998).
· Security Architecture

·  Standards Profile
The architecture for NARA’s InfoSec Program as expressed by the NARA Security Architecture Framework is consistent with OMB guidance.

(6) Report progress annually against the plan (including any appropriate revisions to the schedule) above along with annual performance reporting required under OMB Circular A-11.
· IT Capital Planning
This requirements is addressed by the validation and assessment components of NARA’s Inform process. 

(7) Consider the record keeping functionality of any systems that store electronic documents and electronic signatures, to ensure users have appropriate access to the information and can meet the agency's record keeping needs.
· Business Architecture

· Records Management
Business processes that address Records Management will be documented in the Business Architecture.  The Records Management Common Service will provide application-level records management integration. 

(8) In developing collections of information under the Paperwork Reduction Act, address whether optional electronic submission, maintenance, or disclosure of information (including the electronic storage and filing by employers of information about their employees) would be practicable as a means of decreasing the burden and/or increasing the practical utility of the collection.
· NARA Projects & Programs
This is a business assessment requirement for the GPEA program.

The National Archives and Records Administration must develop, in consultation with the agencies and OMB, policies and guidance on the management, preservation, and disposal of Federal records associated with electronic government transactions, and must give particular consideration to records issues associated with the use of electronic signature technologies. 
· NARA Projects & Programs
This is a requirement for the Records Lifecycle Management initiatives.

Part II. How can agencies improve service delivery and reduce burden through the use of electronic signatures and electronic transactions?



Section 1. Introduction and background. 
The guidance in this section helps agencies consider which electronic signature technology may be most appropriate and suggests methods to maximize the benefit of electronic information while minimizing risk when implementing a particular electronic signature technology to secure electronic transactions.  Different security approaches offer varying levels of assurance in an electronic environment and are appropriate depending on a balance between the benefits from electronic information transfer and the risk of harm if the information is compromised. Among these approaches (in an ascending level of assurance) are:

(1) so-called "shared secrets" methods (e.g., personal identification numbers or passwords), 

(2) digitized signatures or biometric means of identification, such as fingerprints, retinal patterns, and voice recognition, and 

(3) Cryptographic digital signatures. 
· Security Architecture
NARA’s Security Architecture addresses electronic signatures in the context of overall system security. The benefit / risk analysis within NARA’s Decide process addresses the cost-benefit/ risk questions.

Section 2. What is an "electronic signature?" 
GPEA defines "electronic signature" as follows: 

" . . . a method of signing an electronic message that --

(A) identifies and authenticates a particular person as the source of the electronic message; and

(B) indicates such person's approval of the information contained in the electronic message." (GPEA, section 1709(1)). 
· Glossary


Section 3. How should agencies assess the risks, costs, and benefits? 
To evaluate the suitability of electronic signature alternatives for a particular application, the agency needs to perform an assessment. The assessment should: 

· Include a risk analysis.

· Consider the costs of risk mitigation. 

· Conduct a cost-benefit analysis to determine if an electronic transaction is practicable. 

· Document the decision.
· NARA Projects & Programs
This is a GPEA program management requirement.

Section 4. What benefits should agencies consider in planning and implementing electronic signatures and electronic transactions? 
Benefits from moving to electronic transactions and electronic signatures include reduction in transaction costs for the agency and the transaction partner. Transactions are quicker and it is often easier to access information related to the transaction because it is in electronic form. The electronic form often allows more effective data analysis because the information is easier to access.  Agencies should identify all the benefits of automating program transactions and making those transactions secure, such as: 

(1) Increased speed of the transaction. 

(2) Increased partner participation and customer satisfaction. 

(3) Improved record keeping efficiency and data analysis opportunities. 

(4) Increased employee productivity and improved quality of the final product. 

(5) Greater information benefits to the public. 

(6) Improved security. 

(7) Extensive security for highly sensitive information. 
· NARA Projects & Programs

· IT Capital Planning
Cost / Benefit analysis is a Capital Planning requirement for the GPEA program.

Section 5. What risk factors should agencies consider in planning and implementing electronic signatures or electronic transactions? 
In determining whether an electronic signature is sufficiently reliable for a particular purpose, agency risk analyses need at a minimum to consider the relationships between the parties, the value of the transaction, the risk of intrusion, and the likely need for accessible, persuasive information regarding the transaction at some later date. Agencies should consider any other risks relevant to the particular process. Once these factors are considered separately, an agency should consider them together to evaluate the sensitivity to risk of a particular process, relative to the benefit that the process can bring. 
· NARA Projects &  Programs
Risk Analysis is a program management requirement for the GPEA program.

Section 6. What privacy and disclosure issues affect electronic signatures and electronic transactions? 
Section 1708 of GPEA limits the use of information collected in electronic signature services to communications with a Federal agency. It directs agencies and their staff and contractors not to use such information for any purpose other than for facilitating the communication. Exceptions exist if the person (or entity) that is the subject of the information provides affirmative consent to the additional use of the information, or if such additional use is otherwise provided by law. Accordingly, agencies should follow several privacy principles: 

a. Electronic signatures should only be required where needed. 

b. When electronic signatures are required for a transaction, agencies should not collect more information from the user than is required for the application of the electronic signature

c. Users should be able to decide how, when, and what type of electronic authentication to use of those made available by the agency. 

d. Agencies should ensure, and users should be informed, that information collected for the purpose of issuing or using electronic means of authentication will be managed and protected in accordance with applicable requirements under the Privacy Act, the Computer Security Act, and any agency-specific statute mandating the protection of such information, as well as with any relevant Executive Branch and agency specific privacy policies.
· Security Architecture
Privacy Assurance in this context is an implementation requirement for the GPEA program, although

NARA’s Security Architecture addresses electronic signatures and privacy considerations in the context of overall system security. 

Section 7. What are current electronic signature technologies? 
This section addresses two categories of security: 1) Non-cryptographic methods of authenticating identity; and 2) cryptographic control methods. The non-cryptographic approach relies solely on an identification and authentication mechanism that must be linked to a specific software platform for each application. Cryptographic controls may be used for multiple applications, if properly managed, and may encompass both authentication and encryption services. A highly secure implementation may combine both categories of technologies. The spectrum of electronic signature technologies currently available is:

a. Non-Cryptographic Methods of Authenticating Identity 

(1) Personal Identification Number (PIN) or password: 

(2) Smart Card 

(3) Digitized Signature: 

(4) Biometrics 

b. Cryptographic Control 

 (1) Shared Symmetric Key Cryptography 

 (2) Public/Private Key (Asymmetric) Cryptography - Digital Signatures 

c. Technical Considerations of the Various Electronic Signature Alternatives 

(1) To be effective, each of these methods requires agencies to develop a series of policy documents that provide the important underlying framework of trust for electronic transactions and which facilitate the evaluation of risk. 

(2) While digital signatures (i.e. public key/private key) are generally the most certain method for assuring identity electronically, the policy documents must be established carefully to achieve the desired strength of binding. 

 (3) By themselves, digitized (not digital) signatures, PINs, biometric identifiers, and other shared secrets do not directly bind identity to the contents of a document as do digital signatures which actually use the document information to make the signature. For shared secrets to bind the user's identity to the document, they must be used in conjunction with some other mechanism. 

(4) While not as robust as biometric identifiers and digital signatures, PINs have the decided advantage of proven customer and citizen acceptance, as evidenced by the universal use of PINs for automated teller machine transactions. PINs combined with encrypted Internet sessions, particularly through the use of Secure Sockets Layer technology on the World Wide Web, are very popular for retail consumer transactions requiring credit card or other personal authenticating information. This may well be suited for a variety of government applications. 

(5) It is important to remember that technical factors are but one aspect to be considered when an agency plans to implement electronic signature-based applications. Other important aspects are considered in the following sections.
· TRM

· Security Architecture


Section 8. How should agencies implement electronic signatures and electronic transactions? 
After the agency has conducted the assessment and identified an appropriate electronic signature technology alternative that may be used to secure an automated business process, the agency will proceed to implement this decision. For any electronic transaction, agencies should collect and record adequate information regarding the content, process, and identities of the parties involved. In doing so, agencies should consider the following: 

a. Build from a policy framework. GPEA applies to interactions between outside entities and the Federal government, as well as to transactions and record keeping required by parties under Federal programs. 

b. Where necessary, use a mutually understood, signed agreement between the person or entity submitting the electronically-signed information and the receiving Federal agency. 

c. Minimize the likelihood of repudiation. 

d. Carefully control access to the electronic data, after receipt, yet make it available in a meaningful and timely fashion. 

e. Ensure the "Chain of Custody." 

f. Consider providing an acknowledgment of receipt. 

g. Obtain legal counsel during the design of the system. 
· Security Architecture

· NARA Projects & Programs
Electronic signatures and transactions in this context is an implementation requirement for the GPEA program, although

NARA’s Security Architecture addresses electronic signatures and transactions in the context of overall system security. 

Section 9. Summary of the procedures and checklist. 
To summarize the process and restate the principles that agencies should employ to evaluate authentication mechanisms (electronic signatures) for electronic transactions and documents, the following steps apply: 

a. Examine the current business process that is being considered for conversion to employ electronic documents, forms or transactions, identifying customer needs and demands as well as the existing risks associated with fraud, error or misuse. 

b. Identify the benefits that may accrue from the use of electronic transactions or documents. 

c. Consider what risks may arise from the use of electronic transactions or documents. This evaluation should take into account the relationships of the parties, the value of the transactions or documents, and the later need for the documents. 

d. Consult with counsel about any agency specific legal implications about the use of electronic transactions or documents in the particular application. 

e. Evaluate how each electronic signature alternative may minimize risk compared to the costs incurred in adopting an alternative. 

f. Determine whether any electronic signature alternative, in conjunction with appropriate process controls, represents a practicable trade-off between benefits on the one hand and cost and risk on the other. If so, determine, to the extent possible at the time, which signature alternative is the best one. Document this determination to allow later reevaluation. 

g. Develop plans for retaining and disposing of information, ensuring that it can be made continuously available to those who will need it, for managerial control of sensitive data and accommodating changes in staffing, and for ensuring adherence to these plans. 

h. Develop management strategies to provide appropriate security for physical access to electronic records.

i. Determine if regulations or policies are adequate to support electronic transactions and record keeping, or if "terms and conditions" agreements are needed for the particular application. If new regulations or policies are necessary, disseminate them as appropriate.

j. Seek continuing input of technology experts for updates on the changing state of technology and the continuing advice of legal counsel for updates on the changing state of the law in these areas. 

l. Perform periodic review and re-evaluation, as appropriate.
· N/A
This just a summary of the items addressed in the sections above.

Appendix III  - Security of Federal Automated Information Resources

This Appendix establishes a minimum set of controls to be included in Federal automated information security programs; assigns Federal agency responsibilities for the security of automated information; and links agency automated information security programs and agency management control systems established in accordance with OMB Circular No. A-123. 
· Security Architecture
The architecture for NARA’s InfoSec Program as expressed and specified by the NARA Security Architecture Framework is consistent with OMB guidance. 

C.3 E-Gov Oversight Guidance

E-Gov Initiatives Oversight Requirements
Where Addressed in the NARA EA Framework
Comments

Principles 

Standards: Establish Federal interoperability standards.

Investments: Coordinate technology investments with the Federal business and architecture.

Data Collection: Minimize the data collection burden.

Security: Secure Federal information against unauthorized access.

Functionality: Take advantage of standardization based on common functions and customers.

Information Access: Provide access to information.

Proven Technologies: Select and implement proven market technologies.

Privacy: Comply with the Privacy Act of 1974.
· Standards Profile

· Principles, Constraints, and Assumptions

· Data Architecture 

· Security Architecture

· IT Capital Planning 

· TRM
The principles and philosophies expressed by the E-Gov principles are incorporated as part of the overall NARA EA.

Architectures and Models

Business Architecture: The E-Gov Business Architecture presents the Federal BRM that identifies the business functions of the Federal Government.  This model provides context for but does not prescribe business architectures or E-Gov processes for specific functions or organizations. The business services that NARA performs within the FEA BRM are identified in Table 3.4-1 above.
· Business Architecture              
NARA’s business operating specifications for E-Gov will be documented as part of the specific initiative (e.g. E- Grants, Records Management) and integrated within the overall NARA Business Architecture.

Performance Reference Model (PRM): The PRM provides a framework for common outcome and output measures throughout the Federal Government.  The PRM will be designed to integrate with and complement OMB’s Program Assessment Rating Tools (PART) and common measures initiative. 
· IT Capital Planning
NARA’s IT Capital Planning will incorporate directives from the E-Gov PRM and PART as they become available. 

Data Architecture: Development of an E-Gov data architecture was not attempted in the initial release of the E-Gov architecture; However, the following data architecture considerations are identified as important for E-Gov initiatives:

· Establish a set of data principles that promote interoperability.

· Adopt eXtensible Markup Language (XML) standards and schema for moving and sharing information between systems. 

· Identify Privacy Sensitive data as part of XML schemas.

· Derive a strategy for data integration that promotes interoperability.

· Adopt UML for data modeling associated with E-Gov initiatives
· Data Architecture 

· Standards Profile                  
NARA’s Data Architecture identifies principles, establishes directives, and adopts standards consistent with E-Gov recommendations.  

Application Architecture:  The E-Gov Application Architecture defines a “building block” framework to support the reuse and assembly of application architecture components from a (very high level) structural perspective.  The FEA is also defining an Application-Capability Reference Model (ARM) to classify applications from a functional perspective, but no specifications are available at this time.

· A Conceptual / Process Model is defined to specify a multi-channel, web services front-end to the enterprise application architecture.  A set of cross-cutting common services are also identified.

· An Interoperability Model is defined to outline the types of technologies required to support the Conceptual / Process model and depict the interaction of those technologies.
· TRM

· Application Architecture

· Systems Architecture
NARA’s Systems Architecture contains a series of solution design patterns, one of which aligns with the E-Gov Conceptual / Process Model for web services integration.  The technology classifications, technology concepts and technology definitions specified in the NARA TRM are consistent with the Interoperability Model specified by the E-Gov Application Architecture and the sample models provided in Appendix A.  

Technology Architecture:  The E-Gov Technology Architecture specifies technical models for the web-services components of a generic e-Services architecture, provides an E-Gov TRM, and provides a preliminary E-Gov standards profile.  It does not address the hardware view of the Technology Architecture, nor the physical architecture – where components physically exist. It is anticipated that E-Gov initiatives will address these other dimensions of the Technology Architecture for their specific solutions.

· The Technical Models consist of conceptual schematics for an Internet Application Server, and a Web Content Manager Server.

· The E-Gov TRM is essentially the IEEE POSIX Working Group P1003.0 model.
· The E-Gov Standards profile outlines the current state of we services technology standards and provides a starter set of Voluntary Industry Standards considered appropriate to E-Gov initiatives.  
· Systems Architecture              

· TRM
NARA’s TRM overviews a series of solution design patterns, one of which includes Internet Application Server and Web Content Management concepts, and another which provides a web-services pattern specifically for E-Gov initiatives.  The technology classifications, technology concepts, and technology definitions specified in the NARA TRM are consistent with the E-Gov TRM.  NARA’s Standards Profile is consistent with the E-Gov Standards Profile for E-services technologies.

Criteria for a Federal Agency to Receive a green on the quarterly E-Government  Scorecard

As per the E-Government Strategy

The agency has a Modernization Blueprint that focuses IT investments on important

agency functions and defines how those functions will be measurably improved
· NARA Strategic Planning

· IT Capital Planning

· NARA Projects & Programs

· Overall EA


All major systems investments have an acceptable business case (security, measures of success linked to the Modernization Blueprint, program management, risk management, and cost, schedule, & performance goals)
· IT Capital Planning

· NARA Projects & Programs


For all major IT projects, cost and schedule overruns average less than 10% and

performance shortfalls average less than 10%
· IT Capital Planning

· NARA Projects & Programs
These performance measures will be addressed as part of program management activities for major initiatives to include explanations for overruns on monthly status reports. 

Inspector General verifies that there is a Department-wide IT Security Plan of Action and Milestone remediation process
· Security Architecture
IT Security Management is addressed as part of the NARA InfoSec program

90% of operational major IT systems are properly secured (certified, accredited, or

otherwise authorized), including mission critical systems
· Security Architecture
This is a system level certification and accreditation requirement addressed as part of the NARA InfoSec program

Agency contributes to, and participates in, 3 of the 4 categories of E-Government

initiatives rather than creating redundant, or agency unique, IT projects
· NARA Strategic Planning

· NARA Projects & Programs
NARA is currently participating in the E-Grants program.  

C.4 Section 508 Guidance

Section 508 Accessibility Requirements
NARA Framework
Comments

Authority: 29 U.S.C. 794d. 
 
 

Subpart A – General
 
 

§ 1194.1 Purpose.
 
 

The purpose of this part is to implement section 508 of the Rehabilitation Act of 1973, as amended (29 U.S.C. 794d). Section 508 requires that when Federal agencies develop, procure, maintain, or use electronic and information technology, Federal employees with disabilities have access to and use of information and data that is comparable to the access and use by Federal employees who are not individuals with disabilities, unless an undue burden would be imposed on the agency. Section 508 also requires that individuals with disabilities, who are members of the public seeking information or services from a Federal agency, have access to and use of information and data that is comparable to that provided to the public who are not individuals with disabilities, unless an undue burden would be imposed on the agency. 
· N/A
General context information

§ 1194.2 Application.
 
 

(a) Products covered by this part shall comply with all applicable provisions of this part. When developing, procuring, maintaining, or using electronic and information technology, each agency shall ensure that the products comply with the applicable provisions of this part, unless an undue burden would be imposed on the agency. 

b) When procuring a product, each agency shall procure products which comply with the provisions in this part when such products are available in the commercial marketplace or when such products are developed in response to a Government solicitation. Agencies cannot claim a product as a whole is not commercially available because no product in the marketplace meets all the standards. If products are commercially available that meet some but not all of the standards, the agency must procure the product that best meets the standards.

(c) Except as provided by §1194.3(b), this part applies to electronic and information technology developed, procured, maintained, or used by agencies directly or used by a contractor under a contract with an agency which requires the use of such product, or requires the use, to a significant extent, of such product in the performance of a service or the furnishing of a product.
· Principles, Constraints, and Assumptions

· TRM

· Standards Profile

· NARA Projects & Programs


The NARA projects that implement systems have ultimate responsibility to satisfy Section 508 requirements. 

Subpart B -- Technical Standards
 
 

§ 1194.21 Software applications and operating systems.
 
 

(a) When software is designed to run on a system that has a keyboard, product functions shall be executable from a keyboard where the function itself or the result of performing a function can be discerned textually. 

(b) Applications shall not disrupt or disable activated features of other products that are identified as accessibility features, where those features are developed and documented according to industry standards. Applications also shall not disrupt or disable activated features of any operating system that are identified as accessibility features where the application programming interface for those accessibility features has been documented by the manufacturer of the operating system and is available to the product developer.

(c) A well-defined on-screen indication of the current focus shall be provided that moves among interactive interface elements as the input focus changes. The focus shall be programmatically exposed so that assistive technology can track focus and focus changes.

(d) Sufficient information about a user interface element including the identity, operation and state of the element shall be available to assistive technology. When an image represents a program element, the information conveyed by the image must also be available in text.

(e) When bitmap images are used to identify controls, status indicators, or other programmatic elements, the meaning assigned to those images shall be consistent throughout an application's performance.

(f) Textual information shall be provided through operating system functions for displaying text. The minimum information that shall be made available is text content, text input caret location, and text attributes.

(g) Applications shall not override user selected contrast and color selections and other individual display attributes.

(h) When animation is displayed, the information shall be displayable in at least one non-animated presentation mode at the option of the user.

(i) Color coding shall not be used as the only means of conveying information, indicating an action, prompting a response, or distinguishing a visual element.

(j) When a product permits a user to adjust color and contrast settings, a variety of color selections capable of producing a range of contrast levels shall be provided.

(k) Software shall not use flashing or blinking text, objects, or other elements having a flash or blink frequency greater than 2 Hz and lower than 55 Hz.

(l) When electronic forms are used, the form shall allow people using assistive technology to access the information, field elements, and functionality required for completion and submission of the form, including all directions and cues.
· Application Architecture
Section 508 requirements will be addressed by user interface specifications in the application architecture and the software architecture. The NARA projects that implement applications will have ultimate responsibility to satisfy Section 508 requirements.

§ 1194.22 Web-based intranet and internet information and applications.

 

(a) A text equivalent for every non-text element shall be provided (e.g., via "alt" or in element content). 

(b) Equivalent alternatives for any multimedia presentation shall be synchronized with the presentation.

(c) Web pages shall be designed so that all information conveyed with color is also available without color, for example from context or markup.

(d) Documents shall be organized so they are readable without requiring an associated style sheet.

(e) Redundant text links shall be provided for each active region of a server-side image map.

(f) Client-side image maps shall be provided instead of server-side image maps except where the regions cannot be defined with an available geometric shape.

(g) Row and column headers shall be identified for data tables.

(h) Markup shall be used to associate data cells and header cells for data tables that have two or more logical levels of row or column headers.

(i) Frames shall be titled with text that facilitates frame identification and navigation.

(j) Pages shall be designed to avoid causing the screen to flicker with a frequency greater than 2 Hz and lower than 55 Hz.

(k) A text-only page, with equivalent information or functionality, shall be provided to make a web site comply with the provisions of this part, when compliance cannot be accomplished in any other way. The content of the text-only page shall be updated whenever the primary page changes.

(l) When pages utilize scripting languages to display content, or to create interface elements, the information provided by the script shall be identified with functional text that can be read by assistive technology.

(m) When a web page requires that an applet, plug-in or other application be present on the client system to interpret page content, the page must provide a link to a plug-in or applet that complies with §1194.21(a) through (l).

(n) When electronic forms are designed to be completed on-line, the form shall allow people using assistive technology to access the information, field elements, and functionality required for completion and submission of the form, including all directions and cues.

(o) A method shall be provided that permits users to skip repetitive navigation links.

(p) When a timed response is required, the user shall be alerted and given sufficient time to indicate more time is required.


· Application Architecture
Section 508 requirements will be addressed by web user interface specifications in the application architecture and the software architecture. The NARA projects that implement applications will have ultimate responsibility to satisfy Section 508 requirements.

§ 1194.23 Telecommunications products.

 

(a) Telecommunications products or systems which provide a function allowing voice communication and which do not themselves provide a TTY functionality shall provide a standard non-acoustic connection point for TTYs. Microphones shall be capable of being turned on and off to allow the user to intermix speech with TTY use. 

(b) Telecommunications products which include voice communication functionality shall support all commonly used cross-manufacturer non-proprietary standard TTY signal protocols.

(c) Voice mail, auto-attendant, and interactive voice response telecommunications systems shall be usable by TTY users with their TTYs.

(d) Voice mail, messaging, auto-attendant, and interactive voice response telecommunications systems that require a response from a user within a time interval, shall give an alert when the time interval is about to run out, and shall provide sufficient time for the user to indicate more time is required.

(e) Where provided, caller identification and similar telecommunications functions shall also be available for users of TTYs, and for users who cannot see displays.

(f) For transmitted voice signals, telecommunications products shall provide a gain adjustable up to a minimum of 20 dB. For incremental volume control, at least one intermediate step of 12 dB of gain shall be provided.

(g) If the telecommunications product allows a user to adjust the receive volume, a function shall be provided to automatically reset the volume to the default level after every use.

(h) Where a telecommunications product delivers output by an audio transducer which is normally held up to the ear, a means for effective magnetic wireless coupling to hearing technologies shall be provided.

(i) Interference to hearing technologies (including hearing aids, cochlear implants, and assistive listening devices) shall be reduced to the lowest possible level that allows a user of hearing technologies to utilize the telecommunications product.

(j) Products that transmit or conduct information or communication, shall pass through cross-manufacturer, non-proprietary, industry-standard codes, translation protocols, formats or other information necessary to provide the information or communication in a usable format. Technologies which use encoding, signal compression, format transformation, or similar techniques shall not remove information needed for access or shall restore it upon delivery.

(k) Products which have mechanically operated controls or keys, shall comply with the following:

     (1) Controls and keys shall be tactilely discernible without activating the controls or keys. 

     (2) Controls and keys shall be operable with one hand and shall not require tight grasping, pinching, or 

           twisting of the wrist. The force required to activate controls and keys shall be 5 lbs. (22.2 N)

           maximum. 

     (3) If key repeat is supported, the delay before repeat shall be adjustable to at least 2 seconds. Key

           repeat rate shall be adjustable to 2 seconds per character. 

     (4) The status of all locking or toggle controls or keys shall be visually discernible, and discernible

           either through touch or sound.
· Systems Architecture

· TRM

· Standards Profile
Section 508 requirements will be addressed by specifications for telephony products in the systems architecture. The NARA projects that implement telephony or converged-services infrastructure will have ultimate responsibility to satisfy Section 508 requirements.

§ 1194.24 Video and multimedia products.
 
 

(a) All analog television displays 13 inches and larger, and computer equipment that includes analog television receiver or display circuitry, shall be equipped with caption decoder circuitry which appropriately receives, decodes, and displays closed captions from broadcast, cable, videotape, and DVD signals. As soon as practicable, but not later than July 1, 2002, widescreen digital television (DTV) displays measuring at least 7.8 inches vertically, DTV sets with conventional displays measuring at least 13 inches vertically, and stand-alone DTV tuners, whether or not they are marketed with display screens, and computer equipment that includes DTV receiver or display circuitry, shall be equipped with caption decoder circuitry which appropriately receives, decodes, and displays closed captions from broadcast, cable, videotape, and DVD signals. 

(b) Television tuners, including tuner cards for use in computers, shall be equipped with secondary audio program playback circuitry.

(c) All training and informational video and multimedia productions which support the agency's mission, regardless of format, that contain speech or other audio information necessary for the comprehension of the content, shall be open or closed captioned.

(d) All training and informational video and multimedia productions which support the agency's mission, regardless of format, that contain visual information necessary for the comprehension of the content, shall be audio described.

(e) Display or presentation of alternate text presentation or audio descriptions shall be user-selectable unless permanent.
· Systems Architecture

· TRM

· Standards Profile
Section 508 requirements will be addressed by specifications for video and multimedia products in the systems architecture. The NARA projects that implement this infrastructure will have ultimate responsibility to satisfy Section 508 requirements.

§ 1194.25 Self-contained, closed products.
 
 

(a) Self-contained products shall be usable by people with disabilities without requiring an end-user to attach assistive technology to the product. Personal headsets for private listening are not assistive technology. 

(b) When a timed response is required, the user shall be alerted and given sufficient time to indicate more time is required.

(c) Where a product utilizes touch screens or contact-sensitive controls, an input method shall be provided that complies with §1194.23 (k) (1) through (4).

(d) When biometric forms of user identification or control are used, an alternative form of identification or activation, which does not require the user to possess particular biological characteristics, shall also be provided.

(e) When products provide auditory output, the audio signal shall be provided at a standard signal level through an industry standard connector that will allow for private listening. The product must provide the ability to interrupt, pause, and restart the audio at anytime.

(f) When products deliver voice output in a public area, incremental volume control shall be provided with output amplification up to a level of at least 65 dB. Where the ambient noise level of the environment is above 45 dB, a volume gain of at least 20 dB above the ambient level shall be user selectable. A function shall be provided to automatically reset the volume to the default level after every use.

(g) Color coding shall not be used as the only means of conveying information, indicating an action, prompting a response, or distinguishing a visual element.

(h) When a product permits a user to adjust color and contrast settings, a range of color selections capable of producing a variety of contrast levels shall be provided.

(i) Products shall be designed to avoid causing the screen to flicker with a frequency greater than 2 Hz and lower than 55 Hz.

(j) Products which are freestanding, non-portable, and intended to be used in one location and which have operable controls shall comply with the following:

(1) The position of any operable control shall be determined with respect to a vertical plane, which is 48 inches in length, centered on the operable control, and at the maximum protrusion of the product within the 48 inch length (see Figure 1 of this part). 
(2) Where any operable control is 10 inches or less behind the reference plane, the height shall be 54 inches maximum and 15 inches minimum above the floor.

(3) Where any operable control is more than 10 inches and not more than 24 inches behind the reference plane, the height shall be 46 inches maximum and 15 inches minimum above the floor.

(4) Operable controls shall not be more than 24 inches behind the reference plane (see Figure 2 of this part). 
· Systems Architecture

· TRM

· Standards Profile
Section 508 requirements will be addressed by specifications for specialized devices in the systems architecture and the TRM. The NARA projects that implement this infrastructure will have ultimate responsibility to satisfy Section 508 requirements.

§ 1194.26 Desktop and portable computers.

 

(a) All mechanically operated controls and keys shall comply with §1194.23 (k) (1) through (4). 

(b) If a product utilizes touch screens or touch-operated controls, an input method shall be provided that complies with §1194.23 (k) (1) through (4).

(c) When biometric forms of user identification or control are used, an alternative form of identification or activation, which does not require the user to possess particular biological characteristics, shall also be provided.

(d) Where provided, at least one of each type of expansion slots, ports and connectors shall comply with publicly available industry standards.
· Systems Architecture

· TRM

· Standards Profile
Section 508 requirements will be addressed by specifications for desktop platforms in the systems architecture and the TRM. The NARA projects that implement this infrastructure will have ultimate responsibility to satisfy Section 508 requirements.

Subpart C -- Functional Performance Criteria

 

§ 1194.31 Functional performance criteria.

 

(a) At least one mode of operation and information retrieval that does not require user vision shall be provided, or support for assistive technology used by people who are blind or visually impaired shall be provided. 

(b) At least one mode of operation and information retrieval that does not require visual acuity greater than 20/70 shall be provided in audio and enlarged print output working together or independently, or support for assistive technology used by people who are visually impaired shall be provided.

(c) At least one mode of operation and information retrieval that does not require user hearing shall be provided, or support for assistive technology used by people who are deaf or hard of hearing shall be provided.

(d) Where audio information is important for the use of a product, at least one mode of operation and information retrieval shall be provided in an enhanced auditory fashion, or support for assistive hearing devices shall be provided.

(e) At least one mode of operation and information retrieval that does not require user speech shall be provided, or support for assistive technology used by people with disabilities shall be provided.

(f) At least one mode of operation and information retrieval that does not require fine motor control or simultaneous actions and that is operable with limited reach and strength shall be provided.
· NARA Projects & Programs
The NARA projects that implement systems have ultimate responsibility to satisfy Section 508 requirements.  NARA projects must assess the business requirements and needs of the end-user community then apply these Section 508 performance criteria as appropriate. 

Subpart D -- Information, Documentation, and Support

 

§ 1194.41 Information, documentation, and support.

 

(a) Product support documentation provided to end-users shall be made available in alternate formats upon request, at no additional charge. 

(b) End-users shall have access to a description of the accessibility and compatibility features of products in alternate formats or alternate methods upon request, at no additional charge.

(c) Support services for products shall accommodate the communication needs of end-users with disabilities.
· NARA Projects & Programs
The NARA projects that implement systems have ultimate responsibility to satisfy Section 508 requirements.  NARA projects must assess the documentation needs for their systems then apply these Section 508 criteria as appropriate. 
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